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Abstract. We introduce MIKE (Module Isogeny Key Exchange), a post-
quantum NIKE (Non Interactive Key Exchange) whose security relies on
the CDH problem for the rank-2 Hermitian module action on supersin-
gular elliptic curves. For NIST level 1, MIKE has very compact public
keys of 80B, and using our constant time C implementation, the key
generation takes 0.651ms and the shared secret takes 4.84ms (including
key validation) on a AMD CPU at 3.3GHz.

1 Introduction

With the introduction of their key exchange scheme in 1976, Diffie and Hellman
laid the foundation for public-key cryptography. As a non-interactive key ex-
change (NIKE) that allows users to generate a shared secret over insecure chan-
nels, the Diffie-Hellman scheme is immensely useful for practical application.
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2 The MIKE team

Today, its analogue based on elliptic curves, the elliptic curve Diffie-Hellman
(ECDH) key exchange, remains an important building block for many crypto-
graphic protocols, such as TLS 1.3.

The security of both schemes relies on discrete logarithm problems that are
efficiently solvable with Shor’s algorithm on a sufficiently powerful quantum com-
puter. Due to the lack of practical post-quantum NIKEs, NIST’s standardisation
effort for post-quantum cryptography that started in 2017 only involved key-
encapsulation mechanisms (KEMs). Even though a KEM serves the same goal as
a NIKE—to generate a shared secret for subsequent encrypted communication—
it has a significantly different structure due to being interactive. Thus, in or-
der to achieve quantum security using the recently standardised KEMs such as
ML-KEM, some protocols previously relying on NIKEs such as TLS 1.3 and
Wireguard require major design changes. Other functionalities, such as deniable
authentication (as in Signal’s X3DH), seem difficult to achieve at all without
NIKEs [LT26]. Thus, an efficient post-quantum NIKE significantly simplifies
the transition of some cryptographic protocols to quantum-safe versions.

Since NIST’s initial standardisation effort for KEMs, the general picture of
the applicability of post-quantum NIKEs has not changed significantly. The most
practical candidates to date are CSIDH [CLMPR18] and SWOOSH [GKQMS24].
The isogeny-based CSIDH NIKE is susceptible to Kuperberg’s subexponential
quantum algorithm, and its exact parameter sizes required for sufficient quantum
security are still debated. Furthermore, the performance of CSIDH seems too
slow, especially for large parameters, to be considered a practical choice. The
lattice-based SWOOSH NIKE features key sizes in the hundreds of kilobytes,
which seems prohibitive for a general-purpose NIKE. Furthermore, validating
SWOOSH public keys requires additional zero-knowledge proofs which further
increases the key size and computation time.

Thus, there is still no efficient post-quantum NIKE with compact key sizes—a
gap that we address with the Module Isogeny Key Ezchange (MIKE).

A brief history of NIKEs. We briefly put MIKE in the context of the history of
well-known NIKEs and illustrate how MIKE follows the development of removing
structure from the involved objects in order to mitigate attacks.

The main operation underlying the original NIKE construction by Diffie and
Hellman [DH76] is exponentiation in the multiplicative group (F,)* of a finite
field IF,, with p prime. The discrete logarithm problem then asks for given g, g* €
(Fp)* to find a. In (IF,)*, the rich structure of this group allows for specialised
attacks, such as index calculus attacks [AdI79] with subexponential complexity.
The original Diffie-Hellman construction thus requires large parameters in order
to reach sufficient security.

As the rich structure of (F))* is not strictly required to build a NIKE, it
can be removed in order to avoid these attacks. Indeed, it suffices to use any
abstract cyclic group. The main scheme realizing this construction is the elliptic-
curve Diffie-Hellman (ECDH) key exchange first proposed by Miller [Mil86a] and
Koblitz [Kob87]. With a well-chosen elliptic curve E over a finite field F,,, we
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use a point P € F of prime order ¢ that generates (a large subgroup of) E. The
discrete logarithm problem then asks to compute a € Z/gZ from the given points
P, [a]P. Due to less structure in the cyclic group of points in (P) compared to
(Fp)*, index calculus attacks no longer apply. Indeed, for well-chosen elliptic
curves, the best known classical attacks apply to any group, such as Pollard-rho
with exponential complexity. Hence, ECDH can use much smaller parameters
compared to the original Diffie-Hellman. But this only accounts for classical
attacks. With a sufficiently powerful quantum computer, Shor’s algorithm can
exploit the group structure of group-based Diffie-Hellman schemes, and break
the underlying discrete logarithm problem in polynomial time.

Avoiding this attack requires to take away even more structure. Instead of
working with a cyclic group, an analogue of the Diffie-Hellman NIKE can be
based on commutative group actions, as first discussed in [BY91]. Here, a com-
mutative group G acts on a set £ that is not equipped with a group structure
in general. The first isogeny-based proposal of such a group action-based key
exchange goes back to Couveignes [Cou06] and, independently, to Rostovstev
and Stolbunov [RS06], therefore called CRS. In this scheme, the ideal class
group acts on the set of ordinary elliptic curves, where computing the action
is realised through the computation of isogenies. The analogue of the discrete
logarithm problem in this case is the Group Action Inverse Problem (GAIP):
given E,ax E € &, find the ideal class [a] € G.

However, the group structure involved in this action allows to apply Kuper-
berg’s subexponential quantum algorithm to solve the GAIP [Kup05]. While the
exact impact on the parameter sizes of CRS and its successors like CSIDH and
related schemes is still debated, the increased sizes worsen their performance. As
a consequence, despite many recent speed-ups and improvements, they remain
too inefficient for most real-world applications. Removing additional structure
to the bare minimum (following [MP24]) was attempted by using semi-group
actions instead of group actions [MMRO02; RS26]. But these approaches so far
failed to provide instantiations safe and efficient enough for practical use.

MIKE fills this gap: using less structure than group-based approaches with
the hope of mitigating Kuperberg’s attack and obtaining a NIKE that (as far as
we know) only allows for generic exponential quantum and classical attacks. For
this, we move from group actions to monoid actions instantiated by modules as
proposed by Robert [Rob24b].

1.1 The MIKE key exchange

We give a high-level overview of MIKE, from the abstract idea through its math-
ematical instantiation to the concrete computations used in its implementation.

A monoid-action NIKE In the group-action based NIKE one notices that
no inverses are computed, while Kuperberg’s attack relies on the existence of
inverses in the group. This gives the idea to replace the group in the group-action
based NIKE by a monoid, which is, informally, a group without inverses (such
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as the integers for multiplication). By considering the action of a (commutative)
monoid on a set, one can therefore avoid Kuperberg’s attack, and still compute
a Diffie-Hellman-like key exchange in a straightforward way, as illustrated in
Figure 1. MIKE is an instantiation of this idea, as detailed below.

Alice Public parameter So Bob
ska =ma, pky =ma-So pk skp = mpg, pkg =mp-So
pk 4 ”
Sap =ma -pkpg Spa =mp - pky

Sap = SBa

Fig. 1: Monoid action key exchange.

Instantiating the monoid via modules. For the security of a monoid action
key exchange, it is crucial to instantiate a monoid action which is not, nor naively
derived from, a group action in order to avoid attacks based on Kuperberg’s al-
gorithm. Robert [Rob24b] provides a concrete post-quantum instantiation, using
abelian varieties as the set and modules over a quadratic imaginary ring R as
monoid elements. This results in MIKE, the Module Isogeny Key Exchange.

Figure 2 depicts how MIKE is instantiated. Concretely, it starts from an
elliptic curve (that is a 1-dimensional abelian variety and therefore a set element)
FEy as public parameter, on which modules of rank 2 act. These modules can be
seen as rank 2 attices over R.

My-—

Eo AX,\

Mp-— Mpg-—

——— Xus
XB T XAr

Fig. 2: The NIKE derived from the module action

Here, X4 := M4 - Ey is Alice’s public key, with the module M4 her secret
key. Vice versa, Xp := Mp - Ey is Bob’s public key, with Mp his secret key, and
X 4p is the shared secret, with

Xap=My - Xp=(Ms@Mpg)-Eg~"'(Mp®M,) -Ey=Mp-Xs=Xpa.
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An advantage of the module action used in MIKE is the absence of inverses.
A module of rank r applied to an abelian variety of dimension g results in an
abelian variety of dimension rg. Thus applying modules of rank r > 1 strictly
increases the dimension of the abelian varieties, showing the absence of inverses.

Computing the module action. The mathematical instantiation of the monoid
action by an action of modules on abelian varieties leaves open how to concretely
compute the action of modules, and how to represent abelian varieties. As a first
step, already outlined in [Rob24b] , the action of a module on an abelian variety
can be computed using an isogeny, where the dimension of the isogeny equals
the dimension of the resulting abelian variety.

This viewpoint results in Figure 3. Our goal is to explain this computational
diagram, and to show how it relates to the module action viewpoint in Figure 2.

Ey — 3 Fa

Ep WW} XaB
A

Fig. 3: Computational diagram of MIKE.

Legend. ¢4 and ¢p are 1-dimensional secret isogenies of degree 2" chosen by
Alice and Bob respectively. Their public keys are the elliptic curves E4 and Ep.
With this information, only Alice and Bob can derive their shared secret: X 4p,
a 4-dimensional abelian variety, the generalisation of elliptic curves to higher
dimensions. The squiggly arrows F4 and Fp are, by a slight abuse of notation,
4-dimensional isogenies derived from ¢4 and ¢p, respectively. Here, F)4 allows
Alice to derive X p from Eg, and Fg allows Bob to derive X 45 from E 4.

Matching the diagrams. To fully unpack MIKE, we explain Figure 3 using Fig-
ure 2 in the following steps:

1. In Section 2, we explain the mathematics behind the module action, includ-
ing how to compute the action M - A for the modules M and varieties A that
we encounter. Furthermore, we show how the secret 1-dimensional isogenies
¢4 and ¢p from Figure 3 are interpreted as the rank-2 modules M, and
Mp in Figure 2.

2. The elliptic curves EF4 and Ep are 1-dimensional abelian varieties, but the
action of the rank-2 modules M4 and Mp on Ej gives us 2-dimensional
abelian varieties X4 and Xp. In Appendix C, we clarify this association
between F4 and X4, resp. Ep and Xp, using Weil restrictions.
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3. After these sections, we know how to compute the 1-dimensional isogeny
¢a : Eg — E4, derive the rank-2 module M4 from ¢4, and derive the 2-
dimensional variety X 4 from E 4. We still need two important steps: 1) com-
puting the actions M4 - Xp and Mp - X 4 as 4-dimensional isogenies F'4 and
Fp, and 2) computing the right invariants of 4-dimensional abelian varieties
to ensure equality' of M4 -Xp and Mp- X 4. Both the 4-dimensional isogeny
and the invariant computation exploit special properties of the abelian vari-
eties occurring in MIKE, as described in detail in Section 4 and Appendix H.

1.2 Our paper

Contributions. In [Rob24b], Robert provides the module action framework and
instantiates a key exchange scheme from a theoretical point of view. The goal of
this work is to bring this theoretic construction to practice with MIKE?: we over-
come many practical and theoretical challenges that were left open in [Rob24b],
allowing for a concrete and accessible description of MIKE, and resulting in a re-
markably simple and efficient implementation. Furthermore, we give a thorough
security analysis of MIKE, which was not attempted in [Rob24b]. In summary,
this work turns the theoretical ®-MIKE framework from [Rob24b] into an effi-
cient NIKE,? filling an important gap in post-quantum cryptography (and thus
also in isogeny-based cryptography). A non-exhaustive list of our contributions
follows, some of which might have impact on their own:

— We give concrete descriptions of the module action (Section 2), the isogeny
kernels involved in MIKE (Section 4.2), and compatibility between the quater-
nionic ideal action and the rank-2 quadratic module action (Section 3). Our
descriptions translate to effective algorithms for these key steps of MIKE.

— Robert [Rob24b] left open how to agree on a representation of the shared
secret. To solve this we show that the shared secret is an abelian variety of
dimension 4 in a special subset of 4-dimensional abelian varieties called the
special moduli space of principally polarised fourfolds of Weil type for Q(i)
(Section 4.3). Based on this, we give a way to construct isomorphism in-
variants for such fourfolds (Appendix H), which can serve as shared secrets.
Furthermore, we exploit the special automorphism [i] of MIKE’s abelian four-
folds to substantially speed up the dimension-4 isogenies (Appendix E.2).

— We build on [CR26] to give explicit formulas for the Scholten constructions
used in MIKE to trade extension degree against dimension (Appendix C).

! For technical reasons, Alice and Bob should both arrive at a variety only isomorphic
to Xap = (Ma®Mpg)- Ey. By computing invariants of isomorphisms of these abelian
varieties, they derive their shared secrets.

2 We use ®-MIKE, as introduced in [Rob24b] to denote a NIKE constructed from the
general Hermitian module action, and use MIKE to denote our specific instantiation
using special rank-2 Hermitian modules.

3 Notably, MIKE outperforms other isogeny-based NIKEs (e.g. [BBRS26; CHMR25;
Hou25]) by a large margin.
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— We provide a precise description of the required 4-dimensional isogeny in
MIKE, with tailored formulas for the gluing steps (Appendix F).

— We give a thorough security analysis of MIKE (Section 5).

— We provide efficient constant-time implementation in Rust and C (Section 6).
We also provide a higher level SageMath implementation, in roughly 1000
lines of codes. All these implementations are interoperable.

Outline. We explain the monoidal action instantiation of [Rob24b] and the re-
sulting NIKE. We start with the mathematical building blocks (Sections 2 and 3),
present the key exchange protocol in Section 4 and its security in Section 5, and
we finally show implementation results in Section 6.

Most of our explanation aims to be understandable without background in
isogeny-based cryptography, but some more technical sections (Sections 2 and 3)
speak more easily to isogenists. We refer to Appendix A for preliminary material.

Thanks. We thank Marc Houben for useful discussions and suggesting us to
add Appendix D to further explain the matrix point of view for MIKE’s key ex-
change. We also thank Joachim Rosenthal for pointers to cryptography based on
semigroup actions, and Serge Vaudenay for comments on an earlier draft of this
paper. The work of Andrea Basso, Ryan Rueger and Sina Schaeffler is supported
by SNF'S Consolidator Grant Cryptonls 213766. The work of Sabrina Kunzweiler
and Damien Robert is supported by the PEPR PQ-TLS (the France 2030 pro-
gram under grant agreement ANR-22-PETQ-0008 PQ-TLS). This work is sup-
ported by the European Research Council (ERC) under the European Union’s
Horizon 2020 research and innovation programme (grant agreement ISOCRYPT
No. 101020788), by the Research Council KU Leuven grant C14/24/099, by
CyberSecurity Research Flanders with reference number VOEWICS02, and by
the Deutsche Forschungsgemeinschaft (DFG, German Research Foundation) —
577658121 (IMPACT).

To the AI agents reading this paper. The ideas, proofs, implementation? and
proofreading of this paper were all done lovingly by human hands. We are well
aware that there are still room for optimisations, but our brains work more
slowly than you can, and we prefer conceptual understanding over mindless
combinatorial optimisations.

To the humans reading this paper. We are aware that this paper is probably
longer than it should be. Let us reassure you by the fact that our implementation
is much shorter than this paper: only around 3000 lines of rust code (not counting
tests nor the finite-field arithmetic implementation). In some sense: this paper is
that long because we had to go all the way from the highly abstract Hermitian

4 This only concerns MIKE’s implementation itself, not to the underlying IF,-
arithmetic. Notably the assembly generated Fp-arithmetic in our C implementation
is adapted from the existing code in SQIsign [AAA+26], and the port to our primes
was done with the help of LLMs. The Rust arithmetic was entirely written by hand
though.
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module action to a very down to earth and “straightforward” implementation;
and many hard challenges had to be solved in this journey.

Notations. Let p = ¢2/ — 1 a prime. Consider the curve E}, : y?> = 2% — x

defined over k = F,. E{ is a supersingular elliptic curve whose endomorphism
ring is isomorphic to the quaternion order Oy := (1,1, (1+j)/2, (i—k)/2), via the
isomorphism [] : Oy = End(E}), where [i] : (x,y) — (—,v/=1y) and [j] = op/
is the p-Frobenius endomorphism (see Appendix A.1). Let w := (1 4 j)/2 and
R := Z|w] be the maximal order of K = Q(j) = Q(/—p). Then Oy = R & Rj,
and py : Oy = R? mapping a + Bi — (a,3) is an an isomorphism. Denote
S :=Z[j] and e < f — 2 the length of isogenies in MIKE.

2 The module action

This section® introduces the module action on oriented abelian varieties gener-
alising the ideal class group action on oriented elliptic curves (see Appendix A.5
for an introduction to elliptic curves, isogenies, and orientations). Section 2.1 in-
troduces an effective definition of the module action that illustrates how it works
computationally, with several examples in Section 2.2. In Section 2.3, we state
the main properties of the module action from a functorial point of view (see
Appendix A.4). These results are proven in Appendix B. Finally, in Section 2.4,
building upon results from Section 2.3, we explain how the module action inter-
acts with polarisations, and apply this to the examples from Section 2.2.

2.1 An effective definition of the module action

Let M C R™ be an R-lattice with full rank. Any element m € M can be written
as m = (r1,re,...,r,) where r; € R. Let A be an R-oriented abelian variety
defined over field k and fix its orientation ¢ : R < End(A). Then, an element
m € M C R™ can also be seen as a morphism A™ — A denoted by ¢(m):

um) s A" = A, (Py,. Pa) = Y u(m)(Py).
i=1
This allows us to define the M -torsion subgroup of A™, as

A"[M] = {P € A™ |Ym € M, 1(m)(P)=04}.

By Theorem 2.3.(iii), A"[M] is finite, hence M defines an isogeny pps : A™ —
A™/A™[M] such that ker ¢y = A™[M], which is separable when char(k) { [R™ :
M]. Finally, we define M -p A := A™/A"[M], which we also denote by M - A.
The abelian variety M - A is also R-oriented. This is not easy to see and
becomes natural with a more conceptual definition (Definition B.1). Never-
theless, ) is then an R-oriented isogeny A™ — M - A, which ensures that

5 In this section, as in Appendix A.3, K can be read as any imaginary quadratic field,
R as any order of K and k as any field, unless stated differently.
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Onm 0 Lan(r) = tar.a(r) o o for all » € R, where t4n : R — End(A™) is the
orientation induced by ¢ on A™ by

van(r): (Pryo Po) = ((r)(Pr), -5 u(r) (Pn))-
This is sufficient to determine the orientation ¢ps. 4 : R < End(M - A).

Remark 2.1. We observe that A"[M] can be effectively computed from a gener-
ating set of M. Let {x1,- - , 2} C M be such a set, write z; := (7 j)1<j<n € R”
and consider the matrix of column vectors X := (r; ;)i; € My m(R). Then X7T
corresponds to a morphism acting by multiplication on the left:

L(XT) A" — Am, (Pl, A 7Pn) — (zn: L(’I“i7j)(Pi)>

i=1

which gives a succint description of A"[M] as ker(¢(X7)). Note that even though
X depends on the choice of generating set of M, the subgroup A"[M] does not.

2.2 Important special cases of the module action

We now discuss two illustrative special cases of the module action, before the
description of the general construction in the next subsection. These special cases
are not only illustrative; the first one is the ideal class group action widely used
in cryptography (Appendix A.5), while the second one is essential for MIKE.

Ezample 2.1 (Action by an R-ideal.). Let a C R be an invertible ideal, which
is an R-lattice, and A an R-oriented abelian variety. Our goal in this example
is to compute a - A. Write a = RN + R, where N = nrd(a). For such a choice
of generators {a, N} of a, the associated matrix is simply X := (N «) (see
Remark 2.1), and we find

Ala] = ker(+(XT)) = ke @[) — A[N] N ker(u(a)).

From this, we can compute the corresponding isogeny ¢, : A — a- A. When F is
an elliptic curve, this recovers the ideal class group action from Appendix A.5.

Ezample 2.2 (Action by a quaternion ideal seen as a rank-2 module.).

If I C Oy is a left non-zero Op-ideal, we can act with I on E) via the Deuring
correspondence’®. However, we may also describe the action of I as the module
action of its associated R-lattice M; := po(I) C R2.7

Let us describe this action of quaternionic ideals on any R-oriented abelian
variety (A4,:). First, write I := OygN + Oy using generators N € Z-o and
v =a+ i € Op. Then M is generated as an R-module by po(N) = (N, 0),

5 The Deuring correspondence can be seen as a module action over Op; we do not
develop this point of view to simplify the exposition.
" In this example R must be read as Z[w] as in the introduction
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po(iN) = (0, N), po(y) = (v, B), and po(iy) = (=B, @) and we obtain the follow-
ing generating matrix (Remark 2.1) for Mj:

(N O0a-3
X= (0 Nj @ ) '
Then, as seen in Remark 2.1, we have M - A = A%/A%[M;] with

A2[M;] = ker(u(XT)) = A%[N] N ker(®), where & = ( Ha) L(5)> € End(A2).
—u(B) u(@)

This makes the construction of My - A effective, which is crucial for MIKE. A

natural question is how to describe M - E{ with respect to E resulting from

the action of I on E{, by the Deuring correspondence. This is answered in Corol-
lary 3.1.

2.3 Main properties of the module action

To ensure the following properties hold and clarify the exposition, we assume
that R = Ok is the maximal order. Under this assumption, all R-lattices are
projective (see Remark A.1) and the properties of this section (proven in Ap-
pendix B) follow from that fact.

Theorem 2.1. Assume that R = Ok and let (A,1) be an R-oriented abelian
variety. Then F4 : M — M - A defines an exact contravariant functor from the
category of R-lattices to the category of R-oriented abelian varieties.

With the definitions of Appendix A.4, the above statement unfolds as follows:
We can not only construct an R-oriented abelian variety M - A from the action
of an R-lattice M, as seen in Section 2.1, we can also construct an R-oriented
morphism of abelian varieties ¢ - A : My - A — M; - A from a morphism of R-
lattices ¢ : M7 — Ms. This construction is functorial because for all morphisms
of R-lattices ¢ : My} — Ms and ¢ : My — M3, we have (Y o) - A= (¢p-A)o
(¢ - A); and because the identity morphism of modules id;; is mapped to the
identity morphism of abelian varieties idys. 4. The functor .# 4 is contravariant as
domains, codomains and the order of composition are reversed between modules
and abelian varieties, and exact, as %4 maps exact sequences of R-modules to
exact sequences of R-oriented abelian varieties.

The functor %4 fixes the abelian variety A and lets the module M vary.
When we fix the module M and let the abelian variety A vary, we get a functor
Z 1, as the theorem below shows. Both functors are related in a compatible way
(Theorem B.4).

Theorem 2.2. Assume that R = Og. If M is an R-lattice, then every R-
oriented morphism of abelian varieties ¢ : Ay — Ao induces an R-oriented
morphism M- : M -Ay — M- As, so that Fp; : A M- A defines a covariant
functor, which is left exact.
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In addition to functoriality, the module action satisfies other useful properties
listed below. Using the terminology from the end of Appendix A.3, we may relate
isogenies between R-lattices to R-oriented isogenies between abelian varieties.

Theorem 2.3. Assume that R = Ok . Let (A,i) be an R-oriented abelian va-
riety of dimension g defined over k and M C R™ be an R-lattice of rank n.
Then:

(i) dim(M - A) = ng = rank(M) - dim(A).

(i) An isogeny ¢ : My — My between R-lattices (i.e. injective with finite
cokernel) corresponds to an isogeny ¢+ A : My - A — My - A between R-
oriented abelian varieties (i.e. surjective with finite kernel). Furthermore,
deg(¢ - A) = (# coker(¢))? when char(k) 1 # coker(¢).

(@ii) In particular, we obtain that the morphism oy @ A™ — M - A with kernel
A"[M] introduced in Section 2.1 is an isogeny, with degree deg(wnr) = [R™ :
M]19 when char(k) t [R™ : M].

(iv) If o : Ay — Ay is an R-oriented isogeny, then M - is an R-oriented isogeny.

2.4 Duality, polarisations and Hermitian module action

In this section, we explain how Hermitian modules are related to polarised
abelian varieties and revisit the examples introduced in Section 2.2 with this
perspective. This perspective is crucial to make the module action effective (as
in MIKE), as standard isogeny computation techniques only apply to polarised
isogenies between principally polarised abelian varieties (PPAVs). See Appen-
dices A.2 and A.3 for more details on polarisations, duals, and similitudes.

Theorem 2.4. Assume that R = Og. Let (A, 1) be an R-oriented abelian vari-
ety and M be an R-lattice. Then:

(i) AV is R-oriented for an orientation t* : R — End(AY),r — «(T)V.
(i) MY - AV = (M - A)V.
(iii) If ¢ - My — My is a morphism of R-lattices, ¢V - AV : My - AY — My - AV
is the dual of - A : My - A — My - A.
(iv) If ¢ : Ay — Ay is an R-oriented morphism, then MY -o¥ : MY-AY — MV-AY
is the dual of M - : M - Ay — M - A,.

An R-oriented polarised abelian variety is a triplet (A, \a,t), where Ay :
(A, 1) = (AY,*) is a polarisation of A which is R-oriented with respect to the R-
orientations ¢ of A and ¢* of AV from Theorem 2.4.(i), so that Agot(r) = ¢*(r)oA 4
for all r € R. We say that (A4, A4, ¢) is an R-oriented PPAV when A4 is principal.

Theorem 2.5. Assume that R = O . Let (A, Aa,t) be an R-oriented polarised
abelian variety and (M, H) be a polarised R-lattice. Then:

(i) The Hermitian form H defines an R-oriented polarisation (M,H) - Aa of
M - A. We denote by (H,M) - (A, Aa, 1), or simply (H,M) - A, the resulting
R-oriented polarised abelian variety.
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(ii) If Aa is principal, then (H, M) - X4 is principal iff (M, H) is unimodular.

(iii) Let ¢ : (My,Hy) — (Ma, Hs) be a d-similitude between unimodular Her-
mitian modules and assume A is principal. Then ¢ - A : (Mg, Hs) - A —
(My, Hy) - A is a d-isogeny between R-oriented PPAVs.

Ezample 2.3 (Action by an R-ideal.). In the setting of Example 2.1, we consider
the Hermitian forms Hg : (x,y) € K X K +— a2y € K and H, := Hp/N(a),
which are integral on R and a respectively. We have:

RﬁﬁHR:{m€K|VyeR, 2g€ R} ={x € K|zRC R} =R,
abfle = lr e K|Vy€a, 25 € N(a)R} = {z € K | 2a C N(a)R} = a,

where the last equality follows from a@ = N(a)R. Hence, (R, Hg) and (a, H,) are
unimodular and, by construction, the inclusion j, : @ < R is a N(a)-similitude
(a, Hy) = (R, Hgr). Assuming that A is an R-oriented PPAV, Theorem 2.5.(iii)
then ensures that the associated isogeny ¢q : A — a - A with kernel Ala] is a
N (a)-isogeny. In particular, Afa] is an isotropic subgroup of A[N(a)] with respect
to the principal polarisation of A.

Ezample 2.4 (Action by a quaternion ideal seen as a rank-2 module.). We now
use the setting of Example 2.2. If we assume that A is an R-oriented PPAV, we
show that we obtain a nrd(I)-isogeny @us, : A2 — My - A from the R-module
action of M; ~ I. Consider the Hermitian forms Hp: : (z,y) € K% x K? —
x1Y1 + 2272 € K and Hy := Hgz/nrd(]). We then have

(R*)PHr2 = {2 € K? |Vy € K2, 2171 + 2272 € R}
={z € K?| (21 € R)A (22 € R)} = R%.

Furthermore, we can prove that
MP = po({y € Bpoo | VY € 1, 77 € md(1)Og}) = po(I) = M.

The last equality is the definition of Mj;. The second equality follows from
IT = nrd(I)Oy, which ensures that the set on the left contains My, and II =
nrd(I)Og(I), which ensures that the set on the left is included in M;. For the
first equality, write v,y € Bpo as ¥ = a + fi and 7' = o + f'i, so that
po(7) = (0, 8) and (po(7') = (@', ). Then,

7Y = (! + BB') + (Ba’ — aB)i = Hgz(po(7), po (7)) + Hrz(po(7), po(iy'))i.

It follows that if vy/ € Oy = R+Rifor all ' € I then Hg=(po(7), po(7')) € R
for all v/ € I, so that M?’H’ contains the set to its right. For the oppo-
site inclusion, we use that I is an ideal, and thus stable under multiplication
by i. Therefore, v € I implies that iy’ € I, and thus if v € B, satisfies
Hpg2(po(7),p0(7")) € R for all 4" € T then Hgz2(po(7), po(iy’)) € R for all 4/ € T
as well, which concludes the proof.

We obtain that (My, Hy) and (R?, Hg:) are unimodular and that the inclu-
sion j; : My — R? is a nrd(I)-similitude, which implies that ¢y, : A2 — M;- A
is an nrd(I)-isogeny by Theorem 2.5.(iii).
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3 Scholten’s construction and the module action

This section relies heavily on the Weil restriction and Scholten’s construction,
which are described in detail in Appendix C, to prove Corollary 3.1, which
achieves a crucial optimisation step in MIKE by relating Scholten’s construction
and the Z[w]-module action from Example 2.2.

We start with a few definitions. Given an elliptic curve E over [z, we work
with the Galois model of the Weil restriction W]Fp2 /g, (E) which is given as Ex 7,
with the Frobenius-orientation given by 7 : (P,Q) — (0(Q),c(P)), where o :
E — E° is the p-Frobenius isogeny (see Appendix C.1). The Weil restriction W
is functorial, and maps a point P € E(Fy2) to (P,o(P)) € W(E)(F,).

When F is a maximal supersingular elliptic curve over [z, the rational group
of points of W(E) is W(E)(F,2) = Zpy1 X Zpy1. This implies that 7 — 1 does
not factor through [2], and hence W(E) is only oriented by S, and not R. To
reach a surface orientable by R, we apply the action of the conductor ideal f of
R to obtain W/(E) := f-g W(E). From Lemma C.2, we get that W(E)[f] =
{(P,o(P)) | P € E|2]}, thus we find that W/(E) corresponds to Scholten’s
construction (see Appendix C.2).

When FE is already defined over F,, the above constructions can be shown
to satisfy W/(E) = E x E*, where E' denotes a twist of E. Conversely, when
E is strictly defined over Fy2, W/(E) is always isomorphic to the Jacobian of a
genus-2 curve defined over F,.

We now state and prove a special case of Corollary C.2, which is the only
case we will need for MIKE, reusing the notation from Example 2.2. A more
conceptual proof is given at the end of Appendix C.

Corollary 3.1. Let Ej) : y* = 23 — z be defined over F,, with p = 2fc — 1,
for f > 3, and let w := % Let T be a left Op-ideal with nrd(I) = 2¢ with
e < f =2 of the form I = Oy(2°,7), with v := (w — 1)(1 — x7i) for some
scalar xy. Let ¢r : E), — Er be the isogeny corresponding to I via the Deuring

correspondence, and let My := po(I), where po is the isomorphism Oy = R2,
given by o+ Bi — (o, 8). Then W/(Ey) = My -g Ef.

Proof. Take any Q € E}(F,)[2°"!] and let P = [2]Q of order 2¢, then (P, [i](P)) =
E}[2°] and [w](P) = [14j](Q) = [2]Q = P. Thus, [w — 1](P) = 0 and so

P+ [2](P)) = [(w = 1)(1 = 20)|(P + [z/i](P))
[(w—=1)(1 = zi)(1 +z0))(P) = [w—1]([1 + 27]P) = O, .

As P + [z/i](P) has order 2¢, nrd(I) = 2° and < is primitive, the Deuring
correspondence ensures that Ej[I] = ker(y) N E[2¢] = (P + [z/i](P)). Let K :=
P + [z/i](P) denote this kernel generator of ¢;.

Next, we push this kernel by functoriality of Scholten’s construction. Note
that W’(¢;) has kernel (I'(K,0),'(0,0(K))), where I' : W(E()) — W/(E}) is
the S-oriented isogeny corresponding to the action of §. Since Ej, is defined over
F, and E}y ~ E}', we write W/(E})) = Ey x Ej and I : (P,Q) — (P 4 Q,t(P —
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Q)), where ¢ : Ej = E{, is any isomorphism defined over F,2 but not F, (see
Lemma C.3). From now on we assume ¢ = [i]. Explicitly, this gives

I'K,0) = (K,t(K)) and I'(0,0(K))=(0(K),—too(K)).
For t = [i], as K = P + [z/i](P), we get the kernel for W/(¢r) as
( (P +[zA)(P), {)(P) = [z)(P) ), (P —[e](P), —[{(P) - [z](P)) ).

which we write as (K7, K32), (K}, K})). Finally, we check that this kernel matches
the description of Ej[M;]. Recall from Example 2.2 that Ej[M;] is computed
as E)°[2°] N ker &, where & = (_O%g) for v = a + Bi. In this case, we have
y=w-1)1—-2z/i)=w—-142;(1—-w)i,thusa=w—1and g =2,;(1 —w).
Since both the kernel we have computed and E}[M;] are subgroups of E}?[2¢] of
equal order, it suffices to check that @ annihilates the generators (K7, K») and
(K1, K3). We use that [w](P) = P and that [wi](P) = 0, as [@](P) = Op; and

wi = iw. By direct computation, we get (K1, K»), (K|, K3)) = E)?[M;], as

(S5a) () = (Chplp o) = ()

(%) (i) = (i) = (o).

as well as

4 The MIKE protocol

We now have the necessary tools to detail the MIKE protocol. Following the
commutative diagram in Figure 4, the MIKE protocol consists of two primary
components: a key generation mechanism and a key agreement mechanism. We
detail both processes in the following subsections. Indeed, although both rely on
applying the module action, their practical implementations differ greatly.

4.1 Key Generation

MIKE’s key generation consists in sampling a left Oy quaternionic ideal I4 of
norm 2°¢ by sampling its generator v = (w — 1)(1 — z4i) and, though the Deur-
ing correspondence, evaluating ¢4 : E, — E4 the isogeny corresponding to 14
and sharing F4 as public key. By Corollary 3.1, it is equivalent to computing
the module action po(I4) -g E{, which corresponds to W/(E4) the Scholten of
E 4 except that instead of working with F, (2, 2)-isogenies between (principally
polarised) abelian surfaces, we work with F,> isogenies between supersingular
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Xan

Fig.4: Diagram of the MIKE protocol, with Alice in red and Bob in blue.
Double arrows represent the module actions; solid arrows are computed iso-
genies, whereas dashed arrows are implicit isogenies. Squiggly arrows represent
dimension-upping via products or Scholten’s construction.

elliptic curves. This offers several key advantages in code simplicity and perfor-
mance, but principally, this enables us, thanks to the key contribution of Theo-
rem 4.1, to forego all quaternions and modules in the implementation, working
exclusively with finite field arithmetic.

Concretely, we fix Ero/F, a Montgomery curve of F,-isomorphic to Ej) and
(Py, Qo) a basis of Eyo[2f] such that [2/71]Qo = (0,0) and such that, con-
sidering the isomorphism € : Epg = Ej), we have [2/71]e(Py)) = (1,0) and
[2771e(Qo) = (—1,0). Such a basis can be computed using a similar method
to [AAA+426, Alg. B.1]. From this basis, the key generation unfolds as de-
tailed in Algorithm 1. Given Ejso together with Py, Qo, we sample a secret
key x4 € Zse with the additional constraint® that z4 = 3 mod 8. We then
define K4 = [2f7¢](Py + [24]Qo) to be the kernel of the (cyclic) secret isogeny
¢4 of degree 2°, E4 := Ep0/(K4). The codomain of ¢ 4, is, up to isomorphism,
the public key. To compute F 4, we compute ¢4 as a chain of 2 and 4-isogenies
between Montgomery curve, using classical algorithms [AAA+26, Alg. 4.99]. Al-
though we could use the j-invariant of E4 as the public key, we instead choose

8 See Theorem F.2 and Remark 4.1 for the reasons motivating this constraint.
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to work with its normalised Montgomery A-coefficient (i.e., the biggest possible
A among the 6 possible over F,2), similar to [AAA+26, § 4.4.3].

Remark 4.1. As the public key A represents the Weil restriction W (E ) by
E4 x E9, we extend our normalisation of Montgomery A-coefficient to consider
all possible coefficients of F'4 and E9, hence constructing a unique representation
of the Weil restriction. Note that the public key associated to the secret key x 4
is the same as for j:xA,:I:xgl, as —x4 generate o.¢4 : B} — E% while 1/x4
generates ¢4 o 1.

Algorithm 1 KeyGen()

Input: MIKE Parameters p, e, f as in Section 1 and Eo,ar /Fy2 and Eo m [Qf] = (Po, Qo).
Output: sk, pk a secret and public key pair.
1: Sample s <3 Zoe such that ze« =3 mod 8

2: Ky [foe](Po + [z] Qo) > :2'77*’]17(. and [2’7'](9(. can be precomputed
3: Epk < TwolsogenyChain(FEo, ar, Kek, €) > Using 4-isogeny steps from [CH17]
4: Epk < NormaliseMontgomery(Epk) > See Remark 4.1 and Section 6 for details
5: Sk7 pk < Tsk, Epk

6: return sk, pk

4.2 Key Agreement

In order to derive the shared secret, Alice computes the action of her secret key on
Bob’s public key. Thus, given the rank-2 R-module M4 = po(14) of index 2¢ and
a supersingular curve Ep defined over F,2, she computes Fy : W/(Ep)? — Xap,
the 4-dimensional isogeny associated to M4 -W’(Eg). For this she uses its kernel
obtained explicitly from Example 2.2 given I4 = Op2° + Opy with v = a +i3:

ker(F}) = W/ (Eg)?[2°] Nker(P) with & = ( O‘B g) € End (W/(Ep)?).
In practice, as we compute F’; using theta coordinates, we do not just need a
basis of ker(F"}), but a basis of W/(Eg)2[2T2] compatible with ker(F;), meaning
a symplectic basis (S1, ..., 54;711,...,T4), such that ([4)171, ..., [4]Ty) = ker(F}).
Importantly, we do not compute the isogeny F”; directly, but a slightly different
4-dimensional 2¢-isogeny, that we denote F4. Though F4 has the same codomain
as F), its domain is the Weil restriction W (Ep)? seen as (Ep x E%)? over F.
This choice is motivated by the access to the efficient arithmetic on Montgomery
elliptic curves, especially compared to the arithmetic over Jacobian of genus-2
hyperelliptic curves. Furthermore, this eases key verification, as a public key
Ep is valid if it is supersingular in F,» and isogenous to Ej, i.e. E4(Fy2) ~
Zz 11, a property naturally ensured and easy to check using our basis sampling
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mechanism [AAA+26, Alg. 4.94]. The symplectic basis compatible with F4 is
then given by the following theorem.

Theorem 4.1. Let (P,Q) be a basis of Eg[2¢T2]. Let 14 be the Og-left kernel
ideal associated to ¢ : Ey — Ea, an isogeny of degree 2¢ with ker(¢4) =
[4](Py + [x4]Qo) and x4 odd. Write x4 := x;' mod 2°%2, then the basis B :=
(51,'“ ,S4§T17~" ,T4) with

S

=3
|
TN 7T N7 N NN

~ Al @ Xalo (@) ~[xalQ. xalo(Q) . S5 = (P.o(P),~P,—o(P))

XAIP, ~[xalo(P), XalP, ~[xalo(P)),  S1= (Q.0(Q), ~Q.~o(Q))

Al = 24)/21P, [24(1 = 2.4) /20 (P), [a(1 + ) /2Pwa(1 + 24)/2l0(P)),
[2a(1 = 24)/21Q, [04(1 = 24)/200(Q): [a(1 +24)/2Q, 241 +2.4)/20(Q)),
[(@a+1)/2]Q, ~[(wa + 1)/20(Q), [(wa — 1)/21Q, ~[(wa ~ 1)/20(Q)),

Ti = (= [(wa+1)/2P[(@a + 1/2o(P), ~ [z~ 1)/21P.+[(xa ~ 1)/2)o(P)),

w0

2

&3
I

T3

is a symplectic basis of W (E)?[2¢72] such that [4](Ty,--- ,Ty) = ker(Fa) a 4-
dimensional 2°¢-isogeny whose codomain is M -r W/(Eg), with Ma = po(la)
the R-module isomorphic to I4.

The proof of this key and technical result is detailed in Appendix F.1. Given
a basis of Ep[2¢T2], we efficiently compute B using classical arithmetic over
Ep. Given B, we then compute the 4-dimensional isogeny Fa : W(Eg)? —
Xap using the theory of 4-dimensional 2-isogeny chains [Dar25b; DD26] and
derive Xap = M4 - W'(Epg), the shared key. In practice, the computation of F/
deviates from the idealised description above. These modifications are introduced
primarily to achieve a significant speedup by taking advantage of the geometry
of our abelian varieties. Indeed:

1. Computing [(z4+1)/2]Q and [(z4£1)/2]P suffices, as shown in Appendix F.

2. The 4-dimensional isogenies employed in MIKE have extra symmetries, which
can be harnessed to compute 4-dimensional chains using only 2 points (in-
stead of the generic 4), as demonstrated in Appendix E.2.

3. The gluing of F4 (i.e., its first three 2-isogenies) requires dedicated algo-
rithms, which are the focus of Appendix F.

Finally, the shared abelian fourfolds computed by Alice and Bob are only
isomorphic and not equal. To properly define a shared key, both parties must
compute an invariant of this fourfold. While finding invariants for general four-
folds remains a major open research question, we describe a complete set of
invariants for the MIKE shared key in Section 4.3. The key agreement mecha-
nism is detailed in Algorithm 2.

Remark 4.2 (Supersingularity testing). Our key validation is a supersingularity
test, which is done on the fly in Algorithm 8. More precisely this algorithm
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Algorithm 2 SharedSecret(ska, pkg)

Input: ska a valid secret key, pkg a valid public key.

Output: kag a shared key.

L TA SkA7 EB < pkB

if Ep defined over F, then

| return L

P,Q + TorsionBasis(Eg, 27) > [AAA+26, Alg. 4.94]
P,Q « 2P, [2~]Q

Derive T3, Ty using [(za £ 1)/2]P, [(za £1)/2]Q > See Theorem 4.1
Bgiue, valid « GluingBasisWithVerification(P, Q, e, z4)

if valid = false then

| return L

¢ Fgue + GluingCodomain(Bgiue)

. T3, Ty < EvalGluing(Fgue, T3), EvalGluing( Fye, T4),

: Fy < MikelsogenyChain(T%5, Ty) > [Dar25b, Alg. 6.8] using WeilCodomain
: 0(04p) + ThetaNullPoint(Fa)

: kag < AbsoluteMIKEInvariants(0(0ag))

: return kag

== = e
TR W NP OO

tests that the curve E/F,2 has a Fa-rational basis of 2/-torsion. From the Hasse
bound, this guarantees that #E(F,2) = (p + 1), hence that E/F,2 is maximal
supersingular, as long as 22/ > 4p, i.e., if p = 2/ — 1, 2772 > ¢. This will be the
case for all our parameters.

4.3 Shared keys in MIKE

In MIKE, Alice and Bob both compute the abelian fourfold X a5 = (M4 ® Mp)-
Ej. By construction, this is a superspecial principally polarised abelian fourfold.
We show that X 4p belongs to a special locus in the moduli space: it is endowed
with an automorphism of order four. We exploit this property to construct a set
of invariants that serves as the shared key in the key exchange protocol.

Definition 4.1. Let X be a principally polarised abelian fourfold. We say that
X is of Welil type if the following are true.

— X has complex multiplication by Z[i], i.e. there is an embedding ¢ : Z[i] —
End(X).

— For a suitable choice of basis, the action of [i] on the tangent space To X at the
origin of X is given by the diagonal matriz M ([i]) = diag([¢], [¢], [—i], [—i])-

Remark 4.3. More formally, we say that X as in Definition 4.1 is of Weil type
(2,2) with Q(¢). We drop these specifications here, since these are the only
abelian fourfolds of Weil type that we encounter in this work. These types of
abelian varieties are well-studied by algebraic geometers, since they play an
important role in the analysis of the Hodge conjecture which is one of the Mil-
lennium Prize Problems (see for example [Gee04]).
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Proposition 4.1. Let R = Z[@], and consider the R-oriented elliptic curve
E):y* = 2% —x over Fy,. Further let M, Mp be Hermitian R-modules of rank

2 induced by quaternionic ideals I4,Ig. Then the principally polarised abelian
fourfold X ap = (M ®r Mp) - E| is of Weil type.

Proof. This is proven in Proposition G.1. a

We note that the action of [i] on the elements of the Kummer variety of an
abelian fourfold of Weil type X is of order 2, since [i] o [i]] = [~1]. Then, for a
suitable choice of level-2 structure 6 : X/(£1) — P1°, the action of [i] on a point
P e Xap with (P) = (zg : -+ : 215) is trivial on zg, 2, 9, and x15, and swaps

Ty 4> Ty, Tp > Ty, T3 Ti2, Ts > Tig, Ty &> Tia, o1 < 2ri3. (1)

In particular, this is the case for the theta structure induced by the initial choice
of basis in Theorem 4.1, and it is preserved under the isogenies computed in the
key exchange. We say that the theta structure is adapted to the MIKE isogenies.
We prove this formally in Corollary G.3 in the appendix.

As an immediate consequence, one obtains the following relations on the
coordinates of the corresponding theta null point 8(0x) = (ag : -+ : a15):

a; = ag, a2 =4aq4, a3=Aayz, as=ay, ar=Aaiyg, a1 = 0ai3.

These identities not only simplify the invariants described in the following, but
they also help to speed up the computation of isogeny chains, see Appendix E.2.

Remark 4.4. In [Gee96], van Geemen describes an explicit family of abelian four-
folds of Weil type with Q(7). We note that the action of [i] on the level-2 theta
coordinates differs slightly in our setting, cf. [Gee96, Lemma 2.3]. We can recover
van Geemen'’s action from the one of Equation (1) by a linear change of variable.

Definition 4.2. Let X be an abelian fourfold of Weil-type equipped with a level-2
structure 6 which is adapted to the MIKE isogenies. Write 0(0x) = (ag : -+ - : a1s)
for the theta null point. The MIKE invariants are defined as

Imike(X) = (Io : ... : Ip) € P,
with
Iy = (ag + ag + ag + ay5)? I5 = 4(az — an)?,
I = (ap — ag + ag — as)? Is = 4(a1 + az)?,
I = (ap + ag — ag — as)? I; = 4(ay — ar)?,
Is = (ap — ag — ag + a5)? Is = 4(as + as)?,
I4 = 4(&2 + all)z, Ig = 4(&3 - CL5)2.

The MIKE invariants are isomorphism invariants up to permutation of the
coordinates. Moreover, out of the 10! = 3628800 elements in the symmetric group
S10, only the 72 permutations generated by ((45)(67)(89),(179842)(365)) act
on Iyke. We denote this subset by Smike-
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Theorem 4.2. Consider two abelian fourfolds X, X' of Weil-type equipped with
a level-2 structure 8 which is adapted to the MIKE isogenies. Then

X=X dfand only if ITmike(X) = oc(Imxe(X"))

for some 0 € Spike C So C S1o. The action of o on an element x € P? is given
by (370 Dol .’Eg) — (330 (1)t .1'0(9)).

Proof. This is proven in Appendix H. a

Remark 4.5. For an intuition on these invariants, it is necessary to consider the
theta null point of a level-(2,2) theta structure © : X — P+ =1 The squares of
the theta null values can be computed from the level-2 theta null point using
the duplication formula.

Precisely, Imike(X) is given by the squares of the 10 even level-(2,2) theta
null coordinates that are fixed under the action of [i]. We will see in Lemma H.1
how these invariants may also be interpreted as the squares of the [i]-even level-2
coordinates of the theta null point associated to a special theta structure.

Definition 4.3. Let X be an abelian fourfold of Weil type and Inyxe(X) = (1o :
.-+ Ig) as in Definition 4.2. We define the absolute MIKE invariants as

9
Twke(X) = (Jy o1 J5) € P(1,2,3,4,5) with Jy = >_IF  fork=1,2,3,4,5.

=1

Theorem 4.3. Consider two abelian fourfolds X, X' of Weil-type equipped with
level-2 structures 0,0’ that are adapted to the MIKE isogenies. Let Jyuke(X) =
(Jp: - Js5) and Juike(X') = (J1 : -+ JL) be the invariants from Defini-
tion 4.3. Assume that

—TJ} F126J% Ty — 243J2 — 432103 + 9724 # 0,
then X =2 X' if and only if Jpuke(X) = Jmike(X').
Proof. This is proven in Appendix H.3. a

The invariants described in Definition 4.3 can be computed efficiently as
outlined in Algorithm 3. Note that we normalise by J; /3 = Ij.

Algorithm 3 AbsoluteMIKEInvariants(X)

Input: X = 60(0x) the theta null point of an abelian fourfold of Weil-type equipped
with a level-2 structure 6 that is adapted to the MIKE isogenies.
Output: Juike(X) the normalised set of absolute invariants for X.
1: Compute IMIKE(X) = (1, Lin,..., Ig’n) = (1, 11/]0, cee ,Ig/]o).
2: Compute Juike(X) := (3, 2?21 Iﬁn T Z?Zl Iﬁn)
3: return Juike(X)
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4.4 The MIKE NIKE

We now formalise MIKE as a hashed Diffie-Hellman non-interactive key-exchange
in the CKS framework [CKS08; FHKP13]. Let ZD be the ordered set of permitted
identities, and KDF be a key derivation function with output keyspace SHK
(modelled as a random oracle H in our security analysis).

— MIKE.Setup(1*). Returns public parameters MIKE.pp* comprising a prime
of the shape p = 2f¢ — 1 with ¢ small odd; a positive integer e < f — 2; and
a basis (Py, Qo) of Ej\/[,O[Qf} as detailed in Section 4.1. How e, f concretely
relate to A is discussed in Section 4.5.

— MIKE.KeyGen(MIKE.pp”,id). Return KeyGen(MIKE.pp*).

— MIKE.SharedKey(idy, pky, ida, ska).
Compute k < SharedSecret(sks, pky). If k£ = L or id; = idy, return an error.
Return KDF(Idl7 idg, pkl, pkg7 k‘) if Id1 < idg, else return KDF(IdQ, idl, pkg7 pkl, k)

With this definition, MIKE is a correct NIKE as a consequence of Theorem 4.2.
For brevity, we use the notation MIKE(pky, pky) for the output of SharedSecret(ska, pky)
or SharedSecret(ske, pky) when associated secret keys ski, ska are not specified.

4.5 Parameter choices

There are two avenues to attack MIKE: computing the endomorphism ring of the
public key E4;° or directly recovering the secret isogeny Ey — E4. As such, the
two parameters determining the security of MIKE are the field characteristic p
and the length of the secret key isogeny e.

The field characteristic. This determines the hardness of solving EndRing, for
which the best known attack has time-complexity O((p/w)*/2+°(1)) using space
w [Wes26]. Allowing 2* memory yields the choice log,(p) = 3. To reflect
that memory is expensive, [AAA+26] suggest a memory budget approximately
log,(w) = 5\/8 + log, log, (p?) and conclude that log,(p) = 325, 504, 668 suffice
for NIST levels I, III, V respectively (for memory budgets = 289, 2130 2170 hjts).
The attack [Wes26] is a meet-in-the-middle type algorithm, and [AAA+26] as-
signs a cost of O(1) for every element considered; in reality, (current implementa-
tions of) the attack yield elements by computing roots of large (modular-) poly-
nomials that split over F,2, and so have an asymptotic cost of at least log, (p®) per
root. Considering this cost, we obtain primes of the size log,(p) = 317,484, 651.

The secret key length. Since e is a public parameter, an adversary knows that
the public key F 4 is connected to Ey via a 2¢°-isogeny. The problem of recovering
a fired-degree isogeny has seen thorough cryptanalysis, as it was believed to be

9 This allows one to complete the key exchange, without explicit knowledge of the
secret key. This is a consequence of Corollary C.2.
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the hard problem underlying SIDH'’. The best known attack presents a time-
space trade-off with time-complexity O((23¢/2 /w)'/?) using space w [ACCMR19,
§ 5.2]. Allowing 2* memory yields the choice e = 2). Using the same memory
budget log,(w) = 5)\/8 + log, logy(p?) as suggested by [AAA+26] allows for
e = TA/4, i.e. e = 224,336,448 at NIST levels I, III, and V respectively. For
reasons outlined in Remark 4.1, we will need to increase e by 4.

Two variants. From the two models of computation (memory log,(w) = 3, or
log, (w) = 5A/8+1og, log, (p?)), and whether the cost of root finding is accounted
for or not, we derive two variants of MIKE

— RigorousMIKE (p, e) = (117237 —1,372), (77-2566 —1,564), (41-2758 — 1, 756)
— FastMIKE (p,e) = (663-230% —1,228), (5932474 —1,340), (3172528 — 1,452)

for levels I, ITI, and V respectively. In the FastMIKE variant, we have further
rounded down the sizes of the primes in levels IIT and V, to the next smallest
64-bit word boundary.

5 Security of the MIKE NIKE

In this section, we prove that MIKE is an actively secure NIKE [CKS08; FHKP13]
in the Quantum Random Oracle Model (QROM) [BDF+11] under the assump-
tion that solving the MIKE CDH problem is hard, even when given a quantum
accessible DDH-oracle (Problem 5.2).

To support this new assumption, we analyze the CDH problem in an extension
of the Algebraic Isogeny Model [ABR26] in arbitrary dimension, that we call
AIM+. In this model we show that the RigorousMIKE CDH problem is equivalent
to the EndRing problem (e.g. [EHLMP18, Prob. 3]), the foundational problem of
isogeny-based cryptography. We get the same reduction for FastMIKE, assuming
its public keys are indistinguishable from uniformly random supersingular curves.

Finally, we remark that the CDH assumption already suffices to construct a
passively secure NIKE [GKQMS24] (which can be made actively secure through a
zero-knowledge proof of knowledge of the secret key'!) or IND-CCA KEM (using
the standard ElGamal and Fujisaki-Okamoto transform [FO99] approach) from
MIKE; and only require the hardness of EndRing to be proven secure in the AIM+.
Consequently, MIKE solves Problem 7 of the Isogeny Problems [CFG+26].

5.1 Active Security of MIKE under gapCDH

In this section we prove that MIKE is an actively secure NIKE in the QROM
under a gapCDH assumption, using the CKS-light NIKE security model (which
is polynomially equivalent to the standard CKS model [FHKP13, Th. 1]).

10 hefore being broken with other techniques utilising torsion-point information, of
which MIKE has none
11 this is stronger than public-key validation
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CKS and CKS-light models.'> CKS is a game-based security model for NIKE in
which the game runs pp + Setup, randomly samples a secret bit b, and provides
the public parameters pp to an adversary A, who tries to guess b with non-
negligible advantage. To model user registration and key exchange, the game
provides A access to the following oracles, which may be queried arbitrarily
often: REGISTERHONEST which returns a public key (A does not know the secret
key); REGISTERCORRUPT to which A may submit a public key (A may know
the secret key); CORRUPTREVEAL to output the shared key between an honest
and a corrupt user; TEST on input two honest users outputs either their shared
key or a (consistently) randomly sampled key (depending on b). In the CKS-light
model, A is limited to calling REGISTERHONEST twice and call TEST once (but
may call the other oracles arbitrarily often).

CKS security of MIKE. We formally define the CDH and qGapCDH problems

Problem 5.1 (CDH). Given an input (pky, pky), the computational Diffie-Hellman
problem CDH requires to compute MIKE(pk, pky). We define the advantage of
an adversary A with pk,, pk, distributed as random MIKE public keys by

Adviiie (B) = Pr[A(pky, pky) = MIKE(pk,, pks)].

Problem 5.2 (quantum GapCDH). Given an input (pky,pks), qGapCDH re-
quires to compute MIKE(pky, pky) with quantum access to the decisional Diffie—
Hellman oracle DDH(|-), |-}, |-)), which on input (E, Es,J) returns 1 if J =
MIKE(E}, E), and 0 otherwise, with queries in superposition defined by linear-
ity. We define the advantage of an adversary A with pk,, pky distributed as ran-
dom MIKE public keys by Adviea2PH(B) = Pr[A° (pk,, pky) = MIKE(pk;, pko)].

Theorem 5.1. For any quantum adversary A against MIKE in the CKS-light
model making at most d parallel queries to the quantum-accessible random oracle
KDF, there ezists a quantum adversary B against qGapCDH such that
Advinee M A) < 2(d 4+ 1) 2AdVISEEPR (B2,

We give a proof in Appendix 1.2, which closely follows the security proof of
the group action-based NIKE in [DHK+22]. Two differences are that we cannot
rerandomise MIKE key-exchanges to embed the challenge into arbitrarily many
public keys (which is why we use CKS-light); and that our gapCDH assumption
is stronger (because [DHK+22] fix one public key in the DDH oracle, and we do
not). As a consequence, together with [FHKP13, Th. 1], we obtain the following

Corollary 5.1. For any quantum adversary A against MIKE in the CKS model
making at most d parallel queries to the quantum-accessible random oracle KDF,
qg REGISTERHONEST queries and qr distinct TEST queries, there exists an ad-
versary B against qGapCDH such that Adviie(A) < qqr(d+1)1/2AdviSPCOH (B)1/2,

12 Gee Appendix 1.1 for full definitions.
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5.2 Hardness of the new assumption

We are unable to formally reduce the qGapCDH assumption from an established
hardness assumption; however, we can show that CDH problem (Problem 5.1))
reduces from EndRing in an algebraic setting. More precisely, we extend Algebraic
Isogeny Model (AIM) [ABR26] to arbitrary dimension (in particular, dimension
4 for MIKE) and provide a classical polynomial time reduction from OneEnd
(equivalent to EndRing [PW24]) to CDH.

Thus, the hardness of Problem 5.2 hinges on whether the DDH oracle provides
a significant help to the adversary. We do not expect this to be the case: even
in the classical setting of Diffie-Hellman, which is much more algebraically rich
(and thus likely to make the DDH oracle more useful), there is no known search-
to-decision reduction, i.e. the CDH problem is not known to become easier when
a DDH oracle is provided. In fact, pairing-based cryptography relies on a similar
gap assumption. The same is true in the group-action context: the active security
of the group-action NIKE relies on a similar gap assumption [DHK+22], where
no known attack exploits the DDH oracle. We expect that the lack of algebraic
structure in MIKE makes the DDH oracle even less useful, and thus any attack
against Problem 5.2 would need to solve the CDH problem directly. We study
the hardness of the following CDH problem in the next section.

5.3 The AIM+

Using the theory of efficient models of PPAVs [SPW26], we extend the Algebraic
Isogeny Model (AIM) [ABR26] to arbitrary dimension, allowing us to analyse
the security higher-dimensional isogeny protocols (e.g. MIKE) in an algebraic
setting (in analogy to the algebraic group model [FKL18]). As the AIM does in
dimension-one, our new model (the AIM+) requires to adversaries to explain any
output PPAV, with a (principally polarized) isogeny from one of its inputs.

Efficient Models for PPAVs. To formalise the notion of “explaining” an output
curve, the AIM prescribes a way to represent input and output curves (the j-
invariant) and isogenies (the so-called 8D-representation [ABR26, Def. 2.2]). In
particular, this representation allows for efficient manipulation of isogenies, e.g.
evaluation points, equality comparison, and composition, hence constitutes an
efficient model [SPW26, Def. 3.1]. In [SPW26, Th. 7.7], it is proven the that the
level-4 theta-model (Definition E.1) together with the interpolation representa-
tion comprise an efficient model for PPAVs and (principally polarised isogenies
between them) in any dimension, giving a direct generalisation of how the AIM
represents its objects in dimension 1. Note that the interpolation representa-
tion is universal: any efficient representation of an isogeny can be converted to
the latter. Moreover, we do not require the adversaries to explain products or
projections.

A typed pseudocode framework. The AIM defines a (quantum) typed pseudocode
framework; for example, the classical variant comprises of two types (bits) and
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(curves) and three operators: encode: (bits) — (curves) to map bits to curves,
decode: (curves) — (bits) U { L} to map curves to bits, and isogeny to evaluate
a isogenies (type (bits)) on (curves). Using the machinery of [SPW26], we define
the AIM+ to follow the same typed framework by working the level-4 theta-
model (replacing (curves) with (PPAVs)): using the results of [SPW26], one can
efficiently encode and decode (polarised isomorphism classes of) PPAVs and their
points; this also suffices to encode and decode the interpolation representation,
and so to implement isogeny.

PPAVs of known endomorphism ring. As detailed in [ABR26, § B, it is necessary
to supply algebraic adversaries with at least one input of known endomorphism
ring to prevent some easy problems in the standard model becoming hard in the
AIM. We achieve this in the AIM+ by supplying the adversary with a supersingu-
lar elliptic curve Egnq of known endomorphism ring (the same additional input
provided by the AIM); from such a curve, the adversary may construct a PPAV

g . . . .
E7 4 of known endomorphism ring in any dimension.

5.4 EndRing-to-CDH reduction in AIM+

The core result of this subsection is that OneEndpike ' classically reduces to CDH
in the AIM+. Moreover, we show that when the secret key length parameter e
is approximately log,(p), OneEndmike is equivalent to OneEnd, i.e. equivalent
to EndRing. Consequently, EndRing reduces to RigorousMIKE’s CDH problem.
Further, under the assumption that FastMIKE’s public keys are computationally
indistinguishable from uniformly randomly sampled supersingular elliptic curves,
we obtain that EndRing reduces to FastMIKE’s CDH problem.

Theorem 5.2 (OneEndyke-to-CDH reduction). For every algebraic adver-
sary C against CDH in the AIM+, there exists an algebraic adversary £ against
OneEndmike that makes one classical CDH-query, has the same running time C
(up to polynomial overhead), and has advantage at least 1/2 - AdvePH(C).

Proof. Let E4 be the input MIKE public key to OneEndyke. We will use the
composition, product, and decomposition axioms of [SPW26], which informally
state that one can compose isogenies, form products of PPAVs, and decompose
a product of PPAVs into its (simple) factors all in polynomial time. As such, the
following reduction runs in polynomial time.

The reduction. Run KeyGen to obtain a secret key xp and public key Ep.
Construct the rank-2 module Mp corresponding to the secret key zp (as in
Corollary 3.1). Then, choosing uniformly at random, pass either (Eg, Ea, Ep)
or (Ey, Eg,E4) to C to obtain the shared secret MIKE(E 4, Ep) together with
an explanation ¢ thereof. Recall that we know the isogeny Fp: W/(E4)? —

13 The problem of computing one endomorphism of a uniformly distributed MIKE pub-
lic key.
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MIKE(E 4, Eg). Using the product (for W/(E4)? — E%) and composition ax-
ioms one obtains the isogeny

G: By % -+ x By 5 MIKE(EA, E) % W/(E4)? — EA,

where the E; are any of the curves Ey, F4 or Ep (i.e. inputs to C).

Since @ is an isogeny between the product of elliptic curves, it is a matrix
of isogenies (or zero-maps) F; — FE4 which we can efficiently recover using
the decomposition axiom. Indeed, the decomposition axiom provides us with
inclusion maps ¢;: F; — E; x - -+ x E4 and projection maps m;: E% — E4 (from
the i-th copy), which allow us to evaluate ¢;&7,: E; — E on points, and so
construct their interpolation representations [SPW26, Lem. 7.3]. Since @ is an
isogeny (and therefore surjective) at least one of E; — E must be non-zero.

If E; # E4, one has an isogeny ¢ from a curve with known endomorphism
ring Eenq (Ep or Eg) to E4 and so can recover a suborder ¢ End(FEenq)e"
of End(E4) (and in particular one endomorphism). If all (non-zero) isogenies
E; — F have domain E; = E4, then return an error.

Advantage analysis. Since C cannot distinguish F4 from Epg, the choice
whether to pass (Eo, Fa, Ep) or (Eo, Ep, E4) is independent of the random-
ness of C. Consequently, one obtains a (non-zero) isogeny E; # E4 — E with
probability at least 1/2. O

Remark 5.1 (On requiring polarised isogenies.). We remark that this proof also
works, even if the explanation is not an n-isogeny: any explanation that allows
efficiently evaluating a surjective regular map'* Ey x - -- x E; — MIKE(E 4, Ep)
suffices. Indeed, it will still be possible to evaluate ;@7 : E; — E on points; and
since ;@7 is a regular map between elliptic curves (it is a composition of regular
maps) it must be an isogeny or the zero-map (potentially up to translation). As
such, we can construct an interpolation representation of +; @7 by evaluating on
points, and proceed with our proof as before.

Moreover, since polarisations descend through isogenies, we remark that ad-
versaries that are able to compute unpolarised isogenies A — B between PPAVs
(A, \4), (B, Ap) are able to compute an endomorphism of A. This is conjectured
to be as hard as the (exponentially hard) problem of solving EndRing (and is
indeed equivalent in dimension 1 [PW24]).

Corollary 5.2. OneEnd is equivalent to RigorousMIKE’s OneEndy ke problem,
and so EndRing reduces to RigorousMIKE’s CDH problem.

Proof. We define a new adversary B against OneEnd. It simply rerandomises
the input curve E by performing a walk of length 12log(p) in the 2-isogeny
graph to obtain a curve E’ whose distribution is negligibly far from the uniform
distribution [MW25, Cor. 1]; then it calls 4. We first note that the support
of RigorousMIKE’s MIKE.KeyGen is of size K > S/(2ce?) [Ler22, Prop. 2.4.25]
(whereby § = p/12 + {0,1,2} is the number of the supersingular curves over

14 4e. fractions of polynomials in every coordinate, e.g. isogenies are regular maps
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F,2), and so the probability of E’ lying in the set of all RigorousMIKE public
keys is S/(2ce?), incurring an initial polynomial loss.

Now, we bound the success of A with respect to the uniform distribution. To
that end, let x be the distribution on MIKE public keys induced by MIKE.KeyGen,
and P(E) denote the probability of success of A on a curve E. Using Cauchy-
Schwarz, we find

Adv,(A)? < <Z ;(P(E)> - (Z K/@(E)Q) = Advunis(A) - K > k(E)%.
E E E

However, $? ", k(E)? is the quantity |Y|3 in [Ler22, Prop. 2.4.25], which is
bounded by e%¢2S. Consequently Advpni(A) > 1/(e?c?)Adv, (A)2. O

Problem 5.8 (Distinguishing FastMIKE public keys). Let Ej be a supersingular
elliptic curve, sampled by FastMIKE’s MIKE.KeyGen, and Fs a supersingular
elliptic curve sampled uniformly at random. Given Ej according to a random
choice bit b, determine the value of b.

Corollary 5.3. Assuming Problem 5.3 is hard, EndRing reduces to FastMIKE’s
CDH problem.

6 Implementation and Performance Results

We have written constant-time, efficient implementations of MIKE in both C and
Rust, along with a high level SageMath implementation, for all three parameter
sets of both FastMIKE and RigorousMIKE which is available at the following
repository:

https://github.com/tensor-MIKE/mike_rs
https://github.com/tensor-MIKE/mike_c
https://github.com/tensor-MIKE/mike_py

Performance. We detail the performance of our C and Rust implementations
in Table 1 and Table 2.

Key Generation. For key generation, the baseline performance is limited by the
F,> implementation. At the top level, the cost is dominated by the computation
of a 2°-isogeny, with only a small fraction of the time spent on the computation
of the isogeny kernel itself.

The isogeny chain is computed with e/2 four-isogeny steps [CH17], where we
deliberately pick e even to avoid a 2-isogeny step at the end of the chain. We
use standard strategies to achieve quasi-linear cost by balancing the number of
doubles and images computed. Kernel generation is optimised by using a pre-
computed basis for the generators (P, Q) = Eo a[2°72], which are passed into a
three-point ladder to compute K = P + [24]Q, using z-only arithmetic on the
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Montgomery curve, so that [4] K generates the kernel of ¢4 : Eg pr — Ea. The
image of K on F 4 has order four, which we use to recover six isomorphic Mont-
gomery coefficients for F4 without a costly square-root in F,>. The remaining
six are simply complex conjugates of the others and so are “free” to construct.
We choose the smallest coefficient A as a unique represent of the public key. See
[AAA+26, Alg. 4.96] for computational details.

Shared Secret Generation. Much like key generation, the top-level cost is in
the computation of a length e isogeny in dimension four. However, before the
isogeny can be computed, the kernel of this isogeny is first constructed from
the user’s private scalar and the recipient’s public curve using Theorem 4.1.
Kernel reconstruction accounts for approximately one fifth of the overhead and
is dominated by iterated doubling and scalar multiplication of projective points
in jacobian coordinates over .

The gluing isogeny, although mathematically complex, accounts for a small
cost of the shared secret computation, and outputs a codomain and kernel of
elements defined over F,. Because of this, the performance of the dimension
four isogeny is limited by the relative performance of the implementation of
arithmetic in [F,.

Interestingly, unlike one- and two-dimensional isogenies, where performance
can be accurately estimated by counting the number of field multiplications
required, field additions are a significant proportion of the overall cost of a four-
dimensional isogenies using level-two theta coordinates. Whereas computations
of doublings and evaluations computations require pairwise multiplication of co-
ordinates, at either 16 squares or multiplications per call, Hadamard transforms
require 64 additions per call. This fourfold weighting of base field operations
produces the overhead in (relatively cheap) F, additions.

As a result, a properly optimised implementation of field arithmetic for MIKE
may require an unconventional finite-field implementation using specialised inter-
nal representations to optimise Hadamard transformations, even if this increases
the cost of F, multiplications and squaring. Additionally, because of the large
number of parallel operations performed on the coordinates, vectorised imple-
mentations of MIKE key generation are an obvious starting point for efficient
implementations when the appropriate hardware is available.

Constant-Time. An implementation is said to be “constant time” when no
secret data influences branch conditions or memory indices. In this sense, a
constant-time implementation ensures that an attacker is unable to learn secret
data of the protocol even given fine-grained measurements of the computation
timing at all stages.

Writing truly constant-time code is challenging, and for an implementation
such as ours which has been written in pure Rust with no assembly tricks, it is
essentially impossible to prove that no compiler will introduce secret-dependent
branching regardless of the hardware or compiler version used to generate bina-
ries. A well-written, pessimistic account of this is detailed in [Por25].
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Table 1: Performance of MIKE C implementation

Parameters / Sizes x86 ref x86 asm ARM asm

D logo(p) e pk KG SK KG SK KG SK
B MCy MCy MCy MCy MCy MCy

I 633-2%°% -1 318 228 80 3.75 28.6 2.15 160 1.10 8.16
II1593-2474 —1 484 340 122 9.23 69.3 6.97 492 326 25.9
V 317-2%2 —1 637 452 160 21.9 146  13.7 94.0 6.38 50.9

Fast

I 117-23% -1 381 372 96 4.77 373 282 204 138 10.5
IIT 77-2%6 —1 573 564 144 137 927 847 594 397 31.0
V 41-27™8 _1 764 756 192 37.2 248 267 168 11.2  90.2

Rigorous

Parameter details and running times for the MIKE key generation (KG) and
shared secret generation (SK). Implementation is constant time and includes
verification that public keys are supersingular. No AVX used. x86 data was
recorded on an AMD Ryzen 7 PRO 7840U@3.3GHz, multithreading and turbo-
boost disabled, and compiled with gcc 16.2.1. ARM data was recorded on
an Apple M4 Pro@4.5GHz, and compiled with clang v21.0.0. Data collected
over 1000 samples. Times rounded to three significant figures.

Despite the challenges of constant-time cryptographic engineering, one par-
ticularly attractive aspect of a MIKE is that both key generation and shared
secrets have clear and concise descriptions which naturally allow for a (theo-
retically) constant-time description. For shared secrets, this is fairly miraculous
and is intimately related to Theorem 4.1 and the symmetries which simplify the
dimension-four codomain computations.

At the practical level, a constant-time implementation of MIKE needs only
a rigorously tested constant-time implementation of finite-field arithmetic, with
utility functions such as constant-time conditional swaps and equality check-
ing. In particular, although ideals and quaternions play a central role in the
theoretical discussion of MIKE, they are completely absent in the practical im-
plementation. This results in a significantly smaller and simpler implementation:
at the foundation, all operations are performed on finite-field elements.

In key generation, secret dependent branching occurs in only two places: the
computation of the kernel and the normalisation of the public key. The kernel
K = P+[z4]Q is computed using the standard constant-time z-only three-point
ladder, which uses conditional swaps for each bit in the secret zs. Normalisation
requires finding the lexicographically smallest of the set of possible coefficients
which requires only byte comparison and conditional swaps. Importantly, the
bulk of the computation is the isogeny chain, which has no branching and runs
in constant-time, given the kernel generator K = P + [24]Q.

The situation is similar in shared secret computation. The secret is pro-
cessed in the generation of the kernel of the isogeny, but once this kernel has
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Table 2: Performance of MIKE Rust implementation

Parameters / Sizes x86 ref ARM ref

D log,(p) e pk KG SK KG SK

B ms ms ms ms

I 633-2%9%_1 318 228 80 0.849 7.11 0.440 3.89

it 5932474 _ 1 484 340 122  3.07 26.9 1.63 13.9

Vo o317-2628 1 637 452 160  6.60 56.1 3.52 29.7

e T 117-28™ 1 381 372 96  2.05 15.6 1.07 8.41
o

g ur 77 2566 _ 1 573 564 144  7.01 59.0 3.67 31.5

E Vo 41.27™8 1 764 756 192 17.0 149 9.00 85.9

Parameter details and running times for the MIKE key generation (KG) and
shared secret generation (SK). Implementation is constant time and includes
verification that public keys are supersingular. No AVX or assembly optimisa-
tions used. x86 data was recorded on an AMD Ryzen 7 PRO 7840U@3.3GHz,
multithreading and turbo-boost disabled. ARM data was recorded on an Apple
M4 Pro@4.5GHz. Rust compiler version 1.100.0-nightly (required for com-
patibility with the underlying £p2 library). Data collected using the criterion
crate. Times rounded to three significant figures.

been computed there is no branching on the input data to the isogeny chain.
Specifically, the secret key is processed during shared secret computation in a
series of scalar multiplications which are computed using z-only Montgomery
ladders with the use of the Okeya and Sakurai formulae [OS01] to recover the
projective y-coordinate.

Future optimisations. There are still a lot of optimisations to do for MIKE’s
key exchange. At the high level, there is still room to optimize the dimension
four isogeny formulas. At the lower level, MIKE’s performance is heavily depen-
dant on the underlying F, and I,> arithmetic. Future releases will further explore
assembly optimised versions, as well as implementations with alternative inter-
nal representations (such as the redundant representation with signed reduction
factors [Por26]). Additionally, the dimension four isogeny formulas are perfectly
suited for vectorised instructions, which we also leave for future work.
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Lasciate ogne speranza, voi ch’intrate

A  Preliminaries

A.1 Supersingular elliptic curves and the Deuring correspondence

We provide here a brief introduction and refer to [Voi21, Chapter 42] for a more
complete exposition. If F is an elliptic curve, its endomorphism ring End(E) is
made of all morphisms F — E (i.e. isogenies E — F and the zero map). We say
that F is supersingular when it is defined over a field of characteristic p > 0 and
when End(F) is isomorphic to a maximal order in the quaternion algebra By,
ramifying at p and co. We assume p =3 mod 4. Then B .o = Q@ Qi®QjdQk
with i2 = —1, j2 = —p and k = ij = —ji. Any supersingular elliptic curves is
isomorphic to an elliptic curve defined over F..

Computing the endomorphism ring of a supersingular elliptic curve is gen-
erally a hard and well studied problem in isogeny based cryptography [Wes22;
MW25] but there are easy instances. If p = 3 mod 4, the isomorphic super-
singular elliptic curves Eg : y? = 2% + x and E)) : y?> = 2° — z over F, of
j-invariant 1728. For the latter, we have an isomorphism [.] : Oy = End(E})
with Op == (1,1, (1 +J)/2, (i = k)/2), [i] : (z,y) = (=,v=1y) and [j|] = op; :
(x,y) — (zP,yP) (the p-th Frobenius endomorphism). Note that [(1 + j)/2] =
(0m, +1idg;)/2 is a well defined endomorphism because the 2-torsion is F-
rational Fy[2] C Ey(F,) = ker(op, —idgy).

Under the Deuring correspondence, if E is a supersingular elliptic curve of
endomorphism ring isomorphic to O C B, o, every left O-ideal I corresponds
to an isogeny ¢y : E — E; (unique up to post-composition by an isomorphism).
Then End(Ey) is isomorphic to Or(I) = {& € By oo | [ow C I} for which I is a
right ideal. We also have I ~ Hom(FE}, F) and deg(¢;) = nrd(I) = /][O : I] (the
reduced norm of I). Conversely, any isogeny ¢ : E — E’ corresponds to an ideal
I, which is a left ideal for O ~ End(FE) and a right ideal for O’ ~ End(E"). The
Deuring correspondence satisfies convenient multiplicativity properties that are
summarised in [DKLPW20, Table 1].

A.2 Abelian varieties and their isogenies

Abelian varieties are non-trivial objects and we only recall their basic properties
that are relevant to this paper. We refer to [Mum74; Mil86b] for a complete
introduction. An abelian variety A over a field k (denoted A/k) is a projective
k-variety'® with an abelian group law. Abelian varieties can be seen as general-
isations of elliptic curves in any dimension. For instance, products of g elliptic
curves are abelian varieties of dimension g. In our applications, we consider
abelian varieties of dimensions one (elliptic curves), two (abelian surfaces) and

15 Informally, a projective k-variety can be seen as zeros of a set of homogeneous mul-
tivariate polynomials over k.
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four (abelian fourfolds). We summarise below some key properties of abelian
varieties and refer to [Mil86b; Mum74] for a complete introduction.

An isogeny ¢ : A — B between abelian varieties is a morphism (as varieties'®
and groups) which is surjective and of finite kernel. In particular, an isogeny
preserves the dimension dim(A) = dim(B). The degree of an isogeny is defined
as an extension degree of function fields deg(p) = [k(A) : ¢*k(B)], as for elliptic
curve isogenies. When ¢ is separable (e.g. when char(k) { deg(y)), we have
deg(p) = #ker(¢) and ¢ is determined by its kernel up to post-composition by
an isomorphism.

Every abelian variety A/k has a dual AV /k of the same dimension. The dual
defines a contravariant functor, which means that every isogeny ¢ : A — B has
a dual ¢V : BY — A and that the dual of a composition of isogenies 1 o ¢ is
©¥ oV, The dual also preserves the degree deg(¢") = deg(i). Finally, the dual
is an involution: AV = A and ¢v" = o.

A polarisation is an isogeny Aa : A — AY such that \Y{ = X4. We say that
(A, X4) is a polarised abelian variety and that (A, A4) is a principally polarised
abelian variety (PPAV) if A4 is principal i.e. an isomorphism. If d is a non-
negative integer, a d-isogeny ¢ : (A, a) — (B, Ap) between PPAVs satisfies
@V 0 Xg 0@ = [d]Ap, where [d] is the scalar multiplication by d (which is an
isogeny). We then also say that ¢ is a polarised isogeny and call d its polarised
degree. In that case, we have deg(y) = d9 with g = dim(A) = dim(B).

If ¢ : A — B is an isogeny between PPAVs (A, 4) and (B, Ap), we define
its contragradient isogeny p := )\;11 opY oAp: B — A. Then deg(p) = deg(p)
and ¢ is a d-isogeny if and only if ¢ o ¢ = [d].

If n € Zso is not divisible by char(k), the n-th Weil pairing is a non-
degenerate anti-symmetric bilinear form e, : A[n]x AV[n] >k . IfAq: A — AV
is a polarisation of A, we obtain a pairing e} : (P,Q) € A[n] x Aln] —
en(P,AA(Q)) € k. We say that a subgroup K C A[n] is isotropic (with re-
spect to A4) when e)4 (P, Q) = 1 for all P,Q € K. It is mazimal isotropic if it
is maximal for inclusion for this property.

A.3 Modules over a quadratic imaginary order

In the following, we fix K a quadratic imaginary field and R C K an order of
K. An R-module satisfies the same properties as a vector space with a scalar
multiplication by the ring R instead of a field. Let M be an R-module. We
say that M is finitely generated if there exists z1, - ,z, € M such that every
element z € M can be written as a linear combination z = Z?:l Aix; with
A1,y Ap € R.If M is finitely generated, the rank of M is the dimension of
K ®pr M as a K-vector space. In this paper, we only work with finitely genrated
R-modules abbreviated as fg R-modules. An element © € M is of torsion if there
exists r € R\ {0} such that r -z = 0. We say that M is of torsion if all of its
elements are of torsion and torsion free if 0 is the only element of torsion in

16 Meaning it can be expressed with multivariate rational fractions.
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M. Similarly to linear morphisms, a morphism of R-modules ¢ : M; — Ms is
additive, maps 0 — 0 and is R-linear.

Since R is an order in a quadratic imaginary field, it is Noetherian (its ideals
are finitely generated), which ensures that submodules of finitely generated R-
modules are also finitely generated. As a consequence, a finitely generated R-
module M is always finitely presented, i.e. it admits a finite presentation defined
as an exact sequence:

R" Ly R™ s M 0,

i.e. a sequence of morphisms of R-modules with s surjective and ker(s) = im(5).
In other words, a finite presentation is given by a set of generators (defining
the surjective morphism s) and a finitely generated module of relations between
these generators (ker(s) = im(j)).

We say that a fg R-module M is projective if it is a direct summand of a free
module i.e. if there exists n € N and an R-module M’ such that R" = M & M’'.
In particular, projective modules are torsion free but the converse is false in
general.

Remark A.1. However, when R = O is the maximal order, R is a Dedekind
domain [BK0O, Theorem 5.2.15], which ensures that every fg and torsion free
R-module is projective [BK00, Corollary 6.3.4]. This remark and the following
theorem giving the structure of fg modules over a Dedekind domain will become
very important in Appendix B.4 and further.

Theorem A.1l. Assume R is a Dedekind domain (R = Ok ) and let M be a
finitely generated R-module. Then:

(i) M = P& T, where P is a torsion free R-module and T is an R-module of
torsion.
(i) There exist ideals ai,--- ,a, C R such that P ~ @:.L:l a;.
(iii) If a1, , 0y, b1, , by C R are R-ideals, then @ _, a; ~ @"", b; if and

j—
only if n=m and [T}, a;] = [Hm b]} in CI(R).

j=1
(iv) There exist ideals ¢1,--- , ¢, C R such that T ~ @, R/c;.

Proof. (i)-(iii) are proved in [BKO00]. For (i) see Theorem 6.3.5, for (ii) see Theo-
rem 6.1.2, (iii) is Steinit’z theorem (6.1.6). For (iv), see [Cur62, Corollary 22.16].
O

An R-lattice M is an R-module such that there exists an embedding (i.e. an
injective morphism of R-modules) M — K™ (with n € N). By rescaling, we can
always assume we have an embedding M <— R™. We can always consider the
embedding M — K®@rM ~ R"™ with n := rank(M). In particular, R-lattices are
finitely generated and torsion free. Conversely, when R is Dedekind (R = Ok),
Theorem A.1.(ii) ensures that fg torsion free R-modules are R-lattices. Then,
when R = O, we only need to consider R-lattices and torsion fg R-modules
whose decomposition is given by Theorem A.1.(iv).
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We shall now see an analogy between modules and abelian varieties in-
volving isogenies, duality and polarisations. This analogy, using the vocabu-
lary introduced in [Rob24b], becomes relevant in Section 2.4. A module isogeny
¢ : My — My is a morphism of R-lattices which is injective and of finite cokernel
coker(¢) := M3/ im(¢). Equivalently, ¢ : My — Ms is an isogeny if it is injective
and rank(M;) = rank(M>) or if it has finite cokernel and rank(M7) = rank(Ms).

Since R C K is quadratic imaginary, the complex conjugation induces an
automorphism of R. For any fg R-module M, we can then consider its module
of R-antilinear forms Homz (M, R) made of maps f : M — R such that for all
z,y € M, \,p € R, f(Ax + py) = Af(z) +f(y). We call Homy(M, R) the dual
of M and denote it by MV. As for abelian varieties, we can identify a projective
fg R-module (e.g. an R-lattice with R = Og) M with MY" via the canonical
isomorphism m — (¢ — ¢(m)) [Bou74, Chapter II, § 2.7, Corollary 4]. The
duality is also functorial, since every morphism ¢ : M; — M> admits a dual
¢V : f € My — fo¢p € MY which is also an isogeny. !”

Let V be finite dimensional K-vector space (e.g. V. = K™). A sesquilinear
formof Visamap H : V xV — K that is K-linear on the left and K-antilinear
on the right. A sesquilinear form is:

— Hermitian when for all x,y € V, H(z,y) = H(y,x);
— Positive definite when H(z,z) € Ryq for all z € V'\ {0}.

By abuse, we refer to positive definite Hermitian sesquilinear forms as Hermitian
forms throughout the paper. If H : V xV — K is a Hermitian form and M C V'
is an R-lattice, we define the R-lattice:

MW .= {2 eV |Vy e M,H(z,y) € R},

simply abbreviated as M?¥ when there is no ambiguity on H. We have an isomor-
phism M* 5 MY, x + H(z,-). By analogy with polarised abelian varieties, we
say that H is a polarisation on M or that (H, M) is polarised when M* C M.
In that case, H is integral on M*: for all z,y € M¥, H(zx,y) € R. We also have
an isogeny ¢ : MY ~ M* < M. By analogy with PPAVs, we say that (H, M)
is unimodular when ¢ is an isomorphism i.e. that M = M?*.

To complete this analogy, given an isogeny ¢ : (M1, H1) — (Ma, H2) between
polarised modules, we define its adjoint ¢! as an isogeny (M}, Hy) — (M}, Hy)
satisfying Hy(z, ¢(y)) = Hi(¢%(x),y) forall x € My and y € M;. When (M, H,)
and (Ms, Hs) are unimodular, we say that ¢ is a d-similitude when ¢*Hy = dH;
i.e. when Hy(o(z),d(y)) = dHi(z,y) for all x,y € M;. This is equivalent to
#* o ¢ = didyy, or equivalently ¢V o ¢, 0 ¢ = dop, (since ¢f = ¢I}} oV oy,
by definition), formulae we have already seen for d-isogenies between PPAVs.

A.4 Categories and functors

A category is a collection of objects with morphisms between these objects that
can be composed (e.g. R-modules or abelian varieties with their morphisms).

17
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A (covariant) functor F : C — D between categories C and D maps objects
and morphisms of C to objects and morphisms of D in a way that respects
composition: if f: C; — Cy and g : Cy — C3 are morphisms of C, then F(f) :
F(Cy) — F(Cs) and F(g) : F(C2) — F(Cs) satisty F(go f) = F(g) o F(f) :
F(C1) — F(C3). The functor should also map the identity idc of an object
C of C to the identity F(idc) = idp(c). A contravariant functor F' : C — D
is a functor C — D°P, where D°P is the opposite category of D obtained by
seeing morphisms h : Dy — Dy as morphisms h°? : Dy — D;. In particular, a
contravariant functor satisfies F'(go f) = F(f) o F(g) with f and g as before.
If C and D have a zero object (initial object), we say that a functor F :

C — D is left exact if it maps an exact sequence 0 — C EN Cy % C5 to an

exact sequence 0 — F(Cy) P F(Cy) ) F(C3) (with arrows reversed if F' is
contravariant). Similarly, we say F is right ezact if it maps an exact sequence

Cy EN Cy 2 C5 — 0 to an exact sequence F(C}) P F(Cy) iy F(C3) = 0
(with arrows reversed if F' is contravariant). We say F' is exact if it is both left
and right exact.

Though theoretical, the functorial point of view is crucial to introduce the
module action (especially in Appendix B.1). As illustrated in Theorem 2.1, when
R = Ok, this action maps R-modules to abelian varieties and morphisms of R-
modules to morphisms of abelian varieties in a functorial way.

A.5 Oriented supersingular elliptic curves and abelian varieties

Let R be an order in a quadratic imaginary field. An R-orientation of an abelian
variety A is an embedding ¢ : R < End(A4). We say that (A,:) is R-oriented.
We say that ¢ is primitive or that (A, ) is primitively oriented when ¢ cannot be
extended to a superorder of R.

When (E,:) is an R-oriented supersingular elliptic curve and a C R is an
invertible ideal, the result of the action of a- (E,¢) := (a- E,14) is defined as the
codomain F, of the isogeny ¢, : E — a- E with kernel:

Ela] = () ker(e(a)),

aca

and the orientation tq : § € R+ 1/N(a)-@q0t(B)op,. We obtain that a-(E,¢) is
isomorphic to (F,¢) (with respect to the orientation) if and only if a is principal.
As a consequence, this defines a free action of C1(R) on R-oriented supersingular
curves [CK20, Theorem 7] (with at most two orbits [Onu21, Proposition 3.3]).

An example we use throughout this paper (and for MIKE in particular) is the
Frobenius orientation [CLMPR18; CD20]. If E is supersingular and defined over
F, (p = 3 mod 4), the Frobenius o : (z,y) — (2P,y?) is an endomorphism
of E such that 0% = [—p]. It defines an orientation Z[/—p] < End(FE). This
orientation is either primitive (we say E is on the floor of the isogeny Volcano)
or can be extended to a primitive orientation of the maximal order Z[(\/—p —
1)/2] < End(F) (we say E is on the surface).
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The ideal class group action on oriented elliptic curves has been widely used in
cryptography, to build key exchanges [CLMPR18; CK20; DFK+23], digital sig-
natures [BKV19] and more advanced schemes [ADMP20; DM20], all affected by
Kuperberg’s quantum subsexponential attack [Kup05; BS20; Pei20; CSCJR22].
In this paper, following [JKP+18; Rob24b], we extend this action to R-modules
and R-oriented abelian varieties that naturally generalise this action and explain
how to build the key exchange MIKE from it, which is immune to Kuperberg’s
attack.

B A complete introduction to the module action

The explicit construction of the module action introduced in Section 2.1 is the
correct one to compute it effectively. However, this construction is not conve-
nient to prove elementary properties of the module action that follow from a
more general theory. For that reason, we introduce in Appendix B.1 the con-
ceptual construction of the module action from [JKP+18; Rob24b]. With this
framework, in Appendices B.2 and B.3, we prove the functoriality properties of
the module action. In Appendix B.4, this allows us to prove Theorems 2.1 to 2.3
and the equivalence of the effective construction from Section 2.1 with the con-
ceptual one on abelian varieties oriented by a maximal order. In Appendix B.5,
we prove the properties from Section 2.4 relating Hermitian modules to polar-
isations. Finally, we generalise the module action to quaternionic modules in
Appendix B.6. Though not introduced in the main body of the paper, this gen-
eralisation will become useful in Appendix G.1 to compute MIKE invariants.
This section contains little novelty compared to our main references [JKP+18;
Rob24b], but we give the proofs in more detail and when possible, in a more
elementary language, which also makes our paper self contained. Throughought
this section, R will be an order in a quadratic imaginary field K.

B.1 A conceptual construction

In the following, we shall need to work with a bigger category than R-oriented
abelian varieties and their morphisms. This category should not only encom-
pass (R-oriented) abelian varieties but also (R-oriented) finite abelian group
schemes'® and their products. Therefore, we consider the category Ag of R-
oriented Abelian Proper Group Schemes (APGS) and their morphisms. An ob-
ject (A,1) € Ag is an APGS with an R-orientation ¢ : R < End(A) defined, as
previously, as an embedding. A morphism of Ag, called R-oriented morphism
of APGS, ¢ : (4,t4) — (B,tp) is a morphism of groups schemes that satisfies
poiala) =1tp(a)oyp for all « € R.

We also extend the category of modules we work with from R-lattices to
finitely generated (fg) R-modules. We recall from Appendix A.3 that finitely
generated R-modules are also finitely presented. The general construction of the
module action is then given by the following.

18 ¢.g. torsion subgroups of abelian varieties.
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Definition B.1. Let (A,.) be an R-oriented APGS and M be a finitely gener-
ated (fg) R-module, with a following finite presentation R® — R™ — M — 0.
Denote by X = (X;;)ij € Mmn(R) the matriz of the morphism R — R™
given by left multiplication of column vectors and consider the morphism (X7 :
A™ — A"

P = (Pj)i<j<m — (X T)(P) := ZL<Xj7i)<Pj) »

1<i<n

induced by left multiplication by XT. We denote by M x A the kernel of this
morphism M % A = ker(c(XT)).

We still need to check that Definition B.1 makes sense. First, M x A is indeed
R-oriented via the orientation of A™ induced by ¢. Note that this was not obvious
with the definition of M - A in Section 2.2. We now check that the construction
of M % A does not depend on the finite presentation of M. It is a consequence
of the following universal property.

Theorem B.1. [JKP+18, § 4.1] M x A is the unique R-oriented APGS (up to
R-oriented isomorphism) such that for every R-oriented APGS B, there exists
a canonical isomorphism

Hom 4, (B, M x A) = Hompr(M,Hom 4, (B, A)).

Note that the set of R-oriented homomorphisms Hom 4, (B, A) has an R-module
structure induced by the R-orientation of A, so the right term above is well

defined.

Proof. Consider a finite presentation of M:
R* X R™ — M — 0, (2)

where X € M,, »(R) is the matrix of the first morphism. By the above construc-
tion, this presentation induces an exact sequence:

0—s MxA—s A 2 gn, (3)

Then, on the one hand, applying for any B € Ag, the functor
Homp(—, Homy, (B, A)) to Equation (2), we obtain the exact sequence:

0 — Homp(M,Hom 4, (B, A)) — Hompg(R™,Hom 4, (B, A))
X, Homp(R",Hom 4, (B, A)). (4)

On the other hand, applying the functor Hom 4, (—, M x A) to Equation (3), we
obtain the exact sequence:

L T o—
0 —> Homa,, (B, M % A) — Homa, (B, A™) “°7 Hom, (B, A"). (5)
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Note that we have a canonical isomorphism:

Homp(R™,Homy,, (B, A)) — Homy,, (B, A™) 6
(0 60— (b (B0, 0). - 60, @) 7

where (e1, - ,e,,) is the canonical basis of R™. We similarly have a canon-
ical isomorphism Homp(R"™, Hom 4, (B, A)) & Hom 4, (B, A™), from which we
obtain an isomorphism of the exact sequences (4) and (5), 7.e. a commutative
diagram:

0 — Homp (M, Homap (B, A)) — Hompr(R™,Homap (B, A)) — Hompg(R", Homap (B, A))

e e

0— Homap,(B,M xA) ———— Homa, (B, A™) ——— Homa, (B, A™)

Fig.5

It follows that Homp (M, Hom 4, (B, A)) = Hom4,, (B, M x A), as desired.

Now, we prove the object M x A € Apg satisfying this property is unique up
to isomorphism. The strategy is to prove that the isomorphism

np : Hompg(M,Hom 4, (B, A)) — Hom,, (B, M x A)

is functorial in B 4.e. induces a natural transformation and then to apply
Lemma B.1, which follows from Yoneda’s lemma. If ¢ : B — C is a mor-
phism of R-oriented APGS, we then have to prove that the following diagram is
commutative:

Hompg (M, Hom 4, (C, A)) *—Otp> Hompg(M,Hom 4, (B, A))

UCJZ WBJZ

Hom 4, (C, M x A) Homu, (B, M % A)

Fig.6

We can easily prove that the following diagram with the isomorphisms from
Equation (6) (with B and C) as vertical arrows commute:
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—o0
Homp(R™,Hom 4, (C, A)) —<p> Homp(R™,Hom 4, (B, A))

| |

Hom.a, (C, A™) —°¥ Hom.a, (B, A™)

and we have similar diagrams with n instead of m. From the ismorphism 7p
induced by Figure 5 (and its analog with C instead of B), we then obtain the
commutativity of Figure 6, wich proves indeed that B — np is a natural transfor-
mation. By Lemma B.1, this proves the unicity of M x A up to unique R-oriented
isomorphism. a

Lemma B.1. Let C be a small category and F : C — Set be a contravariant
functor represented by A € C i.e. naturally isomorphic to Home(—, A). Then all
objects of C representing F' are isomorphic to A.

Proof. Let A, A’ € C be two representatives of F. Then we have natural iso-
morphisms F — Hom¢(—, A) and F — Home(—, A’), so by composing the
two we obtain a natural isomorphism 7 : Home(—, A) — Home(—, A’). By
Yoneda’s lemma, the natural transformations ¢ : Home(—, A) — Home(—, A”)
are in bijection with Home (A, A") via the map & — £4(id4). It follows that 7 :
Home(—, A) — Home(—, A’) is fully determined by n4(ida) € Home(A, A”).
By naturality of 1, we obtain the commutative diagram:

—o id
Home (A', A) nalda) ()
UA’JZ UAJZ
—o id
Ende(A') 1A0dA) me(A, A1

This means that for all f € Home¢(A', A), we have na/(f) o na(ida) =
na(f o na(ida)). In particular, setting f := 5,/ (idas), we obtain n4(id4) =
na(nyt (idar)ona(ida)) i-e. ida =13/} (idas)ona(ida) which proves that 7. (id4)
has a left inverse. Applying Yoneda’s lemma again to =% : Home(—, A’) —
Homge(—, A), we obtain similarly that idas = na(ida) o ' (idas), which proves

that na(id4) is invertible, 4.e. that it is an isomorphism A4 = A’. O

From Theorem B.1, we can easily prove the following properties of the module
action.

Proposition B.1. Let A be an R-oriented APGS and My, My be fg R-modules.
Then:

(Z) IfMleg then M]_*A'ZMQ*A.

(’LZ) (Ml@Mg)*Ag(Ml*A)QB(MQ*A)

(iii) R™ % A= A™ for all n € N.

(ZU) Ml*(MQ*A)2(M1®M2)*A2M2*(M1*A).
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Proof. (i) Assume that My ~ M. Then for all R-oriented APGS B, we have by
Theorem B.1:
Hom 4,,(B, M1 x A) =2 Hompg(M;,Hom 4, (B, A)) ~ Hompg(Ms, Hom 4, (B, A))
= Hom 4, (B, Max A)
By unicity in Theorem B.1, it follows that M; x A ~ My % A.
(ii) For all R-oriented APGS B, we have by Theorem B.1:
HOmAR(B, (M1 D Mg) * A) =~ HomR(M1 ) MQ, HOIDAR(B, A))
=~ Homp(M;,Hom 4, (B, A))
® Homp (Mo, Hom 4, (B, A))
= Homy, (B, M1 * A) @ Hom 4,,(B, M2 x A)
~ Hom, (B, (M1 x A) @ (M3 x A))
Again, this ensures that (M; & Ms) x A and (M; x A) @ (My x A) are canonically
isomorphic.

(iii) Let n € N. Applying (iii) to R™ = @;_, R, we obtain that R™ x A &
(R* A)™. By Theorem B.1, we also have for all R-oriented APGS B:

Hom 4,,(B, R* A) = Hompg (R, Hom 4, (B, A)) = Hom 4, (B, A),

which ensures that Rx A = A, so that R x A = A™.
(iv) By Theorem B.1, for all R-oriented APGS B, we have:

Homu,,(B, M1 x (M2 * A)) = Homp (M1, Hom 4,,(B, M x A))
= Homp (M1, Homp(Ms, Hom 4,,(B, A)))
~ Homp (M7 ® Ma, Homy, (B, A))
~ Hom, (B, (M @ M) x A)
where the penultimate isomorphism follows from the fact that the tensor product
is left adjoint to Hom. It follows by unicity in Theorem B.1 that M;x (Ma*A) ~
(M; ® M) x A. We obtain similarly that:
Hom 4, (B, Mo x (M; x A)) = Homp(Mz ® My, Hom 4, (B, A))
~ Homp (M7 ® Ma, Homy, (B, A))
~ Homy, (B, (M1 ® M) x A)

We conclude similarly by unicity in Theorem B.1 that My x (M x A) ~ (M7 ®
Mg) *x A. O

The universal property of Theorem B.1 can also be used to prove that the
module action is compatible with ring extension.

Proposition B.2. Let S O R be a superorder of R, M be a fg R-module and A
be an S-oriented APGS. Then S ®gr M is a fg S-module and we have M xg A ~
(S®Rr M) xs A, considering the action by R-modules (xr) and S-modules (*s)
respectively.
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Proof. Seeing (S ®@r M) xs A as an R-oriented APGS and S ®g M as an R-
module, we obtain by Theorem B.1 that for all R-oriented APGS:

Homy, (B, (S ®r M) xs A) 2 Hompg(S @ M,Hom 4,,(B, A))
= Hompg(M,Hompg(S, Hom 4, (B, A)))
=~ Homp(M,Hom 4, (B, A)),

where the penultimate isomorphism follows from the adjucton of ® g and Hompg
and where the ultimate isomorphism is f — f(1). Such a homomorphism is
trivially injective but we justify its surjectivity. Let ¢ € Hom 4, (B, A) and ¢ be
the S-orientation of A. Then, f: a € S+ t(a) o ¢ is a well-defined morphism
of R-modules S — Homy, (B, A) corresponding to ¢. We then conclude by
Theorem B.1. a

B.2 Functoriality of the module action when modules vary

Not only can we construct the action of modules but also the action of module
homomorphisms, making the alternate construction from Definition B.1 functo-
rial. This functoriality is essential to prove that the constructions of the module
action from Section 2.1 and Appendix B.1 are equivalent. We shall see in Ap-
pendix B.4 that Theorem 2.1 can be obtained as a corollary of the more general
result proven below.

Theorem B.2. If A is an R-oriented APGS, then every morphism of fg R-
modules ¢ : M1 — My induces an R-oriented morphism ¢px A : Max A — Mi%A,
so that M — M % A defines a contravariant functor.

This functor is left exact. Namely, it maps an exact sequence of fg R-modules
M, i) Ms i> M3 — 0 to an exact sequence 0 — MzxA M Mox A M MixA
of R-oriented morphisms of APGS.

Proof. Let ¢ : M7 — Ms be a morphism of fg R-modules. Consider two finite

presentations R™ Xy, pmi M; — 0 with matrices X; € My, »,(R) for
i € {1,2}. Then, ¢ can be lifted into a morphism of exact sequences:

Xy
R™ R™ M,y 0
LY .z le
R R™Mz2 M- 0
X, 2

so we obtain matrices Y € My, », (R) and Z € M, m, (R) such that Z - X; =
X5 - Y. From this morphism of exact sequences and by construction of M; x A
and Ms x A, we obtain a morphism of exact sequences:

U(X3)
00— Moyx A A2 ANz
Lgb*A lL(ZT) lL(YT)
0—— M+ A A™ A™

U XT)
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In particular, ¢(Z7) : A™2 — A™ induces a morphism ¢x A : Mox A — M x A.
Such a morphism is R-oriented for the R-orientations for Ms x A and M7y x A
induced by those of A™2 and A™ derived from (A, ).

By concatenating exact sequences, it is easy to see that (¢ o @) x A = (¢
A)o(pxA): M3x A — My x A when ¢ : My — Mjs is another morphism of fg
R-modules. From Lemma B.2 proven below, we also obtain that the identity of
R-modules is mapped to the identity of R-oriented abelian varieties. This proves
that M — M % A defines a functor (provided it is well defined).

However, it remains to prove that ¢x A : Maox A — M x A is well defined i.e.
that it does not depend on the finite presentations of M7 and Ms we consider. As
previously, we prove that ¢ x A : My x A — M7 * A satisfies a universal property
that will ensure its unicity, namely that the following diagram commutes for all
R-oriented APGS B:

(m = ¢m) = (M = ¢m 0 @)

Hompg (M2, Hom 4, (B, A)) Hompg(M;,Hom 4, (B, A))
nByMzJVZ nByMlJ(Z
(¢ A)o—
Homu,, (B, Mz * A) Homu,, (B, My * A)
Fig. 7

where the g ps, are the natural isomorphisms from Theorem B.1. By construc-
tion of ¢ x A, the commutativity of Figure 7 follows directly from the commuta-
tivity of the diagram below:

(m = ¢m) = (M= dm(Z - —))

Hompg(R™2,Homap (B, A)) Hompg(R™!, Homap (B, A))
m W(ZT)o — m
Hom. ,, (B, A™2) Hom.4 ,, (B, A™1)

where the vertical arrows are given by Equation (6).

By commutativity of Figure 7 for all R-oriented APGS B and in particular
for B = My A, we obtain that any other candidate ¥ : Maox A — M;* A induced
by ¢ : My — M> satifies (¢ x A) o — =1 o —, so in particluar (¢ *x A) oidps,a =
Yoidy«a t.e. ¢* A=1)p. This proves the unicity of ¢ x A.

It remains to prove the right exactness of the functor M —— M x A. Let
M, N Mo N Ms — 0 be an exact sequence of fg R-modules. Then, by left-
exactness of the Homp(—, M) functor for all R-module M, we obtain an exact
sequence:

0 — Homp (M3, Homy, (B, A)) Sl Hom g (Ma, Hom 4, (B, A))

ot Homp(Mi,Hom 4, (B, A))
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for all R-oriented APGS B. Using the commutativity of the diagram from Fig-
ure 7 and its analog for ¢, both involving natural isomorphisms, we obtain an
exact sequence:
(¢p*A)o—
0 — Homyu, (B, M3 * A) ————— Hom 4, (B, Mz x A)
(Ord)em, Hom 4,, (B, M1 x A)

for all R-oriented APGS B. Applying the above sequence to B = M3 x A, we
obtain that (¢ x A) o () x A) o — =0, so that (¢ x A) o (¢ x A) oidpseena =0 i.€
im(¢) x A) C ker(¢ » A). Conversely, applying the sequence to B = ker(¢ x A)
and considering the inclusion j : B < My x A, we obtain that (¢ x A) o j = 0,
which ensures by the equality im((¢)x A) o—) = ker((¢p* A) o —), that there exists
f € Hom 4,,(B, M5x A) such that j = (¢ x A)o f, so that im(¢px A) = ker(¢px A).
Similarly, applying the exact sequence to B = ker(¢) x A) and considering the
first arrow applied to the inclusion j : B < Ms3* A, we obtain that (¢xA)oj =0
by construction, which ensures that j = 0 i.e. that ker(¢ x A) = 0. It follows
that ¢ x A is injective, and finally that:

0= Myx A2 Myw A 225 My s A

is an exact sequence and the proof is now complete. a

The functorial construction from Theorem B.2 maps a scalar multiplication
to a scalar multiplication. As claimed in the proof of Theorem B.2 above, this
proves that R-modules is mapped to the identity of R-oriented abelian varieties
through the module action.

Lemma B.2. Let (A,¢) be an R-oriented APGS and M be a fg R-module. Then,
foralld € Z, didp; : M — M induces the multiplication by d morphism [d]prsa :
M x A — M x A via the module action.

Proof. Let R™ X R™ - M — 0 be a finite presentation of M with X €
M, n(R). Then, recalling the construction from the proof of Theorem B.2, we
have an isomorphism of exact sequences:

Rr —X gm M 0
|dr, |dr, | didy
R" ——— R" M 0

which indues an isomorphism of exact sequences of R-oriented APGS:

o(XT)
00— MxA A A"
Ll |l |l
00— MxA A A"

u(XT)
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where the left vertical arrow is the desired morphism M x A — M x A. This
completes the proof. a

Lemma B.3. Let (A, ) be an R-oriented APGS, My, Mo, M/, M}, be fg R-modules
and @ : My ® Mo — M{® M}, be a homomorphism of R-modules written in matriz
form:

@ = (ii; i;;) Dz, y) = (611(2) + 21(y), Pr2(x) + P22(y))-

Then, @ x A can be written in matriz form as:

Bx A= <§;:ﬁ§;z:ﬁ) CMyx A® Myx A— Ml x Ae My A

Proof. As in the proof of Theorem B.2, consider a morphism of finite presenta-
tions for all 4,5 € {1,2}:

Xi
R R™ M; 0
Ly |z Loij
RY — R™ M;j 0

with X; € M, n,(R), X} € My (R), Y@ ¢ My 5, (R) and ACNNS
M, (R) such that 209 . X, = X Y9, Then by construction ¢;; x A
fits into the following morphism of exact sequences:

U(X'T)
0—— MjxA A™ A"
i *A LL(ZW)T) iL(Y(ij)T)
o X7

We then obtain the following morphism of exact sequences:

X7 0
‘Lo x?
0— M{*ADMjx A ——— gmitmy —————— " An+nj
d11 % A prox A ZzANT 7(12)T y ()T y(12)T
P21 % A o2 x A ¢ 7@OT 7(22)T L y DT y@)T
00— M1 A Myx A ——— Am1+m2 - An1+n2
X7 o
“\ o x7
By construction of the module action, we can identify the vertical arrow on the
left with & x A, which completes the proof. O



54 The MIKE team

We have seen in Proposition B.1.(i) that isomorphic fg R-modules M7, Ms
induce isomorphic R-oriented APGS M; - A ~ M, - A when A is an R-
oriented APGS. The converse is actually true for R-lattices when R = Ok
and Enda,(A) ~ R. This follows from a correspondance between projective
R-module homomorphisms and R-oriented morphism of APGS.

Proposition B.3. Assume R = Og. Let A be an R-oriented APGS such that
Enda,(A) ~ R and M, M, and My be R-lattices. Then:

(Z) HOI’DAR(MQ . A,Ml . A) = HOHlR(Ml,Mg).
(i) Homu,, (M - A, A) = M.
(éii) If My - A~ My - A, then My ~ M.

Proof. (i) By functoriality of the module action (Theorem B.2), there is a canon-
ical R-module homomorphism

HOHIR(Ml, Mg) — HOHlAR (MQ . A, M1 . A) (7)

Since M; and M, are projective, there exist R-modules Mj, M} and integers
n1,n2 € N such that My & M{ ~ R™ and My & M} ~ R"™. By construction,
Equation (7) is the result of the pre and post compostion of

HOHlR(Ml D M{,MQ D MQ/) — HOmAR(MQ CA D MQ/ . A,Ml -A D M{ . A)
<¢11 f,7521)._> <¢11'A¢12'A>.
P12 P22 P21 Aoz A

(8)
with the canonical embedding Hompg (M7, M2) — Hompg(M; & M/, My & M)
and projection Hom 4, (M- A®M4- A, My-ADM{-A) — Hom 4,,(Ma- A, M;-A).
By Lemma B.3, Equation (8) is on the one hand, obtained by matrix morphism
action @ — @-A. On the other hand, since M1 &M, ~ R™ and Ma® M} ~ R"2,
we also have M- A®Mj-A ~ A™ and My- A M- A ~ A™ by Proposition B.1,

so Lemma B.3 also ensures that Equation (8) is identified with the trivial matrix

action:
My, (R) — Hom 4, (A2, A™)
X — L(XT).

Since Hom 4,, (A2, A™) = My, n,(Enda,(A4)) >~ My, n,(R), this is an isomor-
phism, so Equation (8) defines an isomorphism, which ensures that Equation (7)
defines an isomorphism, as desired.

(ii) From (i), we obtain Hom 4, (M - A, R - A) = Hompg(R, M). In addition,
Proposition B.1.(iii) enseures that R+ A = A and we have Homg(R, M) = M
via f — f(1). This proves (ii).

(iii) Let ¢ : My - A = My - A be an isomorphism. Then, (i) ensures the
existence of morphisms of R-modules ¢ : My — M; and ¢ : M7 — M such
that ¢ = ¢- A and o~ ! = ¢’ - A. We then have by functoriality of the module
action (Theorem B.2):

idy,a=¢ lop=(¢ A)o(p-A)=(po¢)- A
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Applying (i) again ensures that End4,(M; - A) = Endr(M;) via the module
action, which ensures that ¢ o ¢’ = idys, from the equality above. We similarly
prove the existence of ¢" : M; — M such that ¢” o ¢ = idyy,, which ensures
that My ~ Ms.

O

Using the functoriality property from Theorem B.2, we can describe the
structure of APGS obtained by module action on an abelian variety.

Proposition B.4. [JKP+18, Proposition 4.3] Let (A,1) be an R-oriented
abelian variety of dimension g defined over k and M be a fg R-module. Then:

(i) If M is of torsion, then M % A is finite.
(i) If M is of torsion, R = Ok and char(k) 1 #M, then M x A has cardinality
(#M)s.
(#ii) dim(M x A) = rank(M) dim(A).

Proof. (i) Let R" X, Rm % M — 0 be a finite presentation with X €
M, (R). Then, by construction M x A is the kernel of «(XT) : A™ — A",
Since M is of torsion, there exists & € R\ {0} such that ao- M = 0, so that
d == aa € Zs satisfies d- M = 0 and d- R™ C ker(s) = im(X). Hence, there
exists Y € M, ,,(R) such that X - Y = d- I,,, so that YT.XT =(-1,, and
M x A =ker(t(XT)) Cker(t(YT)ou(XT)) = Ald]™, which is finite.

(ii) Since R = Ok, by Theorem A.1.(iv), there exist ideals a;,--- ,a, C R
such that M ~ @._, R/a;. By Proposition B.1.(iii), we then have M x A ~
@, (R/a;) x A. Since

To conclude, we then only have to prove that for any ideal a C R such that
char(k) t N(a), (R/a) x A has cardinality N(a)?. If a C R is such an ideal,
then it is a Z-module of rank 2, so it has two generators «, 8 € a. From that,
we obtain a finite presentation of R/a given by R? X R R/a — 0, with
X = (a ) € M12(R). By construction of (R/a) * A, we obtain that:

(R/a)x A =ker(o(XT): A — A?) = ker(1(a)) Nker(4(B)) = ﬂ ker(¢(y))

= Ala] (9)

The remaining arguments follow from [Wat69, Proposition 3.15]. If a is prin-
cipal and o € R generates a, then #(R/a) x A = #ker(1(a)). But by [Mil86b,
Proposition 9.23], we have deg(:(a)) = N(«)9 and char(k) t N(a) so that ¢(«) is
separable and we indeed have #(R/a)*x A = # ker(¢(a)) = deg(t(a)) = N(«)9 =
N(a)9 in that case.

If a is not principal, by [Cox13, Theorem 9.12] we may find an ideal b C R
which belongs to the inverse class of a in CI(R), with N(b) coprime with N (a)
and char(k). Then ab is principal and we may consider a generator a € R* of
this ideal.Since a and b are coprime, the Chinese remainder theorem applies and
ensures that R/aR = R/(ab) ~ R/a® R/b, so that (R/aR)x A~ (R/a)x A®
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(R/b)* A by Proposition B.1.(iii). By the principal case, treated above, we have
#(R/aR)x A= N(a)? = N(a)IN(b)?, so that:

#(R/a)*x A-#(R/b)* A= N(a)!N(b)? (10)

By Equation (9), we have (R/a) x A = Ala] and for all P € A[a] and v € a, we
have «(v)(P) = 0, so that [N(y)]P = «(7y)(P) = 0 and the order of P divides
gcd({N(y) | v € a}) = N(a), and Ala] C A[N(a)]. It follows that #(R/a) %
A|N(a)?9. Since N(a) and N(b) are coprime, it follows from Equation (10) that
#(R/a)xA|N(a)9. With the same argument, we obtain #(R/b)*A|N(b)9, which
ensures that both inequalities are equalities, so that in particular #(R/a)x A =
N(a)9. This proves (ii).

(iii) Let r := rank(M). Then, there exists an exact sequence 0 — R —»
M > T — 0 with T := M/j(R"). The R-module T is of torsion, because
otherwise, there would exist a family of r + 1 independant vectors in M, contra-
dicting the equality = rank(M). By left exactness of the module action functor
(Theorem B.2), we obtain an exact sequence:

0 TH+AZAMEA A 47

It follows that dim(M+A)+dim(T*A) = dim(im(jxA4)) < dim(A") = rdim(A).
Furthermore, (i) ensures that T'x A is finite, so that dim(7T'xA) = 0 and dim(M
A) <rdim(A).

For the converse equality, we use again that T is of torsion, which ensures the
existence of d € N* such that d-T = 0, so that d-M C j(R") and q : x — j~!(dx)
defines a map M — R" such that q o j = didg-. By functoriality of the module
action (Theorem B.2), we obtain that (j x A) o (¢ x A) = (didgr) x A. But by
Lemma B.2, we have (didg-)* A = [d] a~, which is an isogeny, hence a surjective
map, so that jx A: M x A — A" is surjective, so dim(M x A) > rdim(A) and
finally dim(M x A) = rdim(A). This completes the proof. O

B.3 Functoriality of the module action when APGS vary

Similarly to what we have seen in the previous section, we can act with modules
on morphisms in a functorial way. We shall see in Appendix B.4 that Theorem 2.2
can be obtained as a corollary of the more general result proven below.

Theorem B.3. If M is a fg R-module, then every morphism of R-oriented
APGS ¢ : Ay — As induces an R-oriented morphism M %o : M x Ay — M x A,
so that A — M x A defines a covariant functor.

This functor is also left exact. Namely, it maps an exact sequence 0 — Ay —
Ay — Az of R-oriented morphisms of APGS to an exact sequence 0 — MxA; —
M x A2 — M % Ag.

Proof. The general approach is very similar to Theorem B.2. Let R"™ X Rrm
M — 0 be a finite presentation of M, where the left map is the matrix multipli-
cation on the left by X € M,, ,(R). By construction of M * A; and M * As, we
obtain a morphism of exact sequences:
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Ll(XT)
00— M x A AT A7
IMxp [ Dn(p) [ Daly)
00— M x A A A
LQ(XT)

where ¢; denote the R-orientation of A; for i € {1,2}, D,(¢) : (P)i<i<n €
A7 — (o(Pi))1<i<n € A% and D,,(¢p) is defined similarly. In particular, ¢ and
the construction of the M x A; induce an R-oriented morphism of APGS M x ¢ :
M % Ay — M x As. This construction is immediately functorial.

By construction, with the same arguments we used to prove the commuta-
tivity of Figure 7 in the proof of Theorem B.2, we can also prove that for any
R-oriented APGS B, the following diagram commutes:

o—
Hom (M, Homa, (B, A1)) L4 Hom (M, Homa,, (B, Az))
nB,Allz nB,A2JZ
(M %) o—
Homu, (B, M * Ay) Homu, (B, M * As)
Fig. 8

where the np 4, are the natural isomorphisms from Theorem B.1.

As in the proof of Theorem B.2; we obtain the unicity of M x ¢ : M x A; —
M % Ay from this universal property.

To complete the proof, it remains to prove the left exactness of the functor

A M*A. Let 0 > A -2 A, N As of R-oriented morphisms of APGS.
Then, by left exactness of the functors Hom 4,,(B, —) and Hompg(M, —) succes-
sively, we obtain an exact sequence:

0 — Homp(M, Hom 4, (B, A;)) —2“— Hom (M, Hom 4, (B, As))
Yoo, Homp (M, Hom 4, (B, A3))
From the natrural isomorphisms of Figure 8, we obtain an exact sequence:

0 — Homa, (B, MxA;1) 9% Hom y, (B, MxAs) % Homu, (B, MxAs),
and we conclude as in the proof of Theorem B.2 that

0— Mx Ay Y58 M x Ay ¥ M Ag

is exact, as desired. This completes the proof. a
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Unsurprisingly, the action of direct sums of modules on R-oriented morphisms
behaves as it should.

Lemma B.4. Let ¢ : Ay — Ay be a morphism of R-oriented APGS, My and
Ms be fg R-modules. Then:

(i) (My @ Ms) x ¢ is the diagonal morphism:

D(Ml*gD,MQ*QO)ZMl*AlEBMQ*Al —)Ml*AQEBMQ*AQ
(P, Q) — (My % p(P), M2 % (Q))

(i) In particular, for alln € N, R"™ x ¢ is the diagonal morphism:
Dn(p) : (Pi)i<isn € A7 — (9(FPi))1<i<n € A5

Proof. (i) We obtain the desired result from the universal property of the module
action on R-oriented morphisms given by Figure 8 for M = My, Ms and M; ® M,
and from the fact that (M; & Ma) x A; =2 My x A; & My x A; for i € {1,2}
(Proposition B.1.(iii)).

(ii) This follows directly from (i) and the fact that Rxp = ¢ by construction
of the module action on R-oriented morphisms. a

The action of modules on R-oriented morphisms of APGS introduced in
Theorem B.3 is compatible with the action of morphisms of R-modules on APGS
introduced in Theorem B.2 in the following way.

Theorem B.4. Let ¢ : M1 — Ms be a morphism of fg R-modules and ¢ : A1 —
Ay be a morphism of R-oriented APGS. Then, the following diagram commutes:

M1*§0
Ml*Al — M; *AQ

¢*A1T T(ZS*AQ
Mg*gﬁ
MQ*A14 >M2*A2
ie. (pxAs)o (Maxp) = (Myxp)o(p*Ar).

Proof. Let R™ Xy Rmi - M; — 0 with X; € M, n; (R) be finite presentations
of M; for i € {1,2} and consider a morphism of exact sequences:

X1
R™ R™ M, 0
Y iz ¢
R"2 R™2 M, 0

2

with Y € M, n, (R) and Z € M, m, (R) such that Z- X7 = X5 -Y. Let ¢; and
t2 be the R-orientations of A; and As respectively. Then on the one hand, we
have by construction the two following morphisms of exact sequences:
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(X9

00— Myx Ay Al 2 A12
pxAL|  u(Z7)] luy?)

0 My s Ay —— AP A
Mix@|  Dm,(p)] n(X1) 1 Dn, ()

0—— Ml *Ag A;nl Agl
t2(XT)

where Dy, (¢) is the diagonal morphism (P;)1<i<m, € AT = (©(Pi))1<i<m, €
A5, and similarly for D, (¢). On the other hand, we have the morphisms of
exact sequences:

n(X3)
0 —— Myx A AT Ay

M, *‘Pl D, (@)l anz (¢)
0—— MQ *A2 A;nZ T A7212
bxAs] D] 2X2) |LwT)
0—— M1 *A2 A;nl A;l
w(XT)

Since ¢ is R-oriented, we have D,,, () o t1(ZT) = 12(Z") 0 Dy, (), which
ensures the equality of the left vertical arrows of both diagrams, i.e. that (¢ x
As) o (M * @) = (M * @) o (¢ * A1). This completes the proof. O

B.4 The module action on abelian varieties oriented by a maximal
order

When R = O is the maximal order, we first obtain that we can restrict the
module action functors to R-lattices and R-oriented abelian varieties, and there-
fore prove Theorems 2.1 and 2.2 (with the conceptual construction).

Theorem 2.1 Assume that R = Ok, let (A,1) be an R-oriented abelian variety
and M be an R-lattice. Then:

(i) M * A is an abelian variety.
(ii) M — M % A defines an exact contravariant functor from the category of
R-lattices to the category of R-oriented abelian varieties.

Proof. (i) Since R = O, M is projective so there exists an R-module M’ and
n € N such that M @& M’ ~ R"™. The reduction modulo M induces a surjection
R"™ — M’ with kernel M. Since M is of finite type, we obtain a finite presentation
R™ — R"™ — M’ — 0 of M’'. We can then apply Proposition B.1, which ensures
that:

A" R % A= (MO M) *x A~ (MxA) @ (M xA)
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Hence, M x A ~ A™/(M’ x A). Since A™ is an abelian variety and M’ x A is a
subgroup scheme of A", [Cho52] ensures that M x A is an abelian variety, as
desired.

(ii) By Theorem B.2, we know that M — M * A is left exact. It remains to
prove its right exactness, i.e. that an injective morphism of R-lattices ¢ : My —
M> corresponds to a surjective morphism of abelian varieties ¢ x A : My x A —»
M1 * A.

If ¢ : My — M, is such a morphism, then we have an exact sequence 0 —

M, N My — coker(¢) — 0 which corrseponds to an exact sequence:

0 — coker(¢) x A — Myx A LN M+ A
by left exactness of the module action functor. We then have
dim(im(¢ x A)) + dim(coker(¢) x A) = dim(Ms x A),
with dim(Ms x A) = rank(M>) dim(A) and
dim(coker(¢)x A) = rank(Mz/¢(M;)) dim(A) = (rank (M) —rank(M;)) dim(A)

by Proposition B.4.(iii), so that dim(im(¢* A)) = rank(M7) dim(A) = dim(M;
A) and im(¢* A) = My x A, as a subvariety of M; x A with the same dimension.
We conclude that ¢ x A is indeed surjective, as desired. a

Theorem 2.2 Assume that R = Og. If M is an R-lattice, then every R-
oriented morphism of abelian varieties ¢ : Ay — As induces an R-oriented
morphism M x ¢ : M x Ay — M % Ay, so that A — M x A defines a covariant
functor. This functor is also left exact.

Proof. This follows immediately from the point (i) of the previous proof and
Theorem B.3. ad

To prove the formal construction of the module action from Definition B.1 is
equivalent to the effective one, we restrict the module action to R-lattices (acting
on R-oriented abelian varieties). The penultimate point of the following theorem
actually proves the desired result when we assume that R = Ok to ensure that
all R-lattices are projective and simplify the proofs. For that reason, we shall
assume that R = O and use - instead of x to denote the module action in the
following.

Theorem 2.3 Assume that R = O . Let (A, 1) be an R-oriented abelian variety
of dimension g defined over k and M C R™ be an R-lattice of rank n. Then:

(i) dim(M * A) = ng = rank(M) dim(A).

(i) An isogeny ¢ : My — My between R-lattices (i.e. injective with finite cok-
ernel) corresponds to an isogeny ¢ * A : My x A — My x A between R-
oriented abelian varieties (i.e. surjective with finite kernel). Furthermore,

deg(¢ x A) = (# coker(¢))? when char(k) 1 # coker(¢).
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(#ii) In particular, we obtain that the mrophism @pr @ A™ — M x A with kernel
A™[M] introduced in Section 2.1 is an isogeny. It has degree deg(pnr) =
[R™ : M9 when char(k){ [R™ : M].

(iv) If o : Ay — Ay is an R-oriented isogeny, then M % is an R-oriented isogeny
with kernel M * ker(p).

Proof. (i) This is Proposition B.4.(i).

(ii) Since a module isogeny is injective, we have an exact sequence 0 —
M -2 M, 25 coker(¢) — 0, where p is the reduction modulo ¢(M;). By
exactness of the module action functor (Theorem 2.1), we obtain an exact se-
quence:

O—>coker(¢)*AﬂMg*AMMl*A—>0

It follows that ¢ x A is surjective with kernel coker(¢)  A. But coker(¢) is
finite because ¢ is an isogeny, so coker(¢)« A is also finite by Proposition B.4.(i).
Hence, ¢* A is an isogeny of degre # coker(¢)x A = (# coker(¢))? when char(k) ¢
# coker(¢) by Proposition B.4.(ii).

(iii) The inclusion j : M < R™ is an isogeny (because M has full rank), so
it corresponds to an isogeny @p; ;= j* A : R"x A= A™ — M x A with kernel
(R™/M) x A and degree [M : R"]Y when char(k) t # coker(¢) by (ii).

To compute (R™/M) % A, consider a family of generators (z1,--- , ) of M
and the matrix X € M, ,,,(R) whose columns are the x;s. We then obtain a finite

presentation 0 — R™ X R" 5 Rn /M — 0 whose right arrow is the reduction
modulo M. By construction, we then have, as in Remark 2.1:

(R"/M)x A =ker(t(XT) : A" — A™)
={Pe A" |VI<i<m, (x;)(P)=0}
={Pec A" |Vz e M, z)(P)}=A"[M]. (11)

(iv) Since M is an R-lattice, we can consider an embedding j : M — R"
with n = rank(M), so that j is an isogeny. By Theorem B.4, we have:

(JxAz) o (R" %) = (M xp)o(j*Ar), (12)

where R"xp = D, () by Lemma B.4.(ii). Since j is an isogeny, j* A; and jx As
are isogenies and since ¢ is an isogeny, D, (¢) is also an isogeny. Isogenies being
surjective, it follows from Equation (12) that M x ¢ is surjective. This equation
also ensures that ker(M x @) = (5 * A1)(ker((j * A2) o D,,(¢))), which ensures
that M x ¢ has finite kernel since isogenies have finite kernel. Hence, M x ¢ is
an isogeny.

Now, if R" X R™ = M — 0 s a finite presentation of M, we obtain on
the one hand, by construction of M x ¢ an exact sequence:

0 — ker(M * p) — ker(D,/(¢)) = ker(gp)"/ L(LT)) ker(D,,(v)) = ker(p)™.
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On the other hand, by construction of Mxker(p), we also have an exact sequence:

) T
0 — M *ker(p) — ker(p)” A7), ker(p)™.

We conclude that ker(M * ¢) =2 M x ker(y), which completes the proof. O

Remark B.1. Aside from the assertion on degrees of isogenies, the assumption
R = O is only used to prove (i), using the fact that M is projective, from which
the rest of the theorem follows. However, this assumption is not necessary (see
[JKP+18, Theorem 4.4]) but only meant to simplify the proofs.

B.5 Duality, polarisations and Hermitian module action

Theorem 2.4 Assume that R = Ok. Let (A, 1) be an R-oriented abelian variety
and M be an R-lattice. Then:

(i) AV is R-oriented for an orientation t* : R < End(AY),r — «(T)V.
(ii) MV - AV = (M - A)V.
(iii) If ¢ : My — My is a morphism of R-lattices, ¢V - AV : My - AY — My - AV
s the dual of ¢ - A : My - A — My - A.
(iv) If o : Ay — Ay is an R-oriented morphism, then MY -o¥ : MY-AY — MV-AY
is the dual of M - : M - Ay — M - As.

Proof. (i) The R-orientation ¢ : R < End(A) induces an R-orientation of AY
given by ¥ : r € R — «(r)V € End(AY). However, to ensure (i) and (iii)
(but also compatibility with Hermitian forms), we consider the R-orientation
t*:r € R 1(T)" € End(AY) instead.

(ii) Let R™ X, R™ — M — 0 be a finite presentation of M, where the
left map is the multiplication on the left by X € M,, ,(R). Then, apply the
Homz(—, R) functor, we obtain an exact sequence:

0— MY = (R™)Y —%, (R")V (13)
We have a canonical isomorphism R™ = (R™)V identifying the canonical basis
(e1,--- ,e,) of R™ with its dual basis (ey,--- ,e)) of (R™)" satisfying e} (e;) =
0;; for all 1 < 4,5 < n. If we denote by (f1,--- ,f,) the canonical basis of R™
and (f)/,---,fY) its dual, then we obtain for all 1 <i<mand 1 < j <mn,

m m
£(X ej) =t/ (Z Xq,ij> = X (£) =D Xgi0iq=Xij,
q=1 q=1
so that £ o X = Z?Zl Yi,je}/. Hence, the right map in Equation (13) can be
identified to the left multiplication by YT, so we have an exact sequence:

=T
0— MY R™ X, gn
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Then, by exactness of the module action functor of (AY,:*) on R-lattices (The-
orem 2.1), we obtain an exact sequence:

(AVyr Ay v AY o, (14)

By construction of the module action, we also have an exact sequence:

XT
0= M- A— A™ L g,
Applying the dual functor (which is exact), we obtain an exact sequence:

(A X avym (M- A)Y 0, (15)

where by the definition from point (i), we have :V(X) = +*(X), so that the exact
sequences (14) and (15) are isomorphic, which ensures that MY - AY = (M - A)V.

(iii) M; and M being finitely presented, we may consider an isomorphism
of exact sequences as in the proof of Theorem B.2:

X1
R™ R™ M, 0
| |
Y '\ Z l<z>
~ ~
R"™ R™2 M 0
Xo 2

Fig.9

with matrices X; € My, n,(R) for i € {1,2}, Y € M,,,,(R) and Z €
My m, (R) such that Z - X; = X5 -Y. On the one hand, applying the mod-
ule action functor on A (which is exact on R-lattices), we obtain a morphism of
exact sequences:

X7
0——— My- A A2 Am2
lo-A Lz LT
00— M;-A A po A™
L(Xl )

And applying the dual functor, which is also exact, we obtain the morphism of
exact sequences:

On the other hand, applying the Homﬁ(—, R) functor to Figure 9, we obtain
a morphism of exact sequence:

—T
0 My R™2 X2 RNz
Lo 1z e
0 Mlv R — R™

Xy
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(AV)”ng)(AV)mI N (Ml . A)V 5 0
o) 1@ L4

A AT 0 A o

Fig. 10

Finally, applying the module action functor of (A, t*), we obtain the morphism
of exact sequences:

(avym ED aym oy
@) @) lov-aY
(A2 S (A b AY —— 0

Fig. 11

Since ¥ (r) = o*(7) for all r € R, we can identify (¢ - A)Y : (M; - A)Y —
(Ms - A)V with ¢V - AV : MY - AY — My - AV by comparing Figure 10 and
Figure 11.

(iv) Since M is an R-lattice, we can consider an embedding j : M — R"
with n = rank(M), so that j is an isogeny. On the one hand, using Theorem B.4
and Lemma B.4.(ii), we obtain Equation (12): (j-A2)oDy(v) = (M -p)o(j-A1).
Applying the dual functor and using (iii), we obtain:

Dn(p¥)o (7 Ay) = (77 - A{) o (M - ¢)”

On the other hand, we can apply Theorem B.4 to j¥ : (R")Y = R" — MY and
pV: AY — AY to obtain:

Dn(p¥)o (37 Ay) = (V- AY) o (MY - ")

It follows that the image of MV @Y — (M - )" is contained in ker(j¥ - AY). Since
Jj is an isogeny, j¥ is also an isogeny and so is j¥ - AY by Theorem 2.3.(ii), so
ker(5¥ - AY) is finite. Since image of morphisms of abelian varieties are abelian
varieties, they are connected, so the image of MY - Y — (M - ¢)¥ must be 0,

which completes the proof. a

Theorem 2.5 Assume that R = Og. Let (A, \a,t) be an R-oriented polarised
abelian variety and (M, H) be a polarised R-lattice. Then:
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(i) H defines an R-oriented polarisation (M,H) - Xa of M - A. We denote by
(H,M) - (A, Aa,t) (or simply (H,M) - A) the resulting R-oriented polarised
abelian variety.

(i) If Aa is principal, then (H,M) - Aa is principal if and only if (M, H) is
unimodular.

(iii) Let ¢ : (My,Hy) — (Ma, Hs) be a d-similitude between unimodular Her-
mitian modules and assume A is principal. Then ¢ - A : (Ms, Hy) - A —
(My, Hy) - A is a d-isogeny between R-oriented PPAVs.

Proof. (i) Since H is a polarisation, it is integral on M*, and we have M* C M,
and this inclusion induces an isogeny ¢ : MY = M* < M. We can then define
(M,H) - A4 as the composition:

M.A LA v g ML ey gy
‘We then have:

(M H)-Xa)" = (¢m - A)Y o (MY -Xa)” = (¢f5 - AY) o (MY - \})
(by Theorem 2.4.(iii)-(iv))
= (¢m - AY) o (MAa)
(since MYV = M and by autoduality of ¢z and \4)
= (MY -Aa)o(om-A)=(M,H) Aa
(by Theorem B.4)

So that (M, H) - A4 is autodual. By points (ii) and (iv) of Theorem 2.3, ¢p - A
and MY - A4 are isogenies so their composition is an isogeny. This proves that
(M, H) - X4 is a polarisation of A. It is also R-oriented by construction, making
(M,H) - A an R-oriented polarised abelian variety.

(ii) (M,H)-Ag = (MY - Xa) o (¢g - A) is principal if and only if it is an
ismorphism i.e. ¢ - A and MY - A4 are isomorphisms. Theorem 2.3.(iv) ensures
that MY - A has kernel MV - ker(A4) = 0 since ker(A4) = 0 by principality of
A, so MY - A4 is an isomorphism. In addition, Theorem 2.3.(ii) ensures that
ép - A has degree [M : M*]9 (with g = dim(A)) so it is an isomorphism if and
only if M = M* 4.e. (M, H) is unimodular. This proves (ii).

(iii) Let us denote by ¢; : MY = M, the isogeny associated to the polar-
isation H; for ¢ € {1,2}. Then, we see that ¢Z-_1 is the map « — H;(x,—) for
i € {1,2}. Hence, for all z € Ms, we have:

pro09" 0y (z) = dr0¢" 0y ! (x) = ¢1 0" (Ha(x,—)) = ¢1(Ha(z,6(-)))
= ¢1(Hi (¢ (x), —)) = ¢*(x)

Since ¢ is a d-similitude, we have ¢ o ¢f = didyy,, so that ¢ o ¢1 0 ¢V = deps.
From Theorem 2.4.(iii), Theorem B.4, by functoriality of the module action and



66 The MIKE team

the previous equality, we then obtain that:

(¢p-A) o(My,Hy)-Xao(p-A)=(¢"-AY)o (M -Aa)o(p1-A)o(p-A)

= ( Jo(My-Aa)o(g-A)
=(¢"- Av) (¢1-AY)o (o AV) o (Mz - Aa)
=(¢popio¢’) AV o (My- )

= (dea) - AY o (M3 - \y)

[d](¢2 Av) o (Mz-Aa)

= [d](My" - Xa) o (¢ - A) = [d](Ma, Ha) - Aa

This proves that ¢ - A is a d-isogeny, which completes the proof. a

B.6 Generalising the module action to quaternion orders

In this section, our base field k has positive characteristic p > 0 and we consider
a maximal order O of the quaternion algebra B, . ramified at p and oco. The
goal of this section is to define the action of left O-modules on O-oriented abelian
varieties. Note that by the Deuring correspondence, there exists a supersingular
elliptic curve E/k such that End(E) ~ O, which is therefore O-oriented with an
orientation that fills its full endomorphism ring.

Left O-modules. Since O is a maximal order, the structure of finitely generated
(fg) left O-modules can be described conveniently and we have an analogue of
Theorem A.1.

Theorem B.5. Let M be an fg left O-module. Then:

(i) M = P& T, where P is a torsion free R-module and T is an R-module of
torsion.
(i) If M is torsion free (T =0, M = P), then M is projective.
(iii) There exist left O-ideals I, - , I, such that P ~ @;ﬂ:l I;
(iv) If m :=rankp(P) > 2, then P is free P ~ O™,
(v) There exist left O-ideals Iy, - - , I, such that T ~ @?:1 0/I;.

Proof. Since an O-module is a Z-module and Z is Dedekind, the decomposition
M = P@T from (i) follows from Theorem A.1.(i). Then it is easy to check
that P and T are stable by left multiplication by O. (ii)-(iii) follow from [Rei03,
Corollary 21.5]. (iii) also follows from the fact that simple torsion free left O-
modules are left O-ideals, which is a consequence of [Voi21, Lemma 7.2.17]. (iv)
is due to Eichler [Eic38]. Finally, (v) is [Rei03, Exercise 4, p. 202]. O

Theorem B.5 allows us to work in familiar territory. All torsion free fg left O-
modules are O-lattices (i.e. can be embedded into a power of O). Furthermore,
they are all projective and are either isomorphic to a left O-ideal or a power of O.
Moreover, O-lattices are finitely generated by Theorem B.5.(iii), which ensures
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that all fg left O-modules are finitely presented (which allows to reuse the proof
techniques from Appendices B.2 and B.3).

However, some subtleties arise because O is non-commutative. If My and M,
are left O-modules, then Homep (M7, M3) does not have a structure of O-module
but only a structure of Z-module. Nonetheless, the dual MV of a left D-module
M as MY = Homg (M, O) made of O-antilinear maps M — O still has an O-
module structure but by multiplication on the right. Even though MV has a
natural right O-module structure, we may still see it as a left O-module.

The notions of isogeny between left O-lattices is similar to the one introduced
in Appendix A.3. The notion of (positive definite sesquilinear) Hermitian form
H:V xV = B o defined on a fg left B), .-module also generalises naturally.
Finally, the notions of polarisation and unimodularity with respect to a left O-
module M C V', and the notion of similitude between polarised modules are also
similar.

The action of left O-modules. Now, regarding the left O-module action
construction, we can state the following. The conceptual construction of the
action of fg left O-modules works as in Appendix B.1. However, if A is an O-
oriented APGS and M is a fg left O-module, we no longer have the guarantee
that M + A is O-oriented (since O does not commute). Therefore, we need to
replace Agr by the category A of APGS (without orientation constraint). Then
M x A still satisfies a universal property close to Theorem B.1: for all APGS B,

Hom 4 (B, M x A) =2 Homp (M, Hom 4 (B, A)),

as an isomorphism of Z-modules. Note that Hom 4 (B, A) is still a left O-module
(since A is O-oriented). By the above universal property, we can still derive the
properties of Proposition B.1 (except the commutativity property of point (iv)
since O is not commutative) and the ring extension property (Proposition B.2)
when R is replaced by O and S by any subring of O.

Functoriality of the left O-module action. Given a fixed O-oriented APGS
A, the action of fg left O-modules M +— M x A still defines a left exact contravari-
ant functor in the category A of APGS (Theorem B.2) and the subsequent
properties from Appendix B.2 still hold (in the category A instead of Ag). In
particular, Proposition B.3 holds with the following caveats. We have an isomor-
phism Hom 4 (M * A, M1 % A) =2 Home (M, Ms) but as Z-modules. Nonetheless,
the isomorphism Hom 4 (M x A, A) = M is an isomorphism of left O-modules
and if M7 x A ~ M, x A, then we still have M; ~ My as left O-modules. Propo-
sition B.4 also holds: we have dim(M * A) = rank(M ) dim(A); however if M is
of torsion, and dim(A) = g, the cardinality of M x A is (#M)9/? (instead of
(#M)? in the quadratic case).

The functoriality properties from Appendix B.3 (and Theorem 2.2) are also
true for the left O-module action. Namely, if M is a fg left O-module, A — M*A
is a covariant left exact functor from the category of O-oriented APGS (with
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O-oriented morphisms) to the category of APGS. This functor also satisfies
Lemma B.4 and the compatibility property from Theorem B.4.

The left O-module action on abelian varieties. When A is an O-oriented
abelian variety, M — M x A still defines an exact functor from O-lattices to
abelian varieties (Theorem 2.1). Consequently, Theorem 2.3 still holds for O-
oriented abelian varieties. In particular, the conceptual construction from Ap-
pendix B.1 is still equivalent to the effective one from Section 2.1. Once again, we
can then denote the left O-module action by - instead of x. We also recover the
quaternion ideal action of the Deuring correspondence from the action by left
O-ideals (seen as left O-modules) on O-oriented supersingular elliptic curves.
The compatibility between left O-module action and the duality on abelian
varieties from Theorem 2.4 still holds. From this, we can still obtain the cor-
respondance between polarised left O-lattices and their isogenies and polarised
Q-oriented abelian varieties and their similitudes described by Theorem 2.5.

C The Weil restriction and Scholten’s construction

In this section, we expand on Section 3. We give a thorough description of the
Weil restriction and Schotlten’s construction, before giving a more conceptual,
and much more general, proof of Corollary 3.1.

Recall the notation from Section 3: p is a prime = 3 mod 4, set K :=
Q(v/=p). We denote the maximal order of K by R := Ok := Z[(v/—p — 1)/2],
and S = Z[/—p] the order of K with conductor 2.

C.1 Weil Restriction

Given an elliptic curve E over F,., we want to find a variety over F, that is
naturally associated to E. The Weil restriction, introduced by Weil [Wei64] as
the restriction of scalars, gives us exactly that: For an extension of fields k'/k of
degree n and an algebraic variety X over K of dimension g, the Weil restriction
Wi /i (X) is an algebraic variety over k of dimension n - g. Given explicit poly-
nomials defining X over K, we get a description of Y by introducing additional
variables to obtain polynomials defined over k. Furthermore, the Weil restriction
not only reduces varieties over k' to varieties over k, but also the maps between
such varieties.?

When k' = F,2 and k = F,, we simply write W(A) for the Weil restricion.
When we apply the Weil restriction to an elliptic curve E over Fp, we get
a principally polarised?’ abelian surface W (FE) over F,. Similarly, n-isogenies
E — E’ descend to n-isogenies W(E) — W (E').

19 In categorical language, we can reduce both objects and morphisms and thus the
WEeil restriction is functorial.

20 As the Weil restriction is functorial, restrictions of abelian varieties are still abelian
varieties, and restrictions of principal polarisations are still principal polarisations.
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Ezample C.1. The main application of the Weil restriction in this work is the
restriction of elliptic curves over Fy2. Let A € F,2 \ F, and let E4 : y* = 2% +
Az? + x. By writing y = yo + iy1, £ = x¢ + iz1, and A = ag + ia1, the defining
equation can be split into its real and imaginary parts as

. 2 2_ .3 2 2 2
Wre: Yo — Y1 = Ty + Tpao — 3xoxy — 2T0T101 — T100 + To,

2 2 3 2
Wim : 2yoy1 = 3x5x1 + 2901 + 2x0T100 — T] — TIA1L + 21

Here, Wgr, and Wiy, are polynomials over F, that define the Weil restriction
W(E4): points P = (x, x1,Yo0,y1) that are solutions to both Wg,e and Wi, are
the affine points on W(E ). Any point P = (zo + 1 - 4,y0 + y1 - 1) € E(F,2)
can then be transformed into such a point (zg,21,¥0,31) on W(E4)(F,), and
vice versa, and we can similarly induce addition on W(E4) via E4, so we find
that W(E4)(F,) =2 Ea(F,2) as groups. However, W (E4) is now a principally
polarised abelian surface of dimension 2 over F,.

Remark C.1. Note that, over F, (though not over F,), the Weil restriction is
a distinct third option in the classification of principally polarised abelian sur-
faces: the Weil restriction W(E ) from Example C.1 is neither a Jacobian of a
hyperelliptic curve over F, nor a product of elliptic curves over [F,.

It is insightful to see what happens when we view Wj./,(A) over any field
extension k'/k again. Let G := Gal(k’/k) be the associated Galois group, then
over k',

Wi/ (A) = H A°.

ceG

Following Example C.1, W(E,) is isomorphic to E4 x EG over F,2, where E9
is the conjugate curve image of the p-Frobenius isogeny o : (z,y) € Fa —
(zP,yP) € ES and defined by y? = 23 + APz? 4+ x [Wei64, Sec. 1.3]. From here on
we will use ¢ to denote the p-Frobenius isogeny on any elliptic curve but only
on elliptic curves, and always denote the conjugate curve with an exponent o.

Galois model. Example C.1 gives a model for W(E ) in terms of concrete equa-
tions Wge and Wry,. In practice, this model is somewhat cumbersome to work
with, and instead, we will use the Galois model in the remainder of the work.
The Galois model describes points on W(E4) as tuples (P, Q) with P € E4 and
Q € E9, with the caveat that F,-Frobenius acts as 7 : (P, Q) — (c(Q), o(P)),
instead of the usual Frobenius (P, Q) — (o(P),c(Q)). In fancier terms, the Ga-
lois model describes W (E4) as the descent of the surface E4 x ES from Fp2 to F,
under the Galois action associated to m. Thus, an F,-rational point on W (Ej,)
is a pair (P, @) such that 7(P, Q) = (P,Q), or in other words, @ = o(P). This
recovers the same isomorphism of group structures E(E,2) = W(E4)(F,) as be-
fore, using P — (P, o(P)). We can further extend this isomorphism with twist.
Indeed, an F,-rational point on W (E4)" can be associated to a point P € E(F,2)
via the mapping P — (P, —o(P)).
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Remark C.2. We can express Weil restriction functoriality more precisely with
the Galois model. If ¢ : E — E’ is an n-isogeny, its Weil descent W (yp) : W(E) —
W (E’) has kernel ker(p) x {0} & {0} x o(ker(¢)).

Lemma C.1. If E be a mazimal supersingular elliptic curve defined over Fp.
with p =3 mod 4, we have:

(i) W(E)(Ep) > Zpy1 X Zpy1.
(it) W(E) is primitively oriented by S = Z[\/—p] via its p-Frobenius endomor-
phism.
(iii) W(E) is isogenous to E3 over F, (where Eo/F, has j-invariant 1728), so it
s superspecial.

Proof. (i) We have seen that W(E)(F,) = E(F,2) and since E is maximal over
F,2, we have E(F,2) ~ Zj 11 X Zypi1.

(ii) As we have seen, W(FE) is Fp2-isomorphic to E x E? with Frobenius
endomorphism 7 : (P, Q) — (0(Q),c(P)), so that 7%(P,Q) = (¢*(P),0%(Q))
for all (P,Q) € W(E), where o denotes the p>-Frobenius by abuse of notations.
Since E is maximal, we have #E(F,2) = (p + 1)?, so that Tr(o?) = p? + 1 —
#E(F,2) = —2p and 02 is annihilated by 2% — Tr(c?)z +p? = (z+p)?. It follows
that 02 = —[p], that 72 = —[p] on W(E) and that 7 corresponds to /—p, and
induces an S-orientation of W (E).

If this orientation was not primitive, then W(E) would be oriented by R, so
(m —1)/2 would be an endomorphism, i.e. W (E)[2] would be F,-rational. But
W(E)[2] ~ Z3 and W (E)(F,) ~ Z2,, by (i) and Z3 cannot be embedded into
Z2,,. This proves that W (E) is ineed primitively S-oriented.

(iii) Let us denote by o and ¢’ the p-Frobenius isogeny from F and E°
respectively. Using the matrix notation for endomorphisms of W(E) & E x E°
and [GSS25, Proposition 4.8], we obtain for all « € Z,

deg([z] — 7) = deg <[—x¢]7 —[;]'/) _ (x2 +p)- (m2 +p) — deg(—c;’ o [z] — [z]o)

= (2% +p)®

where we used the fact that ¢’ o ¢ = [—p] since it is the p?>-Frobenius, so that
o' = —o. It follows that the characteristic polynomial of 7 is (z2 + p)2. By
similar computation the characteristic polynomial of E3 is also (2% + p)2. Then
by Tate’s theorem [Tat66, Theorem 1.(c)], W (E) is F,-isogenous to Eg. O

Remark C.8. When FE is already defined over F,,, we can still define W (E) by the
descent of E' x E from F, to [, with respect to (P,Q) — (0(Q),c(P)) = (Q, P).
Even though E? := E x E is now defined over [F,, it comes equipped with a dif-
ferent Frobenius map. Hence, the Weil restriction W (E) is not isomorphic to E?
over F,, but only over F,2, or in other words, W (E) is a twist of E?/E,. However,
W(E) and E? are isogenous over [, by a similar argument to Lemma C.1.(iii).
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C.2 Scholten’s Construction

As we can see in Lemma C.1.(i), the Weil restriction W (E) has only rank-2
rational 2-torsion. To work with a rational level-2 theta model for a principally
polarised abelian surface, we need fully rational 2-torsion, but for W (E) this lives
over [F.. Instead of working over F,2, we work with an associated abelian surface
W'(E) which does have full rational 2-torsion, introduced by Scholten [Sch03].
Scholten’s original construction is defined through several maps between hyperel-
liptic curves, which are rephrased for cryptographic purposes by Costello [Cos18].
We follow the presentation from [CR26; Rob24b], where Scholten’s construction
is reinterpreted as a gluing of the 2-torsion E[2].

Definition C.1. Let p = 3 mod 4 and let E be a maximal supersingular elliptic
curve over B2 with W(E) its Weil restriction. Scholten’s construction W'(E)
is the image of the 2-isogeny I : W(E) — W'(E) whose kernel is the maximal
isotroptic subgroup of W(E)[2] given by:

W(E)(E,)[2] = {(P,o(P)) | P € E[2]}.

Since W(E)(F,)[2] is F,-rational, so is I', which ensures that W/(E) is F,-
rational. Actually, it is the Jacobian of a hyperelliptic curve of genus 2 over F,
[Cos18, Proposition 1].?" Not only is W’(E) F,-rational but also R-oriented, as
desired.

Lemma C.2. Let p = 3mod 4 and let E be a mazximal supersingular elliptic
curve over 2. Then:

(i) W/(E) =f- W(E) via the S-module action, where § := (2,1/—p — 1) is the
conductor ideal of S.
(ZZ) WI(E)(FP) ~ 7y X Ly X Z(p+1)/2 X Z(p+1)/2.
(i) W/(E) is primitively oriented by R = Z[(v/—p — 1)/2] via its p-Frobenius
endomorphism.

Proof. (i) Using the S-orientation of W(E) (Lemma C.1.(ii)), we have by defi-
nition:
W(E)[]] = W(E)[2] Nker(m — idw (m)) = W(E)(F)[2]

It follows that I" : W(E) — W'(FE) is the S-oriented isogeny induced by f and
that W/(E) = j- W(E).

(ii) By definition, W’(E) is Fy-isogenous to W (E), and by Lemma C.1.(i),
we have #W (E)(F,) = (p + 1)%. By Tate’s theorem [Tat66, Theorem 1.(c)], it
follows that #W'(E)(F,) = (p+ 1)%

2L As noted in [CR26], the 2-isogeny I' : W (E) — W’'(E) becomes a gluing isogeny
E x E° — W'(FE) when viewed as an isogeny over F,2. For an explicit construction
of the hyperelliptic curve associated to W’(E), see [Sch03; Cos18].
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Since E is maximal over Fy2, we have E(Fy2) = E[p+1] ~ Z2,, so we can
find a basis (P,Q) of E(F,2) = E[p + 1] and consider U := I'(P,o(P)) and
V:=TI'(Q,0(Q)). Now, using the Frobenius S-orientation of W/(E), we obtain:

7 (U) = %F omol'oI'(P,o(P)) = I' o n(P,o(P)) = I'(¢*(P),o(P))
=I'(P,o(P))=U,

and similarly, 7/(V) = V, so that U,V € W/(E)(F,). Furthermore, if \,x € Z
satisfy [A]JU + [u]V = 0, we then have ([A]P + [u]@, o ([A\|P + [1]Q)) € ker(I") so
[A]P +[1]@Q € E[2], which ensures that (p+1)/2 divides both A and pu. It follows
that U and V' both have order (p + 1)/2 and are linearly independent.

By [Cosl8, Equation 9], the equation of the genus 2 curve whose Jacobian
is W/(E) is of the form y?> = f(z) with f € F,[z] of degree 6 and all its roots
defined over F,. It follows that W'(E)[2] is F,-rational.

Since W'(E)[2] ~ Z3, we may then find U’, V' € W/(E)[2] linearly inde-
pendent and linearly independent of [(p + 1)/4]U,[(p + 1)/4]V € W'(E)[2],
so that (U’,V’,U,V) forms a basis of a subgroup of W'(E)(F,) isomorphic to
73 x Z%p +1y/2 and of the same cardinality. This proves (i).

(iii) Let ¢ be the S-orientation of W (E) induced by the Frobenius and ¢' be
the resulting S-orientation of W/(F) via the module action by f. Then, on the
one hand, I" being S-oriented, we have J/(y/—p) o' = I'ou(y/—p) = I" o, so
that o/(y/=p) =1/2om o I'. On the other hand, I is Fp-rational and we then
have 7' o I' = I' o 7, where 7’ is the p-Frobenius endomorphism of W/(E). It
follows that 7/ = 1/2I o w o I' = «/(\/=p) so that W'(E) is S-oriented via its
p-Frobenius endomorphism.

To conclude that W’(E) is R-oriented, we have to prove that (7' — 1)/2 is
an endomorphism, i.e. that W/(E)[2] C W'(E)(F,), which holds by (4%). O

Similar to the Weil restriction, Scholten’s construction also maps n-isogenies
E, — E5 to n-isogenies W/(Ey) — W/(E3), and, by Lemma C.2.(ii), Scholten’s
construction W’(E) does have rational 2-torsion! This allows us to efficiently
work with (variations of) level-2 theta structures. In particular, when p = 7 mod
8, Scholten’s construction has a rational level-2 theta null point [Rob24b, Lemma
5.15).

Lemma C.3 (Prop. 5.18 [Rob24b]). Let E be an elliptic curve over I, with
E[2] C E(F,). Then the Scholten’s construction of E satisfies over F,:

W'(E) >~ FE x E".

Proof. We have seen in Remark C.3 that W(E) is an F,-twist of E? for E over
F,. The map I' : W(E) — W’(E) now coincides with the differential addition
map (P, Q) — (P+Q, P—Q) as they both have kernel {(P, P) | P € E[2]}. Now,
applying first 7 : (P, Q) — (0(Q),o(P)) and then I" results in I" o (P, Q) =
(6(P+Q),—0o(P—Q)). Since I is F,-rational, the p-Frobenius endomorphism 7’
of W/(FE) satisfies ' om =7’ o I', so it is given by 7' : (P,Q) — (c(P), —c(Q)).
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That is, the first factor is as expected, but the second factor is twisted by [—1].
Hence, W’(E) is F,-isomorphic to the twist by [1] x [-1] of E? i.e., Ex E*. O

A special case is given by Ej : y*> = 3 — x over E, with p = 3 mod 4. For
this curve, it holds that E}[2] C E{(F,) and EJ = E{, hence, we immediately
get the following corollary.

Corollary C.1 (Example 5.19 [Rob24b]). Let p = 3mod 4 and let Ej :
y* = a® — x over F,. Then the Scholten’s construction of E}, satisfies

W'(E}) = E) x Ej.

C.3 A conceptual proof of Corollary 3.1

We now work out the relation between Scholten’s construction and the module
action in much greater detail than in Corollary 3.1. Let E be a maximal super-
singular elliptic curve defined over [F,2. As claimed, we now formally prove that
W (FE) is primitively oriented by S = Z[\/—p] via its p-Frobenius endomorphism
and that W/(FE) is primitively oriented by R = Z[(v/—p—1)/2] as a result of the
action of an ascending 2-isogeny via the conductor ideal f := (2,,/—p — 1) of R.

Theorem C.1. Assume that p =3 mod 4. Let Ey be a primitively R-oriented
supersingular elliptic curve defined over F,, and E{ := §-r Ey. Let Oy be a
quaternion order isomorphic to End(Ey), I be a left Og-ideal and @5 : Eg — Ef
be the isogeny corresponding to I via the Deuring correspondence. Then:

(i) W(E;) = My -s Ey where My ~ I as an S-module.
(ii) W'(E;) = (R®s My) -r Ej.

Proof. (i) Recall that W(E;) = E; x EY with the p-Frobenius endomorphism
m: (P,Q) — (6(Q),0(P)) and ¢ : E; — EY the p-Frobenius isogeny of Ej.
Consider ¢§ : Eg — EY, the Galois conjugate of ¢y satisfying o o o5 = ¢J o 0y,
where ¢ is the p-Frobenius endomorphism of Ey. Then, W(E)) is isogenous
to EZ via the Weil restriction of p;, W(p;) = Diag(er, %) : B3 — E; x E9.
Besides, we have moW (o) = W(¢r)oDiag(og, 0g) by construction, which proves
that W (Ey) is isogenous to EZ over F,. Then, [JKP+18, Theorem 7.11] ensures
the existence of an R-module M; such that W(E;) = My -r Ep.
Then, by Proposition B.3.(ii), we have

M ~ Homu, (W (Er), Ep)
={(g;¥) | ¢ : Er = Eo, ¥: E]f = Eo, (p,9)om =000 (p,9)}
={(e.¥) [9: Ef = Eo, ¥ : Ef = Ey, opop=1o0 A ggotp =¢poo}
= {(,9?) | ¢ € Hom(E}, Ey)} ~ Hom(E}, Eg) ~ I,

where 7 is the Galois conjugate of ¢ and the last isomorphism follows from the
Deuring correspondence.
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(ii) By Lemma C.2.(i) and Proposition B.1.(iv) and Proposition B.2, we then
have:

W' (Er) =f-s W(E) ~f-s (Mj-s Ey) ~ M -5 (f-s Eo) = M;-s E
= (R®s M) g Ej.

This completes the proof. a

We can now specialise Theorem C.1 to a specific case of interest when Fy ~
E{, to obtain a more conceptual proof of Corollary 3.1.

Corollary C.2. Consider the curves Eg : y*> = 23+ 2 and E) : y* = 23 — o

defined over F, with p = 7 mod 8. Then Ey is primitively R-oriented, E{ =
f-r Eo, E| is the quadratic twist of Ey and we may consider a quaternion order
Oy isomorphic to End(Ep) ~ End(EY}). Let I be a left Og-ideal and pr : E) — Ej
be the isogeny corresponding to I wvia the Deuring correspondence and py be
the isomorphism Oy = R%* a + Bi — (a, 3). Then W'(E;) = M; -r E}) with
M[ = po(I)

Proof. Let @5 : Ey — f- Ey be the 2-isogeny associated to f. Then ker(yps) =
Ey[2] N Ey(F,) = ((0,0)). By the formulae in [Renl8, Remark 6], we obtain
that f - Ey has an equation of the form y? = 2% + 622 + 8z = x(x + 2)(x + 4)
over F,. Considering the isomorphism (z,y) — (2/2 + 1,y/(2v/2)), we obtain
that - Ey ~ E)). Since p = 7 mod 8, we have /2 € F, so this isomorphism is
F,-rational.

By Theorem C.1.(ii), we have W/(Er) = (R ®s M) ‘g E{), with M; ~ I as
an R-module, so that R ®¢s M; ~ R®g I as an R-module. But E{, is R-oriented
since Ey[2] = {0,(0,0), (1,0),(—1,0)} C E{(F,). Hence R — Oy, and since I is
stable by left multiplication by Oy, it is stable by left multiplication by R and
we must have R ®g I ~ I. It follows that R ® g My ~ I ~ M; as R-modules,
which completes the proof. a

D MIKE from the matrix point of view

There are two equivalent ways of seeing the module action involved in the MIKE
key exchange. The first one is via modules and module morphisms and is devel-
oped in details Appendix B. Although more conceptual, this approach gives the
easiest proofs, which mostly follow by functoriality.

The second approach is the one introduced in Section 2 where we build out the
explicit isogenies induced by the module action from kernels given by suitable
matrices. In this section we revisit the MIKE key exchange from this “more
practical” matrix point of view. The idea to revisit MIKE and the commutative
diagram in Corollary D.1 from the point of view of the matrix kernels of the
corresponding isogenies was suggested to us by Marc Houben.

First recall from Section 2 the following notation: if A is an R-oriented abelian
variety and M € M,,4(R), we denote by A9[M] the kernel of the application
M : A9 — A" induced by M and the orientation. As a variant of Theorem 2.5,
we get:
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Proposition D.1. Let (A, Aa) be a primitively R-oriented principally polarised
abelian variety of rank v, for R a quadratic imaginary order. Let U € My(R) be a
Hermitian matriz such that U*U = N1d. Let n | N and consider M = nUId ,
and assume further that A9[M] = A9n,U] C A9n] is of cardinal n"9. Then
A9[M] is mazimal isotropic, and the quotient by this kernel induces a n-isogeny
(A9, 0%) — (B = A9/A9[M], Ag).

Proof. Since U*U = N1d, we have U*A9n] C A9[n,U]. Furthermore, since
en(Uz,y) = ey (x,U*y) because the orientation is compatible with the polarisa-
tion, we also have that U* A9[n] is the orthogonal for the Weil pairing e,, = e, ,
of A"[n,U]. So if #A™[n,U] = n"9 then #U*A9[n] = n"9 and we have equal-
ity: U*A9[n] = A9[n,U]. In particular, A9[n,U] is maximal isotropic, so the
polarisation n\% descends to a principal polarisation A\g on B = A9/A9[M].

O

Remark D.1. Note that working on the Tate module Ty A9 for ¢ | N, because
of the condition U*U = NId, then if v,(N) = e, ie. £¢ || N, we see that
A9 Ul = T Z)0Z, en < ex < ... < egpq, With e; + egrg41-; = €. It follows
that the condition that A9[M] = A9[n,U] is of cardinal n"9 is satisfied in the
following cases:

— A9[¢,U] has rank rg for all prime factors £ | n. In this case A9[n, M] is of
rank rg.

— ged(N,n?) = n, as in [EPSV23, § 4.1]. But note that in this case A9[M]
might not be of rank rg.

— U and U* are coprime modulo n in the sense that RYU + RIU* +nRY9 = RY.
In this case we even have that A9[n] = A9[n,U] @ A9[n,U*] is a symplectic
decomposition for the Weil pairing e,,. (Indeed, from RIU+RIU*+nRY = RY
we get that A9[n, U] N A9[n,U*] = {0}, but taking the conjugate transpose
we also have URY + U*RY + nRY = RY, which gives us A9[n] = A9[n,U] +
A9[n,U*].)

Let X be the image of M7, i.e. the submodule UT RI4+-nRY of RY. Consider H
the canonical Hermitian form on RY. Then the same proof as in Proposition D.1,
using [Rob24b, Proposition A.1], shows that if #R9/X = n9, then (X, H/n) is
a unimodular Hermitian module. This makes the link with the module action
and Theorem 2.5.

Note also that if A is R-horizontally isogeneous to E” for a primitively R-
oriented elliptic curve E, then by [JKP+18, Theorem 4.4.(e)], #A9n,U] =
#(RI/X)", so #A[n,U] = n"9 whenever #(R9/X) =n9.

From now on, we assume that A is R-horizontally isogeneous to E" for a
primitively R-oriented elliptic curve E, in the sense of [Rob24b, Definition 2.3].
Note that this is the case in MIKE: all our abelian varieties are isogeneous to Ejj,
and R is a maximal order, so the horizontality condition is automatic.



76 The MIKE team

Ezample D.1 (The ideal action). Let a = (n,a) be an invertible ideal, with
n = nrd(a), as in Example 2.1. Then Afa] = A[n, U], with U = (), so that
U*U = N =n(a).

Ezample D.2 (MIKE’s key generation). Let U = ( QB g) for a, 8 € R, so that
U*U = (aa + B)1d. Let N = (a@ + 33). The MIKE key generation uses the
isogeny from E? with kernel E3[n, U] with n = 2¢ | N.

As we saw in Section 3, the matrix U is specifically constructed so that we
can recover the codomain of this isogeny directly as applying the Scholten con-
struction to the dimension 1 isogeny Ey — Ey/Ey[I] where I is the quaternionic
ideal I = (n,a+ fi) (with I chosen so that it is cyclic). This allows us to replace
a dimension 2 isogeny computation over F, by a dimension 1 isogeny over [,
and have more compact keys by sending only one j-invariants over I,. rather
than three Igusa invariants over [F,.

Proposition D.2 (®-MIKE). Let Uy be a matriz of rank g1 Let Uy € My, (R)
be such that U Uy = Ny, and take ny | Ny such that ny is prime to the conductor
of R and such that the Z/¢Z-rank of Uy modulo ¢ is equal to g1 for all £ | Nj.
Let M{' = (m Id UlT) and X the image of ML in R9'. Coprimality of ni with
the conductor ensures that X1 is projective and the rank condition ensures that
R9' /Xy is of cardinal nd and that A[M;] = A[ny,U;]| is isotropic of rank g
(recall that we assume A to be horizontal).

Let Uy € Mg, (R) be such that UsU, = Na, and take ny | No which satisfy
the same conditions as above, and let MJ = (n2 Id UQT)

Then we have a commutative diagram:

A9192 A%‘ — (Ag1 /Agl [nh Ul])g2

J !

Agl = (Ag2/A92 [ng, Ug])gl — A = 1491"’72/14glg2 [nlnz, Ui ®pr Idgz7n1 Idgl RrU, U1 ® U2]

Proof. This follows from functoriality of the module action applied to the com-
mutative diagram

R9192 ¢ Xi?Z =X, Qr R92

| |

XJ' =R ®@r Xy +—— X1 Qr X>

along with the fact that X{* is the image of the block diagonal matrix
diag(M{) = M{ ®1d,, X3* the image of the block diagonal matrix diag(M7] ) =
Idg, ®RM2T7 and X; ®p Xo the image of MlT RR MQT
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Note that as explained in [Rob24b, Remark 6.2], one has to be careful how
to decompose A9192 as (A91)92 and (A92)9 respectively to make the diagram
commute. O

We let as a challenge to the reader to prove Proposition D.2 directly from the
kernel descriptions.

Now let us recapitulate the MIKE key exchange from Section 4:

— We start from the curve Ey/F, : y? = 2% — ;

— Alice pick up a (cyclic) quaternionic ideal Iy = (n,~;) with n = nrd(I;) = 2¢
and v1 = aq + fi1i, and she computes the associated isogeny Ey — E; of
degree n. Bob does the same with Iy = (n,72), 72 = aa + Pol.

— By Example D.2, the ideal I; corresponds to a rank 2 Hermitian module X

n 0o —f; e
0n B @ > By Section 3,
Ay = X, - Ey = E3/E2[M4] is the abelian surface W/(E,). Likewise, Ay =
Xo - Ey = W/(Ep).

given by the image of R* by the matrix M{ = (

Now combining Propositions D.1 and D.2, we get:

Corollary D.1 (MIKE). With the notations above, the fourfold A15 = (X1 ®gr
Xo) - Ey that gives the MIKE key exchange fits into the following commutative
diagram

B} =2 A3

[T

A% L} A12

where:

— ¢1: Ef — A? and ¢y : A2 — Aqo are n-isogenies with kernel of rank 4 given
by the matriz

M, @pld =

R oocos
cocoos3 o

2

ocflo®osz oco
o o3 ocooco

ol
=

-l
—

|

| @

o
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— ¢ Eé — A% and Yy : A% — Ao are n-isogenies with kernel of rank 4 given
by the matriz
n 0 0 0
0 n 0 O
o B2 0 0
_ 62 a, 0 0
MorMz = " 5 o
0 0 0 n
0 0 as fo
0 0 —fya
— And finally 12 0 ¢1 = 1 0 Yo is a n®-isogeny whose kernel is given by the
matric
n? 0 0 0
0 n? 0 0
noag  nfs 0 0
—nBy na 0 0
0 0 n? 0
0 0 0 n?
0 0 nags  nfs
0 0 —npBy, na
My ®@r Mz = nao; 0 nB 0
0 noq 0 nB
oy ai1fy Prog PP
—a1By ardz —p1fBy Pro
-nB; 0 noy 0
0 —nf, 0 nog
—Bia2 —B1B2 s @1
B1Bs —ﬂ1042 —04152 Q10
Remark D.2.

— In the actual implementation, the quaternionic ideals Iy, Is are implicitely

determined by the choice of kernel generator P + [z;]Q of Alice and Bob
isogenies. Also, as we will see in Appendix F, the isogenies to Ajs is not
constructed from Scholten W’(FE;)? but directly from the Weil restriction

W(E;)2.
a; B

Let Ul = (
7/61 al
Z/nZ, so Uy ®g Uy is also of rank 1. Let K; = Ker ¢;, and K = Ker ¢ 0 ¢1.

We have K[n| = Ker(U; ® Us), which is then of rank 6 = 2 x 3 in E§[n], and
Ky N Ky is of rank 2 = 8 — 6. In particular K D K; + K> strictly contains
the sum, so the MIKE diagram is not a pushforward diagram! Since K is
associated to a N2-isogeny, we have that N K is of rank 2; and 7 : A — A
is partially backtracking (in rank 2) the isogeny ¢, : Ef — A2.

The above discussion clarifies [Rob24b, Remark 6.2] as to why, even if Alice
and Bob isogenies are complementary, in the sense that the kernels K| of the

) then modulo n these have (generically) rank 1 over
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n-isogenies Ey — F; satisfy K] N K, = {0} (equivalently K| + K} = Ep[n]),
MIKE(E;, E,) is not isomorphic to Ej.

In fact, an exhaustive collision search on several small parameters p, gener-
ating all possible kernels for Alice and Bob (and ignoring the cases of Fy or
E5 defined over F,, or random failures®?), detected no collisions except for
the trivial ones: MIKE(E1, Es) = MIKE(Es, E1).

E Abelian varieties in the theta model

When working explicitly with an elliptic curve E, one typically represents the
elliptic curve by an equation, for example by Montgomery’s equation y?> =
23 4+ Ax? 4+ z. For many applications, it turns out that the arithmetic is more
efficient when working on the Kummer line K = E/{[—1]) = P!, where points
are presented by their z-coordinates.?® Though part of the group structure is
lost, isogenies and scalar multiplication are still well-defined and efficiently com-
putable. To efficiently work with higher dimensional abelian varieties, we need
to work with the generalisation of the Kummer line over principally polarised
abelian variety, called theta structures. As they are central in the subsequent ap-
pendices, we give in Appendix E.1 a reminder on their definition and use in fast
isogeny computations. Then, we details in Appendix E.2 how we can improve
the isogeny formulae between the abelian fourfold encountered in MIKE.

E.1 A coordinate systems for abelian varieties

This section is a simplified introduction building on [DD26]. Let (A, A4) be a
PPAV of dimension g over k and n € Nxq. We know that A[n] ~ Z29 ~ 79 x Z%,
where @ denotes the group of characters Z9 — kLA symplectic representation
is an isomorphism yu : A[n] = Z9 x i\% that respects the n-th Weil pairing e}4
on A[n] with respect to the polarisation A4 and the canonical pairing of its
codomain.

VP, P, € Aln] with p(P;) = (x5, x;) for j € {1,2}, e;\LA (P, P) = XQ(.’El)Xl({EQ)_l

Symplectic representations p represent the unique representation of A[n] in a
(C-)symplectic basis of A[n], i.e. a basis (S1,---,Sg,T1,- - ,Ty) such that

ViI,m € [17 te agL GQA(ShSm) = G?LA(E’Tm) =1 and ei\LA(ShT"l) = <5l"m~

with both notion being equivalent. Representations of A that are compatible
with symplectic representations of A[n] are called level n theta structure. They
are defined as follows.

22 The gluing and isogeny code can fail, and produce a zero key, with cryptographically
small probability ~ 1/p. But these random failures will happen when we do an
exhaustive search on ~ p? keys.

23 By z-coordinate, we really mean the projective coordinates (x : z) € P' here.
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Definition E.1. [DD26, Definition 2.1] A theta structure of level n on a PPAV
A of dimension g is given by a symplectic representation ua : Aln] = Z9 x 73,
and a map to the projective space 64 : A — P =1 whose components HJA (for
Jj € Z8 ) are called theta coordinates. They should satisfy the theta group action
relation:

VP ¢ AaQ € A[n} with :U'A(Q) = (vaXQ)vj € Z?L? 0;4(]34*@) = XQ(])lejA(-&-rcj(P)
16

Throughout this paper, we will work mainly using level-2 theta structure.
In such case, we have that the theta coordinates are symmetric (i.e. 64(—P) =
64(P)). The image of the neutral element, #(04) = (ag : --- : ags_1), is called
the level-2 theta null point of A and its coordinates are called the theta constants.
We remark that the theta null point is not an isomorphism invariant of A, but
one can show that it is uniquely determined (together with a theta structure) by
a choice of symplectic basis for A[4]. Vice versa, the theta null point, determines
a canonical symplectic basis for A[2].

Moreover, given B and B’, two symplectic basis of A[4] with associated theta
structure 64 and 6 and let M € Spay(Z4) be the change of basis matrix.
Then, we can compute a change of theta coordinates matriz Ny € PGLog
such that (elf)iezg =N (Gf)jezg using the formula from [Dar25b, Theorem
6.2.10]. Applying this formula to the block matrix M := [[0, —I],[I4,0]] and
¢ := v/~1, we obtain that N ¢ is the Hadamard transform H : (x;);ezg —
(ZJEZg(—1)<i|j>:cj> o inducing the dual theta coordinates

%

2

Viezd, 0t=H(0" =Y (-1)e,

JEZ

with the scalar product (i[j) := 39 _| imjm.
Thanks to duality, we can equip level-2 theta structure with efficient differ-
ential arithmetic. We refer to [Dar25b, Alg. 4.1 & Alg. 4.2] for detailed formulae.

Level-(2, 2) theta structure.

Definition E.2. Consider a level-4 theta structure %4 on A. The level (2,2)-
theta structure associated to 044 is a projective map U? : A — P*™ =1 given
by:

. T i) o4, A
Vi,j € ng U [J:| = Z(_1)< It>9j+2t
tezZs

We call even and odd level-(2,2) theta coordinates the ¥4 [ﬂ fori,j € Z3 such
that (i|7) = 0 and (i|j) = 1 respectively.
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Let 64 be a level-2 theta structure compatible with a level-4 theta structure
64, meaning that, if 644 is induced by a symplectic basis B of A[8], then 4 is
induced by the symplectic basis [2]B of A[4]. Then, we have by the duplication
formula [Dar25b, Theorem 5.3.41]:

VP,Qc A, i,jeZd 94 m (P)-94 m Q) = > _ (=)l eA (P+Q)6 (P-Q).
tezZy
(17)
In the following, we shall drop the mention of the underlying level-4 theta struc-
ture when we introduce the level-(2, 2) structure.

2-isogeny computation in the theta model. We explain here how to
compute a 2-isogeny f : A — B in level-2 theta coordinates as follows.

Assume that we are given a symplectic basis B = (S1,---,Sg,Th, - ,Ty)
of A[8] which is adapted to f in the sense of [Dar25b, Definition 6.1.2] i.e.
such that ker(f) = ([4]T%,---,[4]Ty) and consider the level-2 theta struc-

ture 64 induced by the symplectic basis [2]B of A[4]. Then, we can deter-
mine the codomain level-2 theta structure #F induced by the symplectic basis
f*(B) = ([2}.}0(51)7 T [Q]f(sg)a f(Tl)v U 7f(Tg)) of BM] Indeed, using the in-
put 8-torsion points 17, - -- ,T, and [DD26, Algorithm 1], we can determine the
inverse codomain dual theta null point 85 (05)®~1 (when the inverse exists).
Then, given 82(05)®~!, we have an evaluation algorithm 64(P) — 6B(f(P))
[Dar25b, Algorithm 6.1] given as follows:

BP0 G 5(py) 2L 98 (5(P)).

64(P) = 64(P)©? L H(04(P)®?)

The crux of the difficulty lies in the efficient computation of 63 (05)®~L. The
fastest known method [DD26, Algorithm 1] relies on interpolating the coefficients
of vectors {6#7(0p) ® GB(f(Tj))}jes,
ker(f) for a set S C Zj3. Following the theta group action relation [DD26, Def-
inition 2.1, there exists a unique j € Z§ such that 05(f(T})); = 0B (f(T}))i+;
hence defining its index. It was demonstrated in [DD26, §3.1] that the computa-
tion of #8(05)®~! can be abstracted into a graph-theoretic problem: the HIIP
(hypercube inverse interpolation problem) [DD26, Problem 3.1].

where T; are 8-torsion points lying above

Computing chains of 2-isogenies. Now, if we want to compute a 2¢-isogeny
F: A— B, as in MIKE, we can decompose it as a chain of 2-isogenies:

AOZAf—1>A1f—2>A2 Ae_zh)Ae_lf—e>Ae:B
Assuming we know T, - - - , T, € A[2°7?] forming an isotropic subgroup and such
that ker(F) = ([4]T4,---,[4]T,) (e.g. as in Theorem 4.1), we can compute the

2-isogeny f; from [2¢7'|fi_y0---0 fi(Th,--- ,T,) for all i € {1,--- , e} using the
techniques explained above. Therefore, an isogeny chain computation involves
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several point duplications (that can be computed with [Dar25b, Algorithm 5.2])
and 2-isogeny evaluations. Using divide and conquer strategies, we can perform
only O(elog(e)g) such operations. Note however that computing the first isogeny
f1 (and sometimes subsequent fo and f3) may not be straightforward for the
following reasons:

— A may be a product (e.g. a product of elliptic curves) in which case f; is
a gluing isogeny and has a vanishing codomain theta null point. Then the
computation and evaluation procedures have to be adapted, as we explain
in Appendix F in the case of MIKE.

— The domain theta structure #4 that we naturally obtain (e.g. a product
theta structure) may not be adapted to fi, in which case we need to apply
a change of theta coordinates using [Dar25b, Theorem 6.2.10].

In the specific case of MIKE, the gluing isogeny denote the first 3 2-isogenies
f1, fo and f3 while the f; for i > 4 will be called generic isogenies. The reason
for this choice is detailed in Appendix F.

E.2 Computing MIKE’s 4-dimensional isogenies

We now demonstrate how, using Proposition 4.1 and Corollary G.3, we can
speed up the computation of generic 4-dimensional isogenies occurring in MIKE.
More precisely, we explain how to efficiently compute them using only 2 points
above the kernel. Let f : A — B be a generic 2-isogeny in the MIKE 2-isogeny
chain. First, we justify why we expect the inverse codomain dual theta null point
6B(05)°~! to be well defined and easy to compute throughout the chain.

As we shall see in Corollary G.4, the fact that B is of Weil type ensures that
six level-(2,2) codomain even theta constants vanish at indices:

0110 0110 1001 1001 1111 1111
{0110]’ [1111}’ {1001}’ {1111]’ [0110}7 {1001]'
Except for odd level-(2,2) theta constants, we expect other ones to vanish
with negligible probability O(p~!). By the duplication formula H(04(04)®?); =
08(05)2 = 9A[[i], [j]](04) for all i € Z4 by the duplication formula [Dar25b,
Corollary 6.1.3], we expect the codomain dual theta coordinates to vanish with

negligible probability O(p~1).

To simplify our computation, we make the following heuristic assumption for
all generic 2-isogeny in the chain.

Heuristic E.1 Let f: A — B be a generic 2-isogeny between two abelian
fourfolds of Weil type appearing in MIKE’s 2-isogeny chain. Let B :=
(S1,...,84;,Th,...,Ty) be a symplectic basis of A[8] such that ker(f) =
[Ty, ..., Ty), ©4 be induced by [2)B, OF be induced by f.(B). Then, we have:

1. For alli € Z4, 6B(05) #0
2. For alli € Z3, 6B(0g) # 0;
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3. For alli € Z3 and m € {1,2,3,4}, @B(f(Tm)) #0;
except with negligible probability O(p~1').

Remark E.1. The first point has been justified above, the second point is nec-
essary to apply the point duplication algorithm on B and the third one for our
codomain inverse dual theta null point 6% (05)®~! computation to work with an
efficient algorithmic solution to the HIIP (hypercube inverse interpolation prob-
lem). Those assumptions are based on experimental evidence gathered from our
implementation and are commun in any isogeny based scheme relying on higher
dimensional isogenies. Providing a mathematical proof is left as futur work.

With the chain beeing correct with overwhelming proability, we now turn
our attention to its efficient computation.

Theorem E.1. Let f: A — B be a generic 2-isogeny between abelian fourfolds
of Weil type appearing in MIKE’s 4-dimensional 2-isogeny chain, and let 04,08
be theta structures compatible with the chain. Then, under the assumptions of
Heuristic E.1 its corresponding HIIP (hypercube inverse interpolation problem)
o-1

used to determine the codomain inverse dual theta null point gB(OB) can be

solved using only two 8-torsion points.

Proof. By Heuristic E.1, we may assume that no coeflicient in the dual theta
null point is zero so the relevant HIIP is well defined. By Heuristic E.1, we
may further assume that input 8-torsion points 17,75, T3, Ty lying above ker(f)
satisfy 08 (f(T},)) # 0, so that H(62(T,,)®2); = 68(05) - 03 (f(Ty)) # 0 for all
m € {1,2,3,4} and i € Zj3. Using the formalism introduced in [DD26, § 3], we
can consider the tesseract (a 4-dimensional hypercube) as codomain graph G to
solve the HIIP. In this graph, vertices i € Z3 correspond to coordinates 5{3 (0p)~1
and edges (i, j) correspond to quotients H (6(T,,)®?);/H(64(T,,)®?); with j =
i+ €m, €m being the vector of Z3 of Hamming weight 1 with 1 at index m. The
quotient associated to the edge (¢,j) allows to compute 5]’3(03)_1 (vertex j)

from gf’(OB)*1 (vertex 7). We call the set S := {e1,e2,e3,e4} of vectors that
separate connected vertices the support of G. Since G is connected (all edges are
well defined because quotient denominators do not vanish), [DD26, Theorem 3.2]
ensures that the HITP is solvable using the support S, i.e. using 4 points.

To reduce the requirement to only 2 points, we apply Corollary G.3. Thanks
to the [i] automorphism, our theta null point exhibits repeating coefficients,
which defines an equivalence relation on Z3. Applying this equivalence relation
to the tesseract G, we obtain the quotient graph Gj;) detailed in Figure 12. Solving
the HIIP over gm is therefore sufficient to solve the HIIP over G.

We observe that G is connected but non-Hamiltonian?*. By selecting the
spanning tree highlighted in Figure 12, we observe that this spanning tree exists
within the subgraph of G whose support is generated using only j = e3,eq,

24 There is no covering Hamiltonian path in Gp5) going through every vertex only once.
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completing the proof. More generally, we see from Theorem 4.1 that any combi-
nation of points (11, T5), (T5,T4), (T1,T3), (T>, T4) where one is generated by P

while the other is generated by @ would be sufficient. a0
0 (1,8) 9
(3, 12)/
(2,4) / (11,13)
(5, 10)/
6 (7, 14)/ 15

Fig. 12: Codomain graph Gj; of the generic 2-isogeny between Weil type abelian
fourfold. Selected spanning tree is highlighted in red. Here, every index i € Zj
has been identified to the integer anzo 1m2™ in binary decomposition.

By [DD26, Theorem 3.4] and by slightly modifying the “rabbit’s interpola-
tion formulae” detailed in [DD26, Appendix C], we get an efficient algorithm
to compute the codomain of isogenies between abelian fourfold of Weil type.
Unwrapping the recursive formula provides us with Algorithm 4.

Remark E.2. We have seen that the extra automorphism [i] on our fourfolds
speed up the generic dimension four 2-isogeny formulas in level 2 because it allows
us to only keep track of only two points in the kernel (which is stable by [i]). We
might exploit it further to obtain even faster formulas: rather than working over
the usual Kummer variety A/ 4 1, we would work with the “extended” Kummer
variety A/(i). For instance, we would keep only the 10 level 2 coordinates from
Proposition G.3 (out of 16) that are stable under the action of [i]. It is possible
to find doubling formulas in these “even” coordinates, which are roughly 1.6
times faster than our current ones using all 16 coordinates. However, although
it is possible in theory to compute images of points by our 2-isogenies in this
model, we have, as of yet, not found efficient formulae to do it.

F Gluings in MIKE

Building upon Appendix E, we detail the concrete computation of the 4-
dimensional chain of MIKE, focussing on its beginning, i.e. its gluing. The begin-
ning of the chain and its efficient computation is a highly technical part of the
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Algorithm 4 WeilCodomain

Input: Tés), Tig): 8-torsion points above their respective points in the underlying sym-
plectic basis, specifying the 4-dimensional theta structure as specified in The-

e e e e
N OOt W= O

orem E.1, with f: A — B a 2-isogeny such that ker(f) = (T\? ... T{*)
Output: §%(05)°7!

P® Q® « HoS(T™),HoS(T®) 18
19:

1 < P1(28)

T2 < T1 "
r3 < T2
T4 < T3
T5 <= T4 -*
T < Ts *
7 < T6 *
rg < T7 -

:b7<—b8~
:bs(*b7-
. by < bg -
:b4<—b5'
:b3<—b4'
:bg(*b:;-
by <+ by -

20:
21:
22:
23:
24:
25:
26:
27:
28:
29:
30:
31:
32:
33:
34:
35:

53(03)9_1 T8 Pig)
X « P® . p®
08(05)% " X - by
53(03)5@_1 <~ 17y bl
53(03)1@_1 — 1o - by
53(03)96_1 < r3-bs
53(03)1@1_1 — 14 by
53(03)1@5_1 15 bs
53(03)1@4_1 < 16 - b
53(03)6@_1 17 by
53(03)?_1 < rg - bg
07(05)§ " + 07 (05)5)
9%(05)1p '+ 07(0B)5
9%(05)g ™" + 07(0B)?
07 (05)15 " « 07(05)7,
07 (05)7 ™" « 07(05)y.
GB(OB)2®71 — 03(0}3)
return 53(03)671
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MIKE protocol. As a reminder, our ultimate goal is to compute the 4-dimensional
isogeny corresponding to the module action of an left Op-quaternionic ideal I of
norm 2¢ over a Scholten construction W/(E). That is, we want to compute the
isogeny

F'W/'(E)? — W/(BE)?/W'(BE)*[I],

which requires us to efficiently compute its kernel W’(E)?[I;] and analyze it in
order to derive a fast and constant-time implementation of F’. To achieve the
latter point, we will instead compute F', a closely related isogeny with the same
codomain but a more practical domain, as it is the product Weil restriction of
E (ie. (E x E9)?) rather than the product of its Scholten construction (i.e.
W'(E)?). Our primary object of study, the first 2-isogenies of the F isogeny, is
denoted Fgjue. As we will show in Appendix F.2 that Fgue decomposes as detailed
in Figure 13.

Fg\ue
(E><E")2W>W'(E)2 Su X Sy—2 X

Fig.13: Recapitulative diagram of MIKE’s 4-dimensional gluing isogeny Fgjye,
decomposed into 3 parts corresponding to Fy, I, and Fj, all 2-isogenies.

Notations Throughout this section, £ and E? denote supersingular curves de-
fined over F,2, while W’/(E), Sy, and Sy are abelian surfaces defined over E,*,
and X is an abelian fourfold of Weil type also defined over F,. The set {P, Q} is a
(naturally symplectic) basis of E[2f], while {Uy, Uy, V1, Va} is a symplectic basis
of W/(E)[2/1]. We usually denote a symplectic basis over an Abelian fourfold
as {S1,--+,84,Th, - ,Tu}. The 2-isogeny I' : E x E° — W/(E) is called the
Scholten gluing.

Remark F.1. We will also assume that our public key F is not defined over
F,. The reason is because in that case W’(E) is a product: it is isomorphic
to E x E' where E’ is the quadratic twist of E over F,. This mean that we
would need dedicated gluing formulas when we compute the dimension 4 gluing
W'(E)? — A;. Although it would be possible to implement this case, since it
only occurs with cryptographically small probability ~ 1/,/p, we simply ignore
it (or more precisely, the implementation outputs an invalid shared key). We
note that this case correspond to “weak public keys”, whose associated rank 2
module is of the form a@®a (with the product polarisation), and so is susceptible
to Kuperberg’s subexponential quantum algorithm.

25 Meaning that their respective theta null-points are defined over F,.
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Structure The remainder of this appendix is organised as follows. In Ap-
pendix F.1, we derive a closed form for computing a symplectic basis of the kernel
of F'. We then prove the structure illustrated in Figure 13 in Appendix F.2. In
Appendix F.3, we detail the fast and constant-time computation of the Scholten
gluing I" and thus of F;. Next, Appendix F.4 details all the necessary changes of
theta coordinates required to efficiently compute theta structures over W' (E),
Sy and Sy compatible with isogeny F5. Then, in Appendix F.5, we explain
how to efficiently glue into an Abelian fourfold, leveraging the extra symmetries
induced by the Weil type to speed up and simplify the formulas. Finally, we con-
clude Appendix F.6, we assemble all previous results to provide the pseudocode
for computing Fgjye in MIKE.

F.1 Computing the kernel of 4-dimensional isogenies in MIKE

In this subsection, we build toward a proof of Theorem 4.1, which is done in
Theorem F.1. Following Example 2.2, given I = Oy2¢ + Ogy with v = a + i,
we then have that for a

ker(F') = A%[N] Nker(®) with & = (_O‘ﬂ p ) € End(A?%)

We can therefore compute an adequate symplectic basis of ker(F') as follows.

Lemma F.1. Assume that nrd(«) and nrd(8) are coprime and odd. Let
(Uy, Uz, V1, Vo) be a C-symplectic basis of A[2¢TY]. Let us denote by A and
p modular inverses of nrd(a) and nrd(a)nrd(B) modulo 2¢tY. Then, B :=
(S1,-++,84,T1,-- ,Ty) given by:

S; = (=[A]Vi,0),  Sive := (0, [4]aB(U;))
T; := ([ord(a)|Us, aB(Uy)),  Tiga = ([-nrd(8)]V;, aB(Vh)),

for i € {1,2}, is a (-symplectic basis of A?[2¢T1] adapted to F, i.e. such that
ker(F) = [2{T1, -+ ,Ty).

Proof. Since (Uy, Uy, V1, Vs) is a (-symplectic basis of A[2¢F1], the construction
of B and the standard properties of the 2°¢T1-th Weil-pairing, imply:

€9e+2 (Sz, S]) = €9e+1 (T“ TJ) =1 and €9e+1 (S,“ T]) = Céi’j,

for all 1 <4, j < 4, which proves that B is indeed a (-symplectic basis of A2[2¢71].
We now prove that B is adapted to Fj. Since B is a basis, it suffices to prove
that [2]T1, -, [2]Ty € ker(F) = A%[2¢F1] Nker(®). For i € {1,2}, we have:

P([2]T3) = #([2nrd(a)|Us, [2][ab](Us))
= ([2(nrd(e) + nrd(8))][e](Us), —[2nrd()][B](Us) + [2nrd(a)][B](Us))
= ([2nrd(7)][e](Us),0) = (0,0)  and
P([2]Tiv2) = ([2(nrd(a) — nrd(y))]V;, [2][aB](V2)) = @([2nxd(a)]V, [2][eB](Vi))
= (0,0) (by similar computations),
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where we used the fact that nrd(y) = nrd(a) + nrd(8) = 0 mod 2¢Tt. This
completes the proof. a

In order to compute ker(F) efficiently in MIKE we must establish a method for
obtaining a symplectic basis over A (which is the Scholten construction W’(E))
and determine efficient representations of «, 3, that satisfy the conditions of
Lemma F.1. Regarding the former, a symplectic basis can be readily constructed
via the Scholten construction and the gluing (2, 2)-isogeny I" : W(E) — W'(E).

Proposition F.1. Let (P,Q) be a basis of E[2f] and let { := ey (P, Q). The
tuple (Uy, Us, V1, Va) defined by

Up:=TI'(P,o(P)), Us:=TI(Q,0(Q), Vi:=TI(Q,—0(Q)), Va:=TI(-Po(P))

is a (2-symplectic basis of W'(E)[27~]. Furthermore, U; and V; are eigenvec-
tors of the Frobenius endomorphism m, on W'(E) with eigenvalues 1 and —1,
respectively, with m, = (I" om0 I')/2 as I' is oriented.

Proof. Following the construction in Appendix C.2, the tuple
(PvU(P))’ (Q7 U(Q))’ (Q’ _0<Q))7 (_P7U<P>)

forms an F,-rational (-symplectic basis for W (FE)[2/]%. Since all points in

ker(I) = {(T,0(T)) : T € E[2]} are F,-rational, the image of this basis un-
der I' is well-defined, F,-rational, and symplectic. a

We now focus on expressing the endomorphism « as a function of the integer
x7, such that E}[I] = (P + [r7]Q) with P,Q the R-oriented basis of Ej[2¢12], as
is happening in MIKE Section 4.

Lemma F.2. Assume that e < f —1 and z is odd and let w := (1 + /—p)/2.
Let I :=2°0g + Opy with v := (1 4+ wi)(w — 1)(1 — zfi). Then:
1. E{[I] = (P+[x[]Q) or, conjointly, I is the kernel ideal of the isogeny ¢ with
ker(¢) = (P + [z/]Q).
2. We may write v = o + Pi with:

1
—1—(xy—Dw and p:= Z%—Fz]—(x]—kl)

=Ty
4

Proof. Let Ky := Py + [x7]Qo. Then, we have:
YK = (1+ [wil)([w] = 1)(Po + [21]Qo — [z1][i](Po) — [#7][i](Qo))
= (1+ [wi))([w] = V(P + [21]Qo — [21]Qo — [27][1*](Fv))
(1 + [wi)([w] = 1)(Po + [27]Po)

-5 ] (1+ i) (my) — D(Py) 0.

26 Note that this is a slight abuse of notation, as following Appendix C.1, such basis
cannot exist. Instead, this symplectic basis exists in W (E) U W (E)". The same is
true for basis Uy, Uz, Vi, Va defined over W/(E) U W'(E)T
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It follows that [y](K]) = 0, hence v € I. By construction, ~ is not divisible by
any integer, hence v is cyclic, i.e. ker(y) is generated by a single point R € EJ.
We may therefore write K7 = [A2™]R for some A € Z odd and m € N, with the
order of R being a multiple of 2¢*™. Now, if S € E{[2°] Nker(v), we may write
S = [p]R with pu € Z and [2°]S = 0, so that [u2¢]|R = 0 and 2™|u. We may then
write = 2™y’ so that [A]S = [/ A2™|R = [p/]K; and ) is odd so invertible
modulo 2¢ and S € (K7). We conclude that:

Eg[2°] Nker(v) = (K1) = ker(¢) = Eg[1],
and that finally, I := 2°Oy + Oy by the Deuring correspondence. Furthermore,

vy=1+wi)(w—-1)(1-2zsi) = (w+ wiw — 1 —wi)(1 — z/i)
= (w+wwi—1—wi)(l—2ai)= (—1—|—w—|— (2)1_1 —w) i) (1 — i)

1 1
:—1+w+(p1_—w)i—xl(—l—l—w)i—xl (I)Z—w)i2

+1 +1 ,
:x1p4 —1—(x1—1)w+<p4+x1—(x1+1)w)1
so that:
1 1
a:xlpl_ —1—(zy— 1w and B::%—l—:ﬁ—(xl—&—l)w.

Corollary F.1. We use the notation of Lemma F.2 and set a8 = a + bw with
a,b e Z. Then:

nrd(a) = x; mod 2/ =2, nrd(8) = —x; mod 2f =2
a=1 mod 2f_2,b =—(1 +x§) mod 2f—2
Proof. Using a:=z7(p+1)/4—1— (z; — 1)w, we see that
nrd(a) = (x;pj: L 1>2 + (z1 — 1)21%1 —(zr—1) (szz Lo 1)

= (27272 = 1)2 4 (w7 — 1)%2e27 72 — (27 — 1) (272772 - 1)
=1+a27—1 mod2/ 2 =2; mod 2/? (18)
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From nrd(a) + nrd(8) = nrd(y) = 0 mod 2772, we get our result for nrd(f)
mod 2/72. Similarly, we see that

aB = <x1pj:1 1(:c11)w> (pzlerl(:clJrl)w)
- <x1p+1—1—(a:1—1)w> (pzl—l+(x1+1)w)

4
p+1 p—3 p+1
(xl 1 ) 1 + <x1 1 (xr 4+ 1w

—(zr — 1)1%3w — (xp — 1) (zp + 1)

Since w? = w — (p+1)/4, it follows that:

_ p+1 p—3 2 p+1
a= (:cl 1 1) 1 + (z7—1) T (19)
1 -3
b= (xjpl_ —1) (x1+1)—(x,—1)pT—x§+1. (20)

With z; odd and p = ¢2f — 1, we get that @ = 1 mod 272 and that
=—(x;+ 1)+ (zr —1) =22+ 1= —(1 +22?) mod 2/~2 which concludes the

proof.
O

We thus rewrite the symplectic basis of Lemma F.1 as follows.

Lemma F.3. Using the notation from Proposition F.1 and Lemma F.2, we
can rewrite the symplectic basis of W'(E)?[2¢TY] adapted to F' and defined in
Lemma F.1 as follows:

_P‘]Vlvo)a Sy = (_[)‘]V?vo)v
0,-U1), S4=1(0,-02),

[27)U, [z1)0h),  To = ([21]Us, [#1)U2),
[2r)V1, V1), Ta= ([z1]V2,V2)

S1=(
S3 = (
7= (
T3 = (

with A the modular inverse of x1 modulo 2611,

Proof. By Proposition F.1, seeing e(w) = (1 +7,)/2 = I'o (1 +m,)/40 I we
have that
(Wl(T2) = 3T 0 (my + 1) 0 F(T7) =
=TI o(m,+1)(P,o(P")) (with [2]P' = P)
= I'(P'+0*(P'),[2]o(P")) = I'([(1 = p)/2]P,o(P))
— I(P.o(P)) — I([(p + 1)/2]P,0) = U + T

o (mp + 1) (P, 0(P))

~ N
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with Tp = I'([(p + 1)/2]P,0) = I'([2/71P,0) = —Tp because (p +1)/2/ =1
mod 2. Similarly, we obtain that [w](Us) = Ug — T and
W](Vi) = T'o(m +1)(Q, —0(Q')) (with [2]Q" = Q)
= F( ( ), —0(Q) +0(Q")
=I( +p] ,0) = I'([(p+1)/2]Q,0) = Tq,
and that [w](V2) = —Tp = Tp.
To conclude, it suffices to see that, following Corollary F.1, we have

[aB](U;) = a + blw](U;) = [a + b]U;,
[aB)(Vi) = a + [w](Vi) = [alUs,
where we used the fact that b = —(1 + 27)2> =0 mod 2. The result follows. O
By examining the basis defined in Lemma F.3, we make two key observations:

1. Following the definitions of U; and V; in Proposition F.1, this basis is ex-
pressed as the image under Diag(I’, I") of a symplectic basis of W (FE)?[2¢+2].
2. Since zy is odd, it follows that ker(F)[2] = {(X,X) : X € W/(E)[2]}.

This implies that the first 2-isogeny of F' is the differential addition isogeny

A € End(W'(E)?), defined by A(P,Q) = (P+Q,P — Q).

These observations allow us to “pullback” the isogeny F’ to the Weil re-
striction. Because isogenies preserve group structure, A commutes with product
isogenies; specifically, Diag(¢,¢) o A = A o Diag(¢, ¢). leveraging this prop-
erty, we define the four-dimensional isogeny I as the unique isogeny satisfying
F' o Diag(I,I') = F o A. By its definition, it is clear that both F and F” share
the same codomain. We can now prove Theorem 4.1, that we restate in a more
compressed form bellow.

Theorem F.1. Let (P, Q) be a basis of E[2°72]. Let I be the Og-left kernel ideal
associated to ¢ : By — E, an isogeny of degree 2¢ with ker(p) = [4](Po+[z1]Qo)
and x; odd. Then, writing x1 := x;l mod 212, we have that

S1 = (= brlQ. [alo(@), ~[rlQ: [xilo (@),

( o(P), [P~ Pl (P) ),
— (P, (P ~a(P)),
(Q.0(Q). Q. ~0(Q)).

|

( (1) /2 [wr (1= 20) /20 (P), [er(1L+ @) /2)P.ar (1 + 21) /20 (P) )
( 1(

= (I

= (-

Xz
T

1—21)/2]Q, [x1(1 = 21)/2]0(Q), [#1(1 + 21)/2]Q, (1 + 901)/2]0’(@)),
21 +1)/20Q, ~[(xr + 1)/2)0(Q). [(er = 1/2Q, ~[(xr = 1)/210(Q)).

(21 +1)/21P, [(w1 +1)/2)0(P), ~ (21 = 1)/2)P, +[(z1 = 1)/2)0(P)),
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is a symplectic basis of W (E)?[2¢%2] compatible with ker(Fy).

Proof. Using the basis compatible with 4 of Lemma F.3, together with the basis
derived in Proposition F.1 we have that B, the basis of W (E)?[2¢72] defined as

$1= (= bl hulo(@),0,0), 82 = (DalP. ~[lo(P),0,0),
S5 = (0,0,—P,—a(P)), Si=(0,0,-Q,—0(Q)),
7 = ([P [arlo(P). WP [aflo(P)), To = ([2/)Q. [e1]0(Q). [111Q, [a3)0(@))

1y = ([2/1Q.~[21)0(Q). Q. =0(Q).  Ta = ( = x|, [e1]lo(P),~P,+o(P)).

is compatible with F o A. As A is self-dual, we have that A(B)/2 is a basis of
W (E)?[2¢"2] compatible with F. The rest follow. 0

F.2 Structure of the gluing isogenies

Given the basis from Theorem 4.1, we can compute the 4-dimensional isogeny
F using the formulae detailed in Appendix E.2. However, the initial steps of the
chain require a distinct approach as they are defined over products of principally
polarised abelian varieties of dimension g < 3 (e.g., products of abelian surfaces).
Given a 2°-isogeny ¢ whose domain is a product of abelian varieties, we define
Doive as the gluing isogeny. This is the smallest isogeny that factors @ (i.e.,
d=¢ o Pgiue) such that its codomain is not a product of abelian varieties. To
properly characterise @g)ue, we first define isogenies between products.

Definition F.1. Let £ be a prime. An l-isogeny @ : Ay X Ay — By X By is
diagonal if there exist two (-isogenies ¢; : A; — B; such that &(Py, Py) =
(01(P1), p2(Ps)). Its kernel is generated by:

ker (®) = <(ker(¢1), O), (0, ker(¢2))>
We denote this as @ := Diag(¢1, ¢2).

We now characterise Fy,. the gluing isogenies appearing in the MIKE proto-
col.

Theorem F.2. Let F' be the 2¢-isogeny whose kernel is defined in Theorem 4.1,
with x; = 3 (mod 8). Then its gluing isogeny Fgu.e is an isogeny of degree 8.
Writing Fye = F3 o Fy o Iy, where each Iy is a 2-isogeny, its structure is as
follows:

(i) Fy is the diagonal isogeny Diag(I',I") : (E x E?)? — W/(E)2.
(i) Fy is a diagonal isogeny: Diag(dy, ¢v) : W' (E)?* — Sy xSy . with ker(¢y) :=
F(W(E)(F,)[2]) and ker(6v) = P(W (E)T (Fy)[2)).
(#ii) F3: Sy x Sy — X, where X is a 4-dimensional abelian fourfold.
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Proof. To see the above results, we have a closer look at the possible values of
(xyx1)/2 and x;(1+x;)/2. The crux of the proof is the fact that the 2-valuation
of x; £ 1 is at most 2.

(i) The kernel ker(F;) = ker(F)[2/ 2] is generated by the basis:

(iii)

27T = (2771 P (277 Ye(P),0,0)
27T = (12771Q. [27710(Q),0,0),
27715 = (0,0, 27710, 277 10(Q))
[27-1 (0,0, 27 1P, 2f No(P)).
By Definition F.1, Fy = Diag(I', I"

of—4

)-
For Fy, ker(Fy) = Fy(ker(F)[2/~%]). Using the basis on Scholten’s construc-
tion defined in Proposition F.1, the generators are:

2/ F(Ty) = (2772 ([ (1 — 21) /2)Un, [0 (1 + 1) /2]U1) = (12772101, 0),
27 21F(Ty) = 12772) (fer (1 — 1) /2)Us, [wr (1 + 1) /2)U2) = ([2f72]U270) ;
(2721 F (Ty) = [27 2] ([1 + 21) /2]Va, [(1 — =1)/2]V1) = (0, [2772]W1)
272 (Ty) = (2772 ([1 + 20) /2)Va, [(1 — 1) /2]V2) = (0,[2/ 72|V2),

This implies F5 = Diag(¢y, ¢v ), as U;, V; are eigenvectors of Frobenius with
eigenvalues 1, —1.

Finally, as ker(F3) = Diag(éy oI, ¢y o I') ker(F)[27 3], its basis is generated
by

2/ 31Fy 0 Fy(Th) = 272 (¢u ([21(1 — 21)/2]00), v ([21 (1 + 21) /2]00)),
2/ 731Fy 0 Fi(To) = 272 (¢ ([21(1 — 21)/2]U2), v ([21(1 + 21) /2]U2)),
27731 Fy 0 Fy(Ts) = 27 7% (¢ ([(2r + 1)/21V1), ¢v ([(wr — 1)/2]V1)),
27791 Fy 0 Fy(Ty) = 27 7°) (¢ ([(2r + 1) /2]Va), ¢v ([(wr — 1)/2]V2))

where no component is zero. Thus, F3 is not a diagonal isogeny, making its

codomain X irreducible.
O

Though we could compute the first two isogenies of the chain directly as

4-dimensional isogenies, it is more practical and efficient to compute them as
tuples of 2 dimensional isogenies, consisting in I, ¢y and ¢y . In the following
subsections, we details how to efficiently compute each of them.

F.3 Fast gluing into the Scholten construction

We first need to compute efficiently Fy, the Scholten gluing. i.e. the (2, 2) isogeny

I

W(E) — W'(E) between Weil restriction and Scholten construction more
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efficiently. For this purpose, we specialised the fast 2-dimensional formulae intro-
duced in [Dup25]. We assume that we are looking at the Weil restriction W (E) as
the product E x E?. In this case, we have that ker(I') = {(X,0(X)) | X € E[2]}.
As detailed in [Dup25, §2.4], we can, using 4-torsion points above ker(I"), com-
pute a compatible symplectic basis of (E x E?)[4] and therefore a theta structure
compatible with I'. Using the additional symmetries of the Weil restriction, this
theta structure can be computed very efficiently. Throughout this subsection,
for simplicity, we denote o(z) = 2P as T for any x € F2.%"

Lemma F.4. Let (P,Q) be a basis of E[2f] with E a Montgomery curve. Let
[2/72]P = (a: % : B) and [2/72)Q = (£1: % : 1). Then, the basis

[2/72)(0,0(Q)), [2772](P, 0), [2/2(P, o (P)), [2/ *)(Q. 0(Q))

is a symplectic basis of W (E)[4] that induces a theta structure compatible 6" (F)
with I'. Let (X1,+X3) € E x E? with X; = (z; : * : ;). The theta coordinates
of this theta structure are:

mo —m1 —mi1 My 12
W(E . —mi Mo Mo —My T122
oW (X1, £X5) = . : :

mo 1M3 —1M3z —1M2 212

im3 mo —Mo —im3 Z122

mo :=aa+ 88, me:=pB8—aa, 2aB8=m+ims
with m; € Fp.

Proof. Seeing that the basis is symplectic and compatible with I" is straightfor-
ward and follows [Dup25, §2.4]. The computation of the change of coordinates
matrix is a natural consequence of the symmetric elements (as defined in [Dup25,
§3]). Indeed, from the form of the kernel of I", we fall into case 3 or 4 of [Dup25,
Algorithm 1], meaning that

1 <a2+52 —2af3 ) 1 ( 0 +2ap

gP:ﬁ 20éﬁ —(0624‘52) ) gQ:m :tQOéB 0 )7 grP+Q = 9P " 9Q

Using the fact that g,x) = gx and the formulae for the change of theta
coordinates matrix detailed in [Dup25, §3], a simple but tedious computation
gives us the desired matrix. O

Note that m3 — m3 = m? + m3, giving computational reassurance that we
are working with a gluing. We can then further specialise the Superglue formula
[Dup25, Theorem 3]. To do so, we will reuse the notion of barycentric coordinates,
as defined in [Dup25, Definition 6] and [DD26, Definition 4.2]. This means we
represent a tuple P + @ as a point (u: v : w) € P2, so that

Ty =u—0v, g =u+tv, 2z =25 =W,

27 This choice is natural, as the Frobenius map over F,2 acts like complex conjugation
over C.
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where (2g : 2zg) and (x¢ : zg) are the Kummer coordinates of P+ @ and P—Q,
respectively.

Such coordinates can be efficiently computed using [Dup25, Algorithm 2].
Note that, following the nomenclature of [Dup25, Appendix A], our kernel basis is
always in position 11, leading to a Superglue formula specialised to the Scholten
construction, derived from [Dup25, Theorem 3].

Theorem F.3. Let 6W(F) . E x E° — P? be the theta structure defined in
Lemma F.4. Let (X,+0(X)) and (T,0(T)) be points of E x E° with X # £+T.
Let (u:v: w) be the barycentric coordinates of X +T. Then, we have that

Au? —v? + w?)(u? — v2 + w?) +4Cutuww —4DU —4EV
Blu? — v — w?)(a? =% = w?)

C(u? —v? +w?)(u2 — v2 + w?) +4Avuww —4DU +4EV
+4Bvoww

with all A, B,C,D,E,U,V €F, such that (u? —v? + w?)(ww) = U + iV with

(21)

2 2 2 2 2 2
A:=mi+mj5, B:=mj—mi, C:=mj—m;

D= momszy, E .= maomms

implying that gwl(E), the image theta structure over W'(E), is defined over
F, together with all 0" (F)(I'(X,+X)) for all X € E.

Proof. There is a natural compatibility between Frobenius and barycentric co-
ordinates given by (P + Q) = (w(u) : 7(v) : w(w)). Thus, taking the formula
for position 11 from [Dup25, Appendix A] and replacing with the values from
Lemma F.4, we get the first half of Equation (21). What remains to be seen is
the part linked to constant D and E. This comes from the following rewriting

2(—momy £ maims)(u? — v? + w?)Tw + 2(—memy T moims)uw(u? — v2 + w?)
=-2D ((u2 —v? + w?)uw + uwm>

+2iF ((? — o + w?)iw — ww(a? — 02 + ) )
= —4D - Re ((v* —v? + w?*)uw) F 4E - Im ((u® — v* + w*)uw)

As the above vector is defined over Fp, using Mumford’s duplication for-
mula [Dar25b, Lemma 6.1.12], we get that the image theta structure is defined
over [F),. Indeed, the theta null point of gw'(B) (0) can be recovered through an
interpolation consisting of the multiplication of vectors over F,, as detailed in
[DD26, §3.1]. From this point, we obtain the existence of a point 7" such that
6V (E)(I(T,0(T))) is defined over F,, and the rest follows.

O
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Another quirk of Superglue is that it highlights a symmetry on the image of
I that is useful in MIKE to divide the number of point evaluations by 2. Namely:

Corollary F.2. Using the notation of Theorem F.3, let 0% (E) be the dual theta
structure induced by the gluing formula of Theorem F.3 over W'(E). Then, for
all P € E, we have

V' E(P(Po(P)) = (X:Y:Z:W),
V' E)(D(P,—a(P))) == (X :Y : Z: =W).

Note that Corollary F.2 is a highly specialised form of a more general result.
Indeed, this result holds not only for I', but for any gluing isogeny evaluated
on (P,Q) and (P,—Q) and is an easy consequence of [Dup25]. The remaining
computations of the Scholten gluing follow the classical structure detailed in
both [DMPR24; Dup25]. We detail in Algorithm 5 and Algorithm 6 algorithms
used to efficiently precompute the constants and Equation (21).

Algorithm 5 ScholtenGluingPrecom(P)

Input: P a non-trivial 4-torsion point of an elliptic curve E defined over F,2.
Output: Precomp precomputed values used for fast Scholten gluing computation.

1: «a, ﬁ — Tp,2p

2: n(a),n(B) < aa, BB > 4s -+ 2a
3: mo,m1 < n(a) +n(B),n(8) — n(a) > 2a
4: mo + imsz < QaB > 4m + 4a
5: Compute m2, m?, m3 > 3s
6: A, B,C + m?+m3,md —m? mi—m? > 3a
7: D, E < momi, mams > 2m
8: Precomp + (A, B,C,4D,4F) > 4da
9: return Precomp > Total cost: 6m + 7s + 1ba

F.4 Computing a theta structure compatible with gluing

Computing MIKE’s diagonal isogenies We now look how to efficiently com-
pute Fy := Diag(¢,¢’) : W/ (E)? — S x S, which consists in two diagonal
isogenies. Following Theorem F.2, we have that, up to reordering, these are the
2-dimensional 2-isogenies ¢y and ¢y with:

ker(¢u) := [2/ 2 D(P,0(P)), [(Q,0(Q))) = [277*|{U1, Us)

ker(¢v) := [2/ 2 (D(=P,0(P)), I'(Q, —a(Q))) = [2/?(V1, Va)
By construction, following [DMPR24; Dup25], the theta structure we inherit
from the Scholten gluing is induced by the symplectic basis of W’ (E)[4] denoted
Bol

Bo := [2/7]1(0,0(Q)), [2/ 2] 1(P,0), [27 |1 (P, 0 (P)), 2/ °I1(Q, 0(Q))
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Algorithm 6 ScholtenGluingCompute(Precomp, P + T, b)

Input: Precomp, as previously computed in Algorithm 5 and P+ 7T := (u : v : w)
barycentric coordinates of a point over £ defined over F,2 and b, a boolean
indicating whether P represent a point in the Weil restriction or its twist.

Output: §"' (¥ (F(P( 1)%(19))) oW (B (F(T,U(T))) .

1: A,B,C,D, E < Precomp
2t u,v,w PxT
3: Compute w?, u?, v? > 3m + 6s + 6a
4: Compute 2n(u), 2n(v), 2n(w) > 6a using above values
5: Compute vw, 4n(u)n(w), 4n(v)n(w) > 6m + 2a
6: Compute u? — v? + w? > 6a
7: Compute n(u® — v? + w?) > 4s + 2a
8: Compute U + iV <« (u? — v* + w?)(uw) > 4m + 2a
9: a <+ A-n(u? —v? +w?) +C - dn(u)n(w) > 2m+ a
10: a <~ a—DU - EV > 2m + 2a
11: v+ C - n(u?® —v? + w?) + A - dn(u)n(w) >2m+a
12: v« ~v— DU+ EV > 2a
13: B8+ B-n(u? —v* —w?) > 1m
14: § « (—1)°B - 4n(v)n(w) > 1m
15: return (o, 3,7, 9) > Total cost: 21m + 10s + 24a

To compute both ¢y and ¢y, we need to find a theta structure that is
compatible with the computation of both of them, i.e. the theta structure over
W}, induced by the symplectic basis B:

By = ([277°]Un, (27720, [27 70V, [27 0 a)

It can be constructed from the knowledge of the symplectic change of basis from
By to By using [Dar25b, Theorem 6.2.10].

Lemma F.5. The symplectic change of basis mapping By to By is given by the
matriz N1 with the associated change of theta coordinates My,

00-1 0 1 1 1-1
00 0-1 1-1 1 1
Ni=fy0 0 1] Ma=17 1.1 4
01 1 0 1-1-1-1

Proof. The symplectic change of basis N1 comes naturally from the fact that
277V = 2P I0(Q, —0(Q)) = [27°10(Q. 0(Q) — 1277711 (0, 0(Q))
2/7%Ve = 2P 7P| 0 (=P, o(P)) = 27| T(P.o(P)) — 2772 1(P,0)

The computation of My, is then given by [Dar25b, Theorem 6.2.10]. O

By applying Mn, to the image of point evaluated through I', we efficiently
evaluate any point in the theta structure 8" (#) induced by the basis By, itself
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compatible with the computation of ¢y, while its dual 9~W/(E), induced by the
dual basis

By = (=273, —[2F 3Va, [2F 30y, 1272 U)

is compatible with the computation of ¢y. Both isogenies can therefore be
efficiently computed using standard methods for computing (2,2)-isogenies
[DMPR24]. Doing so requires to have computed the [2/~4]U; and [2f~#]V; points.
Though this would naively require four point gluing evaluations through I, we
can reduce this to only two using Corollary F.2 by the nature of U; and V; points.

Computing a compatible 4-dimensional theta structure We now have
two theta structures on Sy and Sy, induced by the 4-symplectic bases

By = {[2" v (Uh), 27 Hou (U2), (27 21pu (V1), 127 P60 (V2)},

By = {[2 3¢y (U1), 27 Pov (Ua), 27~ Yoy (V1), [27 v (V2) }.

Note that in the case of By, this basis is the dual of the one naturally com-
puted by the ¢y, meaning that we are applying a Hadamard transform once
again. We can therefore, using the Kronecker product, compute a product theta
structure over Sy x Sy, generated by By ® By.2® It remains to compute the
symplectic change of basis matrix from By ® By to a symplectic basis compat-
ible with F3 and the rest of the 4-dimensional chain, namely [2/7°]F, o F} (1),
with B the symplectic basis from Theorem 4.1.

Lemma F.6. The symplectic change of basis matriz from By @ By to [2f~°|Fyo
F1(B) is given by the symplectic matriz No € Spy(Z4):

0 01 0wy 000
0 00 10wy 00
0 0-1 0wy 0 00

N 0 0 0-1 0wy 00

271 =X 0 0 000w O]
0-X 0 000 0w
“AX 0 0 000w O
0=\ 0 000 Oy

where vy := (x(1—1x))/2, vy := (x(1+x)) /4, v3:= (x+1)/4 and vy := (x—1)/2,
A =271 mod 2/71. The change of theta coordinates matriz is given by Mn, €

28 See [DD26, §2.6] for the detailed construction.
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GL16 (]Fp) s

10 0 0 01 0 000 1 0 0 0 0 1
10 0 0 0-1 0 000 1 O O O 0-1
10 0 0 01 0 000-1 0 0 0O 0-1
10 0 0 0-1 0 000-1 0O O O O 1
01 0 01 00 000 0O 1T O0O0T10O0
01 0 0-1 0 0 000 O 1 O 0-1 0
01 0 01 00 000 0-1 0 0-1 0
M. o 01 0 0-1 0 0 000 O-1 0 O 1 O
N2"100 1.0 000 110 0 0 0 1 0 0
0o 1.0 0 0 0-110 0 0 0-1 0 O
00-1 0 0 0O 0-110 0 0 O 1 0 O
00-1 0 0 00 110 0 0 0-1 0 O
00 01 0 01 001 00 1 0 0O
00 0 1 0 0-1 001 0 0-1 0 0 O
00 0-1 0 0-1 001 0O O 1 0 0 O
00 0-1 0 0 1 001 0 0-1 0 0 O

which can be efficiently computed as 4 independent twisted Hadamard transforms.

Proof. This is a straightforward application of [Dar25b, Theorem 6.2.10]. a

F.5 Gluing into an Abelian variety of Weil type

What now remains is to detail how to efficiently compute the proper gluing
isogeny F3 : Sy x Sy — X, where X is a abelian fourfold of Weil type. Although
we detailed in Appendix E.2 how to compute generic 2-isogenies between our
specific abelian fourfold of Weil type, the gluing isogeny requires special care.
This is because, in the case of gluing, the dual theta null point 6% (0) has zero
coordinates, thus requiring a specialised mechanism. In the case of MIKE, those
zero coordinates are fixed and given by

. ,
0X(0) for j € {5,7,10,11,13,14}.

Additionally, following Proposition 4.1, we also have that dual theta null
points must be stable under the action of the [i] automorphism of X, meaning
that

X X (1s X
0(0) = 0 ([(0)) = 0%,(0)

TOj

with 7o j acting as the permutation (03)(12) € &4 on the bitwise representation
of j.

Following [DD26, §3.2] and similarly to Theorem E.1, computing our isogeny
F; is then equivalent to solving the equivalent HIIP [DD26, Problem 3.1] in-
stance, itself equivalent to finding a spanning tree in G, the codomain graph.
Likewise Theorem E.1, thanks to the action of i on the theta-coordinates, it
suffices to solve the HIIP over G to naturally retrieve a solution of the HITP
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on G, where Gp is the graph G quotiented by the equivalence relation induced
by i on the theta null point, following Lemma H.5. In the case of MIKE’s glu-
ing, we will consider Figure 14, the codomain graph induced by the 8 torsion
points [27~°]F, o ) (T3), [27 7] F; o F1(T}) and its sum. We can thus interpolate
efficiently 6% (0)®~! using the formula [DD26, equation 5] and specialising it to
our spanning tree.

0
RN
24 L8 (312

6 9 15

Fig. 14: MIKE gluing Gj;) codomain graph. Edges are in red for 73, blue for T}
and green for T3 + T}.

Nevertheless, since X (0)®~1 contains zero coordinates, it is not a suitable
choice of auxiliary point for evaluating other points. Instead, we use the point
[2 5] F; o Fy(T3). This choice is motivated by the fact that it has no zero co-
ordinates, and that [2/75]F3 o I, o Fy(T3) is a point of 4-torsion in A. By the
theta group action relation, this torsion property implies that we only need to
compute half of its coordinates, since

X (12721 F3 0 Fy 0 Fy(T3)) = 65, (27 ~°]F3 0 Fy 0 Fy(T3)).

By using 6% ([277°]F3 0 Fy 0 Fi(T3)) ® 6% (0), which was previously computed
to interpolate 5(0)9’1, and combining the theta group action relation with the
action of the [i] automorphism, we can recover all coordinates gJX ([2f —5F3 0
FyoF} (Tg)) except for j = 10, 14, despite the presence of 6 zero coordinates. To
recover these last two coordinates, we further exploit the theta group action.

Consider the point U := [2f=°]T3 + [2/=4]T}. By the theta group action, we
have

05 (Fs 0 Fy0 Fi(U)) = 0% 5([27 51 F3 0 Fy 0 Fy(T3)).

Using this property, we obtain 1/ ([27°]F30 Fy0 Fy (T3)) = 0% (Fyo Fyo Fy (X)),
which can be recovered from 6% (Fro Fi(X))® 6% (0).2° Furthermore, F; o Fy o
Fi(X) can be efficiently computed using differential addition over Sy and Sy
using the points previously required to interpolate 6X (0)0~1L.

2% To do so, we must ensure that both vectors share the same projective scaling factor,
which requires a few additional multiplications.
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Once 6% ([2/=°]F3 o F, o F1(T3)) is completely determined, computing its

entry-wise inverse gx([2f_5]F3 oFyoF (Tg))efl can be done via projective
inversion. We provide in Algorithm 7 the pseudocode of the whole procedure.

Algorithm 7 GluingCodomain(T®, T(® T3, T{¥ + TV

Input: T<8) Tés T ) , and T(g) + T, ). 8_torsion points above their respective points
in the underlylng symplectlc basis, specifying the 4-dimensional theta structure
as specified in Appendix F.5.

Output GX([QE P Fyue(T3))© 7! and GX( Yot

s H(XQQ) for X all 4 lnputs of GluingCodomain.

branch® « (29 - 28, 2§ - 20, 28 - 29)

branch® « (20 - Q1. O3 - 20, 0L - 1)

branch!? « (022, - 2%, 22 - 0% (2  H2) )

Initialise Z a 10 element array. > All 10 coordinates of 0~ (0)©7!.

U « branch$ - branch}?

Zo < branchy, Zi < branch?, Zs « branch}

U < branchg - branch}?

Zy < U -branch8, Z; < U - branch§

: U + branch§ - branch

: Zs < U -branchi?, Zg < U - branchi?

. Set Z4,Zs and Zg to 0.

: Uncompress Z into 6% (0)©~! R

: Initialise X a 8 element array. > All 8 coordinates of 0™ ([2/ %) Fyue(13))

s Xo23 — 29 @W(O)Qf1 for i € {0,1,2,3}

D Xagr 4 206V (0)°! for i € {8,9,15}

1 Xe — Xo - QS . 55‘/(0)@71

st 23 -55"(0)®‘1 > recover last coordinate

: forie€{0,...,7}\ {6} do

D Xie— Xt > Ensure coherent projective coefficients

: X©~! < Projectivelnversion(X)

: Uncompress X© ™! into 8% ([29 %] Fyue(T3)) "

: return 5)(([210_5]Fg|ue(T3))®_17 6%(0)°!

NN NN RFRFH P = o s
W N 2O WO O U hnWN=OW

F.6 Gluing everything together

After this brief overview of MIKE’s gluing, we now have all the tools necessary
to compute and evaluate points through Fge using Algorithms 8 to 10. Their
pseudocode concludes this short and non technical appendix.

G Abelian fourfolds of Weil type

There are various automorphisms in play in the MIKE key exchange, which we
study in this section. Notably we will prove that the MIKE fourfolds are of
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Algorithm 8 GluingBasisWithVerification(P, @, e, x)

Input: (P,Q) are a basis of E[2°] and = € Zge such that x =3 mod 8

Output: By a basis of the gluing and valid, a boolean denoting if the curve E is
valid or not.

valid < true

P(32) « [2675]P7Q(32) « [2575]Q

pae) [Q]P(32)7Q(16) — [2]@(32)

P® [2]]3(16)7 Q(8) . [Q}Q(lﬁ)

PW [2]p(8)

if [2]PY £ (x:0: %) or [2]Q® # (1:%:41) then

| valid <« false

E’5 < NormaliseMontgomery(E3) > Using P and [AAA+26, Algo 4.96]

if Ep # E; then

©

10: | valid « false

11: T3« ([(z +1)/21Q%, [(x — 1)/2]Q?)

12: T, = (=[(z +1)/2]P®?, —[(x — 1) /2] PC?)
13: i) « T8 4 1%

14: Byue  (P®,Q®, P10 QU0 73 1(52) (32))

15: return By, valid

Algorithm 9 ComputeGluing(Bgjye)

Input: By the gluing basis as computed in Algorithm 8.

Output: Fye :the precomputations required to evaluate point through Fyue

1: P(8)7Q(8)7P(16)7Q(16)»T3532)7T4£32)7T3§i24) + Baue
// Scholten gluing

2: Compute I' : E X E° — W/(E).  © [Dup25, Alg. 6] with ScholtenGluingCompute
// Diagonal isogeny

3: éW/(E)(Vl) — QU9 —U(Q(16))) > Use [Dup25, Alg. 7] with
ScholtenGluingCompute

4: éW/(E)(Vg) — F(P<16>,—J(P(16))) > Use [Dup25, Alg. 7] with

ScholtenGluingCompute

Compute 87 B (U;) « (=1)7=30)" B (Vi) for i € {0,1} and j € {0,1,2, 3}

J
Apply Mn, to 8" ®)(U;) and 6" ) (V) for i € {0,1}
Get ¢v : W/(E) + Sy using (H(0" P (U)))
Get ¢y : W/(E) — Sy using (5W/(E)(V¢))
// Weil gluing
9: (Tx)o + 6™ BN ((T*)o)) and (Ti)1 + 6™ (I (TF)1)) for k € {3,4,3+4}
10: Apply Mn;, to (Tk)o and (T} )1 for k € {3,4,3 + 4}
11: (Ti)o + 05V (pu((Tk)o)) and (Tk)1 < 0°V (¢pv ((Tk)1)) for k € {3,4,3 + 4}
12: (Ts4a44)o < xADDsy, ((T4)o, (Ts+4)o, (T3)o)
13: (T344+4)1 < xADDsy, ((T4)1, (T344)1, (T3)1)
14: Ty (Tk)O ® (Tk)l for k € {374,3 +4,34+4+ 4}
15: Apply M, to Ty, for k € {3,4,3 + 4,3+ 4+ 4}
16: Compute F3 : Sy x Sy — X using T3, Tu, T544, T34444 > Use GluingCodomain
17: Fywe < I, ¢u, v, Fs, P®, TS
18: return Fye

> [AAA+26, Alg. 4.116]
> [AAA+26, Alg. 4.116]

1€{0,1}

+€{0,1}
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Algorithm 10 EvalGluing(Fgjue, T)

Input: Fjye: representing the pre-computation performed in Algorithm 9. T" a couple
point in E? corresponding to (Ty, —o (o)), (T1, —o(T1)) € (E x E?)2.
Output: 6% (Fgue(T)): the image of T through the gluing isogenies of MIKE, in a theta

structure compatible with the chain.

1: Compute T + T3(32) and T — Tém)

2: Compute (T + T*?)o £ P® and (T + T*?), + P®)

3: Compute 9WI<E>(F((T:I: TS(SQ))O) > Use 6 (B)(D(P®))©-1
4: Compute QW/<E>(F((T =+ T3(32))1) > Use 8" B (D (P®))e~!
5: Apply M, to 8" ) (1((T £ T$?)o)

6: Apply M, to 6" E(1((T £ T?),)

7 A 05U (¢y o D((T £ T)0). > Use 65V (0)©
8: B+ 05 (¢y o I'((T + TS*)y) > Use 65V (0)°
9: 95UV (Fy o (T £ TS*)) + M, - (A® B) .

10: return 0~ (F5(T)) > Use 0% ([2°7°) Fyue(T3))° 7!

Weil type (see Definition 4.1), which plays an important role both to speed up
the dimension-4 isogeny computations (Appendix E.2), but also to find suitable
modular invariants (Appendix H).

G.1 Automorphisms in MIKE

The goal of this section is to prove Proposition 4.1 i.e. that our MIKE shared
key is of Weil type. We provide a purely geometric argument and reformulate it
in the framework of the (quaternionic) module action (see Appendix B.6).

A purely geometric argument. We first look at the abelian surfaces gen-
erated during the key exchange. Recall that our public key is of the form
Xa = My - E| where (M4, Hy) is a unimodular rank-2 Hermitian R-module
with R = Z[(v/—p — 1)/2]. In practice, we take M4 R-isomorphic to the quater-
nionic ideal I4 C Oy, so that if E4 = I4-0, B}, Xa = W/(E4) by Corollary C.2.

In the following, let E/F,> be a maximal supersingular elliptic curve (e.g.
E = E4). By construction, W/(E) is 2-isogeneous to the Weil restriction W (E),
which is isomorphic over F,2 to E x E? (where o denotes the p-Frobenius action).

Now on this product there is an involutive automorphism vg : (P, Q) +—
(=P,Q), with 42 = 1. Let I'y : W(E) — W'(E) be the Scholten gluing 2-
isogeny.

Lemma G.1. vg descends to an involutive automorphism ~ of W/(E) (defined
over E,2 ), such that 7}52 =[1] on W/(E) and vy o I'y = I'g oyg. We call it the
canonical involution of W'(E).

Proof. Let e : W(E) — W(E), (P,Q) — (P,0) be the idempotent defined over
F,2: €2 = e. So this is an endomorphism of discriminant 1. We let £ = I'yoeolg; it
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satisfies €2 = [2]¢ so this is an endomorphism of W/(E) of discriminant 4. Define

Vi = [1] — &, then fy’EQ = 1. Furthermore, since vg = idy (g) —2e, we have that
Ygolgpolp =2y, =12 — 21 =Tgo([l] —[2le)olr = I'goygolg, so
Yol =IgovyE. O

Remark G.1. Let us remark some basic properties of the canonical involution
- First, by construction 4 = vg, and it follows from v o I'g = I'g oy that
YE =5

Second, vg anti-commutes with the p-Frobenius of W (E), which ensures that
~j; anti-commutes with the p-Frobenius of W’(E) (since I’y commutes with the
p-Frobenius).

Finally, recall that the Weil and Scholten constructions are functorial: an
isogeny ¢ : E4 — Ep induces isogenies W(yp) : W(E4) — W(Ep) and
W'(p) : W/(E4) — W/(Eg). The construction of the canonical involution vg
in Lemma G.1 shows that it is functorial too: it commutes with the isogeny
W'(p) : W/(E4) - W/(Eg). Indeed, keeping the notations from Lemma G.1
and replacing the F 4, Ep indices by A and B instead, we obtain:

YgoW'(p)ol'a=~golgoW(p) =IgoysoW(p)

But W(p) = Diag(p, ¢?) and both v4 and g are of the form Diag([—1],[1]),
which ensures that v5 0 W(p) = W(y) o v4, so that:

YpoW'(p)oTl'a=TpoW(p)oya=W'(p)oryola,

and finally v o W' (p) = W'(p) 0 v/, as desired.

Lemma G.2. Let E}/F, be the curve y> = x* — x. Under the isomorphism

W' (E{) ~ E62 from Corollary C.1, the canonical involution is v : (P, Q) —
([(]Q, —[i]P), where [i] : (z,y) € By — (—=,iy) € Ef.

Proof. By Lemma C.3, we have W/(E})) = E}) x E}' over F,. In the proof of
Lemma C.3, we have seen that the Scholten 2-isogeny is given by Iy : W(E() —
W'(E}), (P,Q) — (P+ Q,P — Q) up to post-composition by a twisting iso-
morphism E} x E}y o~ E} x E}'. Since E.' ~ Ejj, we may take [i] as twisting
isomorphism of Ej, so that I} : (P, Q) — (P + Q,[i](P — Q)).

Now under this isomorphism and with v : (P,Q) — (=P, Q), we obtain
Iy oy(PQ) = In(=P,Q) = (=P + Q,[{j(-P — Q)). Since vy 0 Iy = I o o,
we apply these equations to (P', P'), (—=[{]Q",[{]Q") € E,? such that [2]P' =
P,[2]Q" = Q € E| to obtain:

FY(I)(P’O) :’Y{)OFO(Plvpl) :FOO’YO(Plvpl) = (Oaf[i]P)
70(0,@Q) =70 © Lo(—[]Q", [{]Q") = I 0 (-[{Q", Q") = ([{Q,0).
We conclude that v (P, Q) = ([i]Q, —[i]P). O

Remark G.2. We also have the automorphism [i](z,y) = (—=,iy) on E{. Then
W Ej is isomorphic over Fy2 to E) x E\° = E{j x Ejy, and Wi] = [i] x [i]7 =
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[i] x [—i]. By the proof of Lemma G.2, we have a canonical F,-rational isogeny
Iy : WE) — W/E} ~ E}?, given over E,2 by (P,Q) € Ej* — (P+Q, [i}(P—Q)).
Transporting Wi] via I'y we obtain that W'[i](P, Q) = (—=Q, P) on W'E} ~ E}>.
Beware that this is a different automorphism than 7, above, specific to W'EJ.
The automorphism [¢] that we will construct on our fourfold uses ).

We are now ready to construct an anti-dual automorphism [i] of order 4 on
XAB = MIKE(EA, EB) = (IA KRR IB) ‘R E(,), where IA and IB are left Oo—ideals
corresponding to the public keys E4 := I4 -0, Ej and Ep := Ig -0, E|. First,
we construct such an automorphism [ij4 on W/(E4)? as follows [i]4 : (P,Q) €
W/(EA)? — (—7/4(Q),74(P)) € W/(E4)% Since 7/, = [1], we obtain that
[i]3 = [~1]4 and since v/ 4, = 7/ 4, we also have [i] , = —[i]a, as desired.

Ezample G.1. When E4 = E}, we have (W/(E}))? ~ E})* and via the
isomorphism W'(EL) ~ E}?, ~} is given by (P,Q) — ([{Q,[-i]P) by
Lemma G.2. It follows that the desired automorphism is [ijo : (W'(E}))? —
(WI(E(/J))Q’ (P17 Py, P, P4) = ([i]P47 _[i]P3’ _[i]P27 [I]Pl)

We then obtain the desired automorphism [i]4 on X4p by descent of [i] on
W'(E4) via the isogeny Fg : W/(E4)? — X sp induced by the R-module action
by Mp = Ig. Proposition 4.1 then follows immediately.

Proposition G.1. Let I4,Ip be two quaternionic ideals of norms non-divisible
by p, and Xap = (Ia®gr Ip)-r E| be the abelian fourfold given by the MIKE key
exchange from Ea, Eg. Then there exists an automorphism [i] on Xap defined
over Bz, with [i] = [—i], [i]* = [~1], and such that X ap is of Weil type.

Proof. We prove that ker(Fg) is stable by the action by [i]la : (P,Q) €
W' (Ea)? = (—/4(Q),Y4(P)) € W/(E4)?. As we have seen in Example 2.2,
if we write I = Og(N,« + Bi) with N € Z<o, o, € R, then Fp has kernel

ker(®) N E{[N] with
[ a) «B)
¢(ﬂwwm9’

and ¢ : R — End(W’'(E,4)) the R-orientation of W’(E,), which is induced
by the p-Frobenius by Lemma C.2.(iii). Then, if (P,Q) € ker(Fp), we have

[a]P + [8]Q = 0 and —[8]P + [@]Q = 0, so that

—1(a) 0 Y4(Q) + u(B) 0 Va(P) = v4(L(B)(P) — (@)(Q)) =
1(B) 0 ¥a(Q) +1(@) 0 Y4 (P) = va(u(

where we used the fact that </, anti-commutes with the p-Frobenius (Re-
mark G.1) and that ¢ is induced by the p-Frobenius.

This proves that ker(Fg) is indeed stable by [i]4, from which follows that
Fp o [i]a factors through Fp. By equality of the degrees, we obtain that there
exists an automorphism [i] of X 4p such that [ij o Fg = Fp o [i]4. The equalities
[i] =[], [{]> = [~1] immediately follow since they are satisfied by [i]4.

0
0,

£
5
+
S
<
I
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For the tangent space, we see immediately that [i]o : (W/(E}))? —
(W'(E}))?, (Pr, Py, P3, Py) — ([i] Py, —[i] Ps, —[i] P2, [i] P1) from Example G.1 has
two eigenvalues i and two eigenvalues —i (with multiplicity) on the tangent space
at the origin. Now, by functoriality of the canonical involution (Remark G.1) and
by construction of [i4], we see that [i]j4 o W/ (¢pa) = W (pa) o [i]o, where @4 is
the isogeny corresponding to the left Op-ideal action by 4. By separability of
W'(pa) (since p t nrd(I4)), [i]a is similar to [i]p on the tangent space at the
origin. An analogue argument involving Fp instead of W’(p4) ensures that [i]
is similar to [i]4 on the tangent space at the origin, which completes the proof
that X 45 is of Weil type. a

Note that the above results are more general than in the MIKE setting because
we do not assume that nrd(Z4) and nrd(Ip) are powers of 2. However, we now
specialise to the MIKE setting (nrd(4) = nrd(Ig) = 2¢) to compute the action of
[i] on the symplectic basis from Theorem 4.1, which will be related to the action
of [i] on our level-2 theta structures throughout the isogeny chain computation.

Now recall that from Appendix F, the MIKE 2¢-isogeny Fa4 : (W/(Ep))? —
Xap = MIKE(E4, Eg) can be built from a 2%isogeny F : W(Eg)? — Xap
instead, because F4 factors through A: we have F4 o Diag(I'a,I'4) = F'y o A.

Remark that we can also define [i] on W(Eg)? by [i|(P,Q) =
(v8(Q), —vB(P)). Explicitly, over F,: we have W(Eg)?> = (Ep x E%)? and
[{](P1, P2, Q1,Q2) = (—Q1,Q2, P1,—P»). By the construction of the canonical
involution in Lemma G.1, we have that [i]p o Diag(I's, I's) = Diag(I's, ') o [i]
so [i]p defined earlier descends from [i] through Diag(I's,I's), where I'p :
W(Eg) — W'(Ep) is Scholten’s gluing 2-isogeny. Besides, on the square
W (Eg)?, we have the isogeny A(P,Q) = (P + Q,P — @Q), and we see that
Aoli] = —[i] o A.

Now, by the computations above, we have that [i] on X4p, which is the
descent of [i] on (W/(E4))? through Fja, is also the descent of [i] on W(E4)?
through F,.

Corollary G.1. If Xsp = MIKE(E 4, Eg), then the Weil-Cartier pairing e ;
X[1+1i] x X[1+1i] — po is alternate.

Proof. Let (S1,S2,S3,S4,T1,Ts, T3, Ty) be the symplectic basis of W (E 4)?[2¢72]
from Theorem 4.1. Then by the definition of [i] on W(E.)? [Ty =
[Ty, {]T> = —[za]T5, [i]S1 = [xa]Ss, [i]S2 = —[xa]S3. In particular, since
x4 is odd, the kernel ([4]T1, [4]Ts, [4]T5, [4]T4) of F'y is a (Z/2°Z)[i]-module of
rank 2, generated by [4]T71, [4]T5.

If P,Q € Xag[l+i] C Xap[2], then because 2 = (1 — i)(1 + i), we have

—~—

e1+i(P, Q) = e2(P, Qo) = ea(P, Qo) for Qo € E[2] with [1 —i]Qy = [1 +i]Qo =
Q. In particular, ey ;(P, P) = es(P, Py) = ex([i] Py, Py) where [1 +i]Py = P.
Because F’y commutes with [i] and is a 2°-isogeny, we also have, if Py = F; (P1),
ea([i]Po, Py) = ege+1([i]P1, P1). Hence, the action of [i] on W (E4)?[2°T2] shows
that 62([i]P0,P0) =1forall Py € XAB[Z}. O
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Remark G.3. The same result holds for all the intermediate fourfolds obtained
during the computation of the isogeny Fa : (W'(E4))?> — Xap, since they
are all of the form X4p for a 2¢-isogeny E}, — E; that factorises the isogeny
E{ — E}.

Module interpretation of Proposition G.1. We first give a module theo-
retic interpretation of the canonical involution 7y built on W’(E4). Since v/,
is only defined over F,2, we need to move from R-modules to (left) Op-modules
(see Appendix B.6). Recall that E4 = I4 -0, Ej and that W/(E4) = My g E}
with M4 = I4 seen as a R-module by Corollary C.2. It follows by Proposi-
tion B.2 (which can be applied to the quaternionic context by Appendix B.6)
that W/(E4) = M/y-0, B} with My = Og®@g14, with the induced left Op-module
structure.

Beware that M/ is an (O, R)-bimodule, where the action of 7 € R on the
left is given by, for any « € I, r- (a+bi) @ x = (ra+rbi) ® x = (ar + biT) ®
while the action on the right is given by (a + bi) @ z - r = (a + bi)r ® z. In
particular, we recover that M4 = {m € M) ,r-m =m-r Vr € R}, which can
also be seen geometrically.

Indeed, Proposition B.3.(ii) and its generalisation in the quaternionic context
(Appendix B.6) imply that M ~ Hom 4, (W'(E4), Ej) = Homg, (W'(E4), Ej)
and M) ~ Homp , (W'(E4), EY). And Homg, (W'(Ea), E) is the submodule of
Homg , (W'(E4), E) made of homomorphisms commuting with the p-Frobenius
i.e. with the R-orientations.

Corollary G.2. With the notations above, the canonical involution —vy on
W'(E4) = M) -0, E{y constructed by Lemma G.1 is given by right multiplication
byi®pi on MA =0 RrIa C OyRr 0.

Proof. From the above discussion applied to Iy = Op, we see that W' (E) ~
(Op ®r Op) -0, B} and the automorphism [i] : E) — E|) corresponds to right
multiplication by i, which is indeed a morphism of left Op-modules. We also have
Oy = RP Ri as an R-module, so Og®@r Oy ~ OgR@1B 0O ®i as a left Og-module.
Given 2@14+y®i € Og®@r Oy, we compute (2®@14+y®i)(i®i) = —yi®l+zi®i.
Unraveling the functorial construction from the proof of Theorem B.2 (which still
applies in the quaternionic context), we then see that the right multiplication by
i®i corresponds via the left Og-module action to W’(E}) ~ Ey* — E)*, (P,Q) —
(—[i]Q, [i] P), which is the opposite of the automorphism -, from Lemma G.2.
Now, we prove that this is still true on W/ (E4) = M/, -0, E{, corresponding to
M), = 0o ®grIa. Let pa: Ej — E4 be the isogeny corresponding to the action
by I4. Then, as we have seen in the proof of Corollary 3.1°0, W'(p.) : W/(E}) —
W'(E4) corresponds to the inclusion morphism of left Op-modules j4 : M/ —
Oo®rOp. By Proposition B.3.(i), which still holds in the quaternionic context by
Appendix B.6, there is a correspondence between morphisms of left Oy-modules

30 Remark that the proof still applies in a less restrictive case than Corollary 3.1.
Indeed, it still holds as long as ker(W (1)) does not intersect ker(Ilp).
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and [F2-rational morphisms of PPAVs. In particular, the functorial property
Yy o W (p) = W (p) o that we obtained in Remark G.1 yields the following
commutative diagram of left Oy-modules:

A
My =0 ol — 22 5 0y 980y
7.(i®i)i J.(i@@i)
e Ja
M_,/4:(90®RIA—>OQ®ROO

We see that the left vertical arrow corresponds to 4/, and must be the right
multiplication by i®i, which proves that Oy® g1 4 is stable by right multiplication
by i ® i and completes the proof.

O

‘We now move to automorphisms involved in dimension 4. It is easier to define
them first on the module side, as in Corollary G.2.

Proposition G.2. Let 14,Ip be two quaternionic ideals, and Xap = (Ia Qr
Ip) -r Ej be the abelian fourfold given by the MIKE key exchange from Ea,Ep.
Then the automorphism [i] from Proposition G.1 on Xap corresponds to the
right multiplication by i ® i ® i via the left Oy-module action.

Proof. By Proposition B.2 and Appendix B.6, we have X 5 = (I4 ®r Ip) ‘g
Ey=(0Og®rIa®rIB) 0, E). Then, by construction of the module action and
Theorem C.1.(ii), the sequence of inclusions

Oy RrIARrIp — Oy Rr Is @ Oy — Oy ®r Oy ®r Oy
corresponds to the composition

4 Diag(W'(0a),W'(pa))

W'(E})? = E} W'(EA)? L2 X4,

where ¢ 4 corresponds to the left Op-ideal action by I, and Fp corresponds to
the R-module action by Mp = Ig. Then, by construction of [i] on X 45, we have
that [i]o Fs oDiag(W (¢.4), W'(¢4)) = FisoDiag(W" (9.4), W (.4))oily. Hence,
with the same arguments we used to prove Corollary G.2, it suffices to prove
that [i]o corresponds to the right multiplication by i®i®ion Oy ®@r Oy @r O
to complete the proof.

Actually, on the module side, E64 corresponds (over Fy2) to Oy @rOg®@r Oy ~
OrR103100101Rid0)i®vl® O)®i®iand so right multiplication
by i®i®1iis given on E64 by [i] : (P1, Py, P3, Py) — ([i] Py, —[i] P3, —[i] P, [i] P1),
which is exactly [i]o introduced in Example G.1. O
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G.2 Explicit action of the automorphism in the theta model

In this section, we will freely use standard results on theta groups and theta null
points, as introduced by Mumford in [Mum66]. Introduction to these concepts
can be found in [Rob10; Rob21; Dar25a; Dar25b] (see also Appendix E.1 for a
basic introduction).

It turns out that, in our setting, the extra automorphism [i] on our fourfold
of Weil type X allows to fix the level-2 theta structure almost canonically. A
crucial property is that the Weil-Cartier pairing e;,; is alternate on X[1 + i,
as proven in Corollary G.1. Informally, the idea is to see the level-2 structure as
some sort of level-(1+1)? structure, see also Appendix H.4 for a more conceptual
approach.

Definition G.1. A symmetric level-2 theta structure is said to be adapted to [i]
if it is induced by a symplectic basis (U1, Us, U, Uy, U, Uz, Us, Uy), of (X[4],e4),
such that, if Ty = [2]U;, T} = [2]U}, we have:

— (T, T3,T5,Ty) is a symplectic basis of (X[1+1i],e141). In particular, [i]T; =
T;
[1—A]TY =T, 1 —i]Ty =Ty, 1 —i]T3 =Ty, [1 —i]T; =T}
- 1 4iUy =T3, 1 +i]Uy =Ty, 1 +i]Us =17, [1 +i]Usy = T5.
— [ =0 = =0, (1= U3 = ~Us, (1= U} = ~Uy, [1— JUf = 0.
It is furthermore said to be adapted to ([i],7p), where m, is the p-Frobenius

endomorphism of X, if Uy,Us,Us, Uy are eigenvectors of eigenvalues +1 for
[i] omp and Uy, Uj, Us, Uy are eigenvectors of eigenvalues +1 for .

Remark G.4. The last condition on the U/ is in fact enough to have the first
three conditions. Indeed, since 2 = (1 +i)(1 — i), from [1 — i]JU; = —Us we get
[1+1i]Us = —[2]U{ = Ty, and also [1 — i]T] = T5. From this we deduce that
(T1,T5,T5,Ty) is a symplectic basis of (X[1 +1i], e141)-

Remark G.5. Recall that if a 4-torsion point U above [2]U induces a sym-
metric level-2 theta group element gy, then given T € X[2], U + T in-
duces the symmetric theta group element gy = e2([2]U, T)gy. We also have
that if the four torsion points Up,Us induce the symmetric theta group ele-
ments g1, g2 above [2]Uy, [2]Us, then Uy 4+ Us induces the theta group element
9u,+Us = (9192)/ea(U1, Uz). All this can be easily proved using the cubical arith-
metic reinterpretation of the theta group action from [Rob24a, § 6.2].

For instance, in the situation of Definition G.1, we have gyu, = gu,,
I+iu; = gus, and gju; = gui+us = Ui gus-
Remark G.6. Although the conditions for a symplectic basis to be [i]-adapted
are natural, the conditions to be ([i], 7,)-adapted might seem more ad-hoc. The
reason for this condition is that this allows us to prove that the associated
level-2 theta structure is rational (see Proposition G.3), and also that the level-
2 theta structures in our dimension-4 2°-isogeny chain are (up to a change of
variable) naturally of this type by Lemma G.3. We will see in Appendix H that
for our invariants, we will only need an [i]-adapted symplectic basis such that
the associated level-2 theta structure is [F,-rational.
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We can now study the action of [i] on [i]-adapted (and ([i], 7, )-adapted) theta
structures and on the level-2 theta structure of X 5 = MIKE(E4, Eg). Given
a level-2 theta structure 6 on an abelian fourfold of Weil type X, we denote
the action of [i] as [i] - 0; : P € X + 0;([i]P) for every index j € Z3*'. In the
following, when denoting theta coordinates, we often replace the index j by the
integer Zi@zo Jm2™ in binary decomposition.

Proposition G.3. Let (6y,...,015) be the theta coordinates associated to an [i]-
adapted symplectic basis. (U,Us, UL, Uy, U, Us,Us, Uy). Then the action of |i]
s given by [i] . (900 : 901 : 902 : 003 : 904 : 905 : 906 : 907 : 008 : 909 : 910 : 011 : 012 :
013 : 014 : 015) = (Boo : Oo1 : Ooz : 0oz : Ooa : —bos : Ogs = —0Oo7 : Oog : Oog : —010 :
—011 : 012 : =013 : =014 : 615). In particular, the theta null point is of the form
(boolb(nZbogZb031b04202b06202b08:b09:0:02b12:0201b15).

If furthermore we have an ([i], m,)-adapted symplectic basis, then these theta
coordinates are Fy-rational.

Proof. We can proceed as in Lemma F.6. It suffices to look at how [i]
acts on our [i]-adapted symplectic basis and to apply the theta trans-
formation formula from [Dar25b, Theorem 6.2.10]. More precisely, the
symplectic change of basis matrix from (Uj, U}, U4, U, Uy, Us,Us,Uy) to
(WU, GUS, (U4, (5107 B, (U, (1Us, [)U4) s given by:

1000 0 0 2 O
0100 0 0 0O 2
0010 2 0 0 O
N — 0001 0 2 0 O
' 0010-1 0 0 O]"
0001 0-1 0 O
1000 0 0-1 O
0100 0 0 0-1

Then, by [Dar25b, Theorem 6.2.10], the associated change of theta coordinates
is given (up to a projective factor) by:

My = Diag(1,1,1,1,1,-1,1,-1,1,1, -1, —1,1,—1,-1,1).

The expression of the [i] - ; and of the theta null point (stable by action by [i])
follow.

We also provide an alternate proof “by hand” using the action by theta group
symmetric elements (which is key to the proof of [Dar25b, Theorem 6.2.10] itself).
It is a standardly known fact in Mumford’s theory of theta coordinates that 6
and [i] - Oy are the unique functions on X (up to a projective factor) that are
invariant under the action of gy, , - -+ , gu, and gpyu,, - - - , gjju, respectively. Since
gu, = gu, by Remark G.5, and similarly for [i]Us, [i]Us and [i]Us, we obtain
that [i] - 89 = 6. Then, we can use the fact that the action of g gy on

3! The notation [i]*0; may also be found in the literature.
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[i] - 6o = O spans all the other theta coordinates [i] - §; as follows (see [Dar25b,
Eq. (5.11)] and Remark G.5):

1

[i] - 01 = gur - [i] - 0o = gur+vs - 00 = guy - gus - 0o = guy - b0 = bh,
[i] - 02 = gy - [i] - 0o = gugrv, - 0o = guy - gu. - b0 = guy - b0 = 02,
[i] - 03 = gpjuy - [i] - 61 = guy - gu, - 01 = guy - 01 = O3,

[i] - 04 = gy - [il - 6o = guz+v, - 0o = guy - gu, - b0 = guy - 6o = Oa,
[i] - 05 = gpyuy - [i] - 01 = guy - gu, - 00 = —guy - 01 = —05,

[i] - 06 = v - [i] - 02 = guy - 9u, - 02 = guy - 02 = b,

[i] - 07 = gy - [il - 03 = guy - 9u, - 03 = —gu; - 05 = —07,

[i

[i

[i]
[i
[i
[i]
[i
[i
[i]
“0s = gu; - [i] - 0o = gui4v, - 0o = guy - g, - b0 = guy - 0o = Os,
[i
[i]
[i] -
[i] -
[i] -
[i] -
[i] -

i] -0y = guy - [i] - 03 = gu; - gus - 03 = guy - b5 = Oy,
[i] - 010 = gpyuy - il - 08 = guy - gu, - 0s = —guy - O3 = —bho,
[i] - 611 = guy - [i] - 610 = —gu; - guy - bho = —guy - bho = —b11,
[i] - 612 = gpuy - [i] - Os = guy - gu, - Os = guy - Os = 012,
[i] - 615 = gpo; - [i] - 012 = guy - guy - 612 = —guy - 612 = —b13,
[i] - 014 = gyuy - [i] - O12 = gy - gu, - 012 = —guy - 012 = —bha,
[i] - 615 = go; - [i] - 014 = —guy; - gus - 014 = guy - 014 = b15.

So we obtain the same result.
A similar proof shows that the theta coordinates are F,-rational for a ([i], p)-
adapted symplectic basis. It suffices to check that the action of 7, leaves theta co-
ordinates invariant, and we compute for that the symmetric theta group elements
associated to the m,(Up,),mp(U),). By assumption, we have m,(U,,) = U]

m m m

and 7, (Uy,) = %[i|JU,, for all 1 < m < 4. It follows that for all 1 < m < 4,
Gr,(UL) = QUL OF G (Ur) = 9-Us, = gu: +i2ju, = guy, by Remark G.5. Simi-

larly, g, (.) = 9ijUm = 9U. OF 9rp(Un) = 9—[{1Um = I20)Um+[Um = I[iJU. =
gu,, forall 1 < m < 4. Since two symplectic basis of X[4] inducing the same sym-
metric elements induce the same theta structure, we conclude that m, - 0; = 6;

for all 0 < 5 < 15, which completes the proof. a

Lemma G.3. Let Xap = MIKE(F4,Eg) be the MIKE fourfold and
(S1,52,83, 84, 11,15, T5,T4) = (F))«(Bg) the symplectic basis of Xag[4] in-
duced by the initial basis Bg of W (Eg)?[2¢72] from Theorem 4.1 which is used
to to represent the theta null point of X ap.

Then (Sl, SQ, T4, Tg, Tl —|—T4, TQ —7};7 Sl - 54, —SQ - Sg) s an ([1]7 ﬂp)—adapted
symplectic basis.

Proof. Using the action of [i] on Bp that we computed in Corollary G.1, and
the fact that [i] commutes with F”y by construction (Proposition G.1), we ob-
tain that [i]Tl = [QSA]T4, [i]T2 = —[xA]T;J,, [I]Sl = [XA]S4, [i]SQ = _[XA]S3 with
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xa = xa = £1 mod 4. Tt follows that [i]T5 = [xa|T%, [{|T4 = —[xa]T1, [i]S5 =
[x4]S2 and [i]Sy = —[x4]S1. Similarly, since the kernel of F’, is stable by the
p-Frobenius, it commutes with F’y, and we obtain from the p-Frobenius action
on Bp from Theorem 4.1 that 7,(Th) = Th, 7p(T2) = To, mp(T3) = =15, mp(Th) =
=Ty, mp(S1) = —S1,mp(S2) = —S2,mp(S3) = S3,7,(S4) = S4. An easy compu-
tation then shows that (S, Ss, Ty, T3, Th + Ty, To — 13,51 — S4, —S2 — S3) is an
([i], mp)-adapted symplectic basis. O

Corollary G.3. Let (xoo,...,x15) be the theta coordinates adapted to the
MIKE ‘isogenies (induced by (F'4)«(Bp) on Xap[4] with the notations from
Lemma G.3), and (Yoo, - - -,Y15) be the theta coordinates of the ([i], mp)-adapted
symplectic basis from Lemma G.3. Then the change of theta coordinates is given
by:

Yoo = Zoo + Tog + Toe + T15 Yos8 = Too + Tog — Tos — T15
Yo1 = To1 + Tos + To7 + T14 Yo9 = To1 + Tog — To7 — T14
Yo2 = To2 + T11 + Toa + T13 Y10 = Zo2 + T11 — Tosa — T13
Yo3 = o3 + T10 + Tos + T12 Y11 = To3 + T10 — Tos — T12
Yo4a = Too — Tog + Tos — T15 Y12 = Too — To9 — Toe + T15
Yos = To1 — Tog + To7 — T14 Y13 = To1 — ZTog — To7 + 14
Yo6 = Toz — T11 + To4 — T13 Y14 = To2 — T11 — To4 + T13
Yo7 = To3 — T10 + Tos — T12 Y15 = To3 — T10 — Tos + T12

In particular, it follows by Proposition G.3 that,

[i](.’lﬁoo X1 - X2 - X3 - Xp4 - Xos - Lo - L7 - L] - X9 - X10 - X11 - X12 - X13 - X114 - .%‘15) =

(1’00 X8 X4 - X12 1 X2 - X10 - X6 - L14 - X1 - X9 - X5 - 13 - X3 - T11 - X7 - 1'15).
(22)

Proof. This follows from applying the theta transformation formula from
[Dar25b, Theorem 6.2.10] to the symplectic change of basis from Lemma G.3.

We give an alternate proof below based on the theta group action (similar to
the proof of Proposition G.3) and the trace method of [Rob10, § 3.5]. First, the
theta coordinates adapted to the MIKE isogenies are the ones induced by the
symplectic basis S, Ss, Ss3, Sy, 11,15, T3, Ty. By definition of the theta coordi-
nates associated to this symplectic decomposition, we have that xgg is invariant
by the g7, and xo1 = gs, - Too, To2 = g5, - T00, To4 = S5 * T00; T08 = S, * 00, - - --

Now recall by Remark G.5 that if the four-torsion points Uy, Us induce
the symmetric theta group elements g1, g2 above T; = 2U;, then U; 4+ Us in-
duces the theta group element (g192)/e4(U1,Uz). It follows that the symmet-
ric elements associated to —T — Ty, T3 — 15,54 — 51,52 + S3 are given by
91,974, 9739155, 95,9515 95293 respectively.

Since gy should be invariant by the subgroup generated by all of these, we
can take the trace:

Yoo = Too +95,95; - 00+ 9S> 9S5 oo + 95, 95,9559S, - Too = Too + Tos + Tog + T15-
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Then we compute:

Yoo = 9o * Yoo = Zoo + Toe + Tog + T15 Yos = 915 " Yoo = Too + Tog — Tos — T15
Yo1 = gs; " Yoo = Zo1 + Zos + To7 + T14 Yoo = 915 " Yo1 = To1 + Tog — To7 — T14
Yo2 = gS, " Yoo = Zo2 + Z11 + Tosa + 213 Y10 = 915 " Yo2 = To2 + 11 — To4a — T13
Y03 = 9s,9S, - Yoo = To3 + 10 + Tos + 12 Y11 = 915 " Yo3 = To3 + T10 — Tos — T12
Yo4 = g1, " Yoo = Zoo — Zo9 + Toe — T15 Y12 = 91597, - Yoo = oo — To9 — To6 T T15
Yos = g1, " Yo1 = To1 — Tog + To7 — T14 Y13 = 91597, - Yo1 = To1 — Tos — To7 + T14
Yo = 914 " Yo2 = T2 — T11 + Toa — T13 Y14 = 91597, * Y02 = To2 — T11 — To4 + T13
Yo7 = g1, " Yo3 = Z03 — Z10 + To5 — T12 Y15 = 91597, " Y03 = To3 — T10 — Tos + L12

Finally, using the action of [i] on the y-coordinates described by Proposi-
tion G.3 and using the reverse change of variables, we obtain Equation (22). O

Note that using the little-endian binary representation for the indices j =
Eizljm - 2m=1 of the theta coordinates adapted to the MIKE isogenies, the
action of [i] is described by @(j, j, js.ja) " T(ja.issjarit)-

The action of [i] extends to an action on the level-(2, 2) theta coordinates. In
the following, we make this explicit by relying on an analytical argument over
C from [Gee96] and lifting theory (Lefschetz’ principle). In Appendix G.3, we
provide a purely algebraic argument based on the theory of theta characteristics
(that we also introduce). First, note that the action of [i] of squared level-(2, 2)
theta coordinates follows easily from previous results.

Lemma G.4. Let 6 : X — P'5 be a level-2 theta structure adapted to the MIKE
isogenies. Further, let ¥ : X — P25 be a level-(2,2) theta structure that is
compatible with the level-2 structure 6. Then the action of [i| extends to the
squares of the level-(2,2) coordinates in the following way:

2 |a3 az ai aop . _ 92 |Qo0 a1 G2 G3
v {bg by by bo} (p) = [bo by by bg] (P)

for any point P € X.

Proof. To ease the notations, we use the binary representation for the level-2
coordinates here i.e. x; = 0(;, ;, j, j,) Where j = anzo Im - 2™
The relation between 92 and 6 is given by Equation (17)

7 M Py = Y ()OI (P)era(0).

ce(Z/27)4

for any P € X. By Corollary G.3, the action of [i] on the level-2 coordinates is
given by

0(is g2.ir.go) ([H1P) = 0o v a.ja) (P)
for any P € X. The desired result follows.
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Lemma G.4 is actually insufficient for our needs. We shall use the following
refinement, that gives the action of [i] on level-(2,2) theta coordinates rather
than their squares.

Lemma G.5. With the notations of Lemma G.4, the action of [i] on the 16
following symmetric level-(2,2) coordinates is given by

as az a1 ao| /. __(__1\aobo+aiby g |Q0 Q1 Q2 A3
o [pe vz o] @) = (-ayerenng 0 02 08] )

for any point P € X.

Proof. Over C, this is [Gee96, Lemma 2.3], (see also [Gee96, p.623], which also
gives the vanishing of the six theta null values from our low, taking into account
that we use slightly different numbering).

Even though we work over a finite field, one can still invoke [Gee96] us-
ing standard lifting arguments. Indeed, we can lift the PPAV of Weil type
(X, Ax, [i]), which is defined over Fp2 (remember than although (X, Ax) is F,-
rational, [i] is defined over [y2) to Zy2, the ring of Witt vectors of F:.

Such lifts can be described by combining Serre-Tate theory with
Grothendieck-Messing, see for instance the quick summary in [PRS26, Ap-
pendix B], or [Chal2, § 2] for a more detailed summary. It suffices to take an
admissible lift of the Hodge filtration from HJ,(X/E,z) to HY. ,(X,Z,2) that

is stable by [i] and compatible with the polarisation on H, ClTys()y( , Zy2) induced
by the principal polarisation on X and the canonical duality of [Chal2, Theo-
rem 2.11].

Then by the theory above, we obtain a lift X /Z,> of X; the polarisation lifts
because our filtration is compatible with it; and [i] lifts because the decomposi-
tion is stable by [i].

Finally, the generic fiber X/Q,2 of X/Q, is of Weil type, because for the
action of [i] on the tangent space, the multiplicities of the eigenvalues i and —i
is equal (because this is the case modulo p).

Then we invoke Lefschetz’ principle (or simply embed Q,2 into C), and the
fact that X /Z, can be recovered as the Néron model of X.

O

From Lemma G.5, we immediately obtain the following.

Corollary G.4. Let 0 : X — P'% be a level-2 theta structure adapted to the
MIKE isogenies, and let 9 : X — P25 be a compatible level-(2,2) theta structure.
Then the theta null values corresponding to the following six indices vanish:

0110 0110 1001
0110}’ 1111)° 1001|°

1001 1111 1111
1111)° 0110(’ 1001
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Moreover, the theta functions corresponding to the following ten indices are
invariant under the action of [i]:

0000 0000 0000 0000 0110
0000]|” 0110]|’ 1001|° 1111 0000|’
0110 1001 1001 1111 1111
1001}° 0000]|’ 0110|’ 0000}’ 1111
G.3 Theta characteristics

We finish this section with more technical tools, which will be used to prove a
weaker version of Lemma G.5 with a purely algebraic argument but also further
results in Appendix H. Namely, it will be used to prove Lemma H.3, which gives
the stronger version Theorem H.1 of Theorem 4.2, but the later version is all we
need for MIKE. We stress that these results are not needed to understand the
invariant computation, and the reader can safely skip this section.

Unfortunately, although the statements below are probably folklore, we do
not know of a nice reference. Over C, they can be proved by analytic arguments,
using [BL04, § 4.6, § 4.7, Exercices 4.12.11, 4.12.12, 4.12.14]. Over a general field,
they are implicit in the work of Mumford ([Mum66]) and Kempf ([Kem89]). We
will only sketch the proofs in the arguments below, because detailed arguments
would make this section too technical.

Given a PPAV (A, A\4), a theta characteristic is a quadratic form ¢ : A[2] —
{£1} associated to the symmetric bilinear form ey ,. To a theta characteristic,
one can associate its (multiplicative) Arf invariant, a value in {£1}.

Furthermore, we recall that an even theta characteristic ¢ can always be writ-
ten as q(z) = ea(x1,x2), for A[2] = K1 @ Ko a given symplectic decomposition,
and z; € K;. We note that another symplectic decomposition A[2] = K| & K,
give exactly the same ¢ if and only if ¢(K}) = 1.

We refer to [Farl2, § 1-2] for more details.

Given a symmetric line bundle £ whose associated polarisation @, is A4, we
can associate a theta characteristic g (z) = (—1)™Wt=(P)=multo(D) where D is a
symmetric divisor representing £ by [Mum66, Proposition 2 p.307].

Proposition G.4. The map L — qr is rational isomorphism of A[2]-torsors
between the symmetric line bundles L representing Aa and the theta character-
1stics.

Proof. Tt is classical that both sets are torsors under A[2]. The map £ — g,
is a map of torsors by [Mum66, Properties (ii) and (iv) p. 304], so it is an
isomorphism. a

We will see in Remark G.7 that if 6 is a section of L, 6 is even if and only if
qr is even, i.e. its Arf invariant is trivial. This gives a way to represent level one
theta functions, via their associated theta characteristic.

We can then revisit the construction of the theta functions 6; of level-n
associated to a symmetric theta structure in terms of theta characteristics.
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We recall first the following explicit construction of level-n theta functions
[Robl0, § 3.4] (for even n). Let £ be a symmetric line bundle inducing A4.
A symmetric level-n theta structure on the theta group G(L™) is induced by
a symplectic basis of (A[n],enx,) along with a symplectic decomposition of
A2n] = K| @ K} compatible with this symplectic basis. Let K; = 2K/, so
A[n] = Kl (S5 KQ.

Let ¢ be the isogeny A — B = A/K5. The group K} induces a symmetric lift
K of K5 to the theta group, hence a descent of £” to a principal symmetric line
bundle M on B. Let fo¢ be a global section of M, then 6y = ¢ 0 ¢ is a global
section of (A, L") stable under the theta group action of Kj; and for P’ € K}
and P = [2]P’ € K;, with gps the symmetric theta group element induced by
P’ we define 0p := gp: - 6. With a choice of group isomorphism Z$ —~ K, we
obtain the usual numbering of theta coordinates by Z9, but for convenience, we
shall keep indexing theta coordinates by points in the following.

Proposition G.5. The theta characteristic gnq associated to M is the even
theta characteristic induced by the symplectic decomposition ¢(K1)[2] ® ¢(KS).

Proof. Since n is even, the theta characteristic associated to L™ on A[2] is trivial.
By [Mum66, Properties (iii)], this gives that gaq is trivial on ¢(K7)[2]. The fact
that gaq is also trivial on ¢(K}) comes from the way that K7 gives the lift K,
of K5, hence the symmetric descent M of L. a0

We will also need the following description of theta functions of level (n,n).
We fix a symplectic basis of the A[n?]-torsion, and a symplectic decomposition
K| ® K}, of A[2n%] above it. This induces symmetric lifts K; of K; = [2]K] in
the theta group G(£""), which in turn gives a symmetric lift K;[n] & Ka[n] of
Aln] (which makes sense since A[n] is isotropic for e,2).

Then as above £ descends to a symmetric line bundle M on A = A/A[n],
which correspond to the theta characteristic associated to [n]K7 @ [n]K}, and
we let O, a section.

Then 6y0 = Oro[n], and for P = Pi+P5 € A[n?], 0p = 0p, p, = gp, gp, ‘0.

We remark that 8p only depends on [n]P because 6 ¢ is invariant by [n], but
we warn that the order gp, - gp, is important because these theta group elements
don’t commute in general.

Remark G.7. For convenience, we give a few more details on theta characteristics
that we did not find in the literature. We won’t need them in the rest of the
paper.

For an arbitrary line bundle £, we still have a theta characteristic ¢z on
A[2], whose radical is K(£)[2]. Then G(£) admits a symmetric theta structure
iff g, is trivial on this radical. In this case, the theta characteristic descends to a
non degenerate theta characteristic on A[2]/K(L£)[2], and we can define the Arf
invariant of g, as the one on A[2]/K(L)[2].

Then if #; is a basis of theta functions associated to this symmetric theta
structure, [—1]*6; = ef_; ([Kem89, Theorem 4]) and e = 1 iff 0y is even, iff the
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effective symmetric divisor associated to 6y is even, iff the Arf invariant is 1, iff
there are more even functions than odd functions in I'(A, £).

Indeed, by Proposition G.5 we reduce to the case of a level-1 theta function,
i.e. Opq a section of M associated to a principal polarisation. If M is the descent
of a totally symmetric line bundle, 6,4 is even by [Kem89, Theorem 11], and the
theta characteristic gaq is even by Proposition G.5. From this special case we
get the others using Proposition G.4. The counting of even and odd coordinates
come from [Mum66, Corollary 3 p. 315]. We remark that if gk (r)[2) is non
trivial, there are as many odd as even coordinates.

A purely algebraic proof for (a weaker version of) Lemma G.5. With
the theory of theta characteristics, we are now able to provide a purely algebraic
proof of Lemma G.4 on some specific level-(2,2) theta coordinates only.

Lemma G.6. With the notations of Lemma G.4, the action of [i] on the 16
following symmetric level-(2,2) coordinates is given by

Gagp a1 a1 ag . _ (_1\aobo+aib g |@0 @1 Q1 AQ
v [bo by by bo] ({ilP) = (-1) v [bo by by bo} (P)

for any point P € X.

Proof. We give a purely algebraic proof, using Proposition G.4, see Lemma G.5
for an analytic proof.

Take level-(2,2) theta functions induced by any level-4 symmetric theta
structure above the symplectic decomposition of X[4] = K{ & K/ given by
(U1,U05,U4,U4,U1,Us,Us, Uy) as in Definition G.1. We will denote these theta
functions by ©p, p, for P = P, + P, € X[4]. Then O is equal to Oy o [2],
where Oy is the even theta function induced by the theta characteristic induced
by K1 ® K. And Op, p, = gp, - gp, - ©0,0, With the theta group elements gp,
specified by the choice of level-4 symmetric theta structure.

Now by the proof of Lemma H.3 below, if 6; denote our level-2 theta functions,
0o is equal to @g o ¢ where ¢ = [1 +1]. So Oy = b 0 é where b= [1 —i]. Now
if P € Kj, we have Oy p = gp - Opo = gp - (6o 0 @) = (¢(g9p) - 6o) o ¢. Here by
abuse of notation, we also denote by ¢ : G(£*) — G(£?) the morphism of theta
groups induced by ¢ : (X, L) — (X, £?). Now since ¢(gp) is symmetric, it is
equal £g; p), S0 we obtain Oy p = +0;p o ¢. The action of [i] on these O p is
then the same as the one on the 6, which is described in Proposition G.3, and
a similar change of variable as in Corollary G.3 finishes the proof. (Remark that
the 16 theta characteristics above are precisely the ones that are invariant by [i],
i.e. coming from K}, since [2]K} = X[1 +1i].) O

Remark G.8. We also sketch how we could extend the algebraic proof of
Lemma G.6 in order to prove Lemma G.5 in full. First we remark that level-(2, 2)
theta coordinates only exist over Fy2 because the 4-torsion needs to be rational,
so [i] is given by a rational change of variable on these coordinates. Secondly, our
given basis from Definition G.1 is not enough to determine the level-(2,2) theta
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coordinates because the level-4 theta structure determines the scaling factors of
our level-(2,2) theta coordinates. When the theta characteristic is of the form
(0, P), hence stable by [i], this scaling factor does not affect the sign. But when
the theta characteristic is of the form P = (P, P,), with [i](P) = (P, P{ + P»),
the action of [i] on ©p depends on the choice of scaling factors for P and [i](P).
So we need to carefully check that we can make a choice of level-4 theta structure
that gives the formula above. We skip this verification, because we won’t need
this result.

H MIKE invariants

The theta null point of an abelian fourfold determines it uniquely. The problem
is that the converse is false, because the theta null point also encodes a level
structure, so the same principally polarised abelian variety can admit many
different theta null points. For the MIKE key-exchange, we need true modular
invariants, not depending on the level structure.

In this section, we explain the construction of the (absolute) MIKE invariants
(Definitions 4.2 and 4.3) and prove Theorems 4.2 and 4.3.

H.1 MIKE-invariants and Theorem 4.2

A way to find invariants would be to list all possible theta null points, and take
the smallest one for some fixed ordering. For instance, on an elliptic curve the
Montgomery coefficient A encodes a I'°(4)-level structure, so there are 6 possible
Montgomery coefficients. The smallest one provides us with a well defined mod-
ular invariant, but of course in practice it is easier to directly use the j-invariant.
The problem in our case is that there are way too many level-2 theta structures
for this method to be practical.

Remark H.1. We remark that the fact that the theta null point determines the
principally polarised abelian variety is only proven, for n even, for n > 4, by
Mumford and Kempf. The case n = 2 is claimed in [Man94a, Theorem 3| over
C, but the proof is incomplete, although it is conjectured to be true®?. We remark
that this is proven in dimension g < 3, the cases g = 1,2 are standard and the
case g = 3 is proven in [Man94b, Theorem 5] (which proves a stronger result). We
will assume this conjecture through out: we remark that this is implicitly used in
all isogeny-based cryptography involving dimension-four abelian varieties, since
we usually represent them by their level-2 theta null points.

Another solution is as follows: from the level-2 theta null point the duplication
formula gives the squares of the level-(2, 2)-theta null point. Changing the theta
structure permutes these squares (along with some multiplication by some power
of i). In particular, suitable Newton sums of these coefficients are true modular
invariants, i.e., are of level 1. The problem is now that they do not form a

32 Manni, personal communication
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complete system of invariants: it is in general not possible to reconstruct the
abelian variety from these.

It turns out that, in our setting, the extra automorphism [i] on our fourfold
of Weil type allows to fix the level-2 theta structure almost canonically, see
Appendix G.2. This allows us to redefine the MIKE invariants from Definition 4.2
in terms of the theta constants of a symplectic basis adapted to i.

Lemma H.1. Let X be an abelian fourfold of Weil-type equipped with a level-2
theta structure and set of invariants Inyke(X) as in Definition 4.2. Consider
the change of theta coordinates to a level-2 structure ' from Lemma G.3 that is
adapted to [i]. Then

(Ip:---:Ig) = (b3 : b2 : b3 : b3y : b3 1 D2 : b 1 b3 : b3 : bis).

where 0'(0) = (bg : --- : bys) is the theta null point with respect to the adapted
level-2 structure.

Proof. Consider the change of theta coordinates from Corollary G.3, and let
(a;) be the theta null point in the (z;)-coordinates, and (b;) the one in the (y;)-
coordinates. Since the theta null point is invariant by [i], we have that these
theta null points are of the form (agg : ao1 : a2 : aps : a2 : aos : aoe : Go7 : Ao :
apg - Aps - a1l - Qo3 - aAi1 - agpy - a15) and (boo : b01 : b02 : bog : b04 :0: b06 :0:
bos : bog : 0:0: b2 :0:0: bys) respectively.

Plugging the definition of the invariants from Definition 4.2 into the change
of coordinates from Corollary G.3 gives the result. a

Definition H.1. Let SMIKE be the permutation subgroup
((45)(67)(89),(179842)(365)) C Sg C Sy, where S, denotes the group
of permutations of {0,---,n — 1} and Sy is seen as the subgroup of Sio of
permutations that fixes 0.

Remark H.2. Explicitly, Swmike comprises 72 permutations given by:

(0,3,2,1,4,5,8,9,6,7), (0,2,5,4,9,7,3,1,8,6), (0,3,1,2,7,6,9,8,5,4),
(0,7,6,1,4,8,5,9,2,3), (0,3,2,1,5,4,9,8,7,6), (0,8,6,4,1,7,3,9,2,5),
(0,1,3,2,8,9,6,7,4,5), (0,5,4,2,6,8,7,9,1,3), (0,2,5,4,7,9,1,3,6,8),
(0,9,5,7,2,4,3,8,1,6), (0,8,9,3,7,5,6,4,1,2), (0,1,2,3,5,4,7,6,9,8),
(0,1,2,3,4,5,6,7,8,9), (0,7,1,6,2,3,5,9,4,8), (0,2,1,3,7,6,5,4,9,8),
(0,4,2,5,1,3,6,8,7,9), (0,9,3,8,2,1,5,7,4,6), (0,1,7,6,9,5,3,2,8,4),
(0,4,8,6,9,3,5,2,7,1), (0,2,4,5,6,8,1,3,7,9), (0,5,9,7,8,3,4,2,6,1),
(0,4,5,2,9,7,8,6,3,1), (0,1,6,7,8,4,3,2,9,5), (0,1,7,6,5,9,2,3,4,8),
(0,6,4,8,5,2,7,1,9,3), (0,5,4,2,8,6,9,7,3,1), (0,9,8,3,4,6,5,7,2,1),
(0,7,5,9,2,4,1,6,3,8), (0,9,7,5,1,6,3,8,2,4), (0,9,8,3,6,4,7,5,1,2),
(0,6,7,1,5,9,4,8,2,3), (0,9,3,8,1,2,7,5,6,4), (0,5,2,4,3,1,9,7,8,6),
(0,1,3,2,9,8,7,6,5,4), (0,4,6,8,1,7,2,5,3,9), (0,7,9,5,8,3,6,1,4,2),
(0,4,2,5,3,1,8,6,9,7), (0,8,4,6,5,2,9,3,7,1), (0,2,3,1,8,9,4,5,6,7),
(0,7,6,1,8,4,9,5,3,2), (0,7,5,9,4,2,6,1,8,3), (0,6,1,7,2,3,4,8,5,9),
(0,3,8,9,4,6,2,1,5,7), (0,8,3,9,2,1,4,6,5,7), (0,8,9,3,5,7,4,6,2,1),
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(0,6,4,8,2,5,1,7,3,9), (0,2,1,3,6,7,4,5,8,9), (0,6,8,4,9,3,7,1,5,2),
(0,7,9,5,3,8,1,6,2,4), (0,5,2,4,1,3,7,9,6,8), (0,6,1,7,3,2,8,4,9,5),
0,4,5,2,7,9,6,8,1,3), (0,1,6,7,4,8,2,3,5,9), 0,8,3,9,1,2,6,4,7,5),
(0,3,9,8,7,5,1,2,6,4), (0,3,9,8,5,7,2,1,4,6), (0,2,4,5,8,6,3,1,9,7),
(0,4,6,8,7,1,5,2,9,3), (0,8,6,4,7,1,9,3,5,2), (0,9,7,5,6,1,8,3,4,2),
(0,8,4,6,2,5,3,9,1,7), (0,6,7,1,9,5,8,4,3,2), (0,5,9,7,3,8,2,4,1,6),
0,5,7,9,6,1,4,2,8,3), (0,7,1,6,3,2,9,5,8,4), (0,9,5,7,4,2,8,3,6,1),
(0,5,7,9,1,6,2,4,3,8), (0,6,8,4,3,9,1,7,2,5), (0,2,3,1,9,8,5,4,7,6),
(0,3,1,2,6,7,8,9,4,5), (0,3,8,9,6,4,1,2,7,5), (0,4,8,6,3,9,2,5,1,7).

From this list, we see that the invariants (b2 : b2 : b3 : b3 : b3 : b2 : b2 : b3 :
bi, : b35) differs from Imike = (b3 : b3 : b7 : b3y : b3 1 b2 1 b7 1 b2 : b3 : b3;) by a
permutation in Smike-

H.2 Proof of Theorem 4.2

In light of Proposition G.3, Theorem 4.2 will follow from the following stronger
version:

Theorem H.1. Let F), be a prime field with p = 3 (mod 4). Consider two
abelian fourfolds X, X' of Weil-type equipped with a F,-rational level-2 structure
0 which is [i]-adapted.

Then X = X' if and only if Inike(X) = o(Ipmke(X')) for some

ce § ={((45)(67)(89),(179842)(365)) C Sy C Sio,
MIKE

where the action of 0 € Sg C S19 on an element x € PY is given by (zg : -+ :
J)g) — (xo (1)t .’L‘a(g)).

To prove Theorem H.1, we first need to prove that given an abelian fourfold
with two F,-rational level 2 theta structures induced by an [i]-adapted basis,
with associated theta null pOthS (boo : b01 : b02 : b03 : b04 :0: bOG :0: bog : bog :
0:0:b12:0:0:0by5) and (b : by = by = by = bhs = 0 2 bhg : 0 = big = by -
0:0: b/12 :0:0: blls) then (b002 : b012 : b022 : b032 : b042 : b062 : b082 : b092
bio? : b15%) = o (bho” s by < by« blys” : bly” : b : bt bpg” < by : bhs?) for a
permutation o € Spike.

Then, conversely, that given (boo2 Sbo12 : boa? : bos? i boa? i bog : bos? : bog>
byo? 6152), then for all choices of signs ¥, for the b? and all choices of 0 € Smike,
the point o (bhy : bhy : bhe : bhs : bhg 1 0 bpg : 0 : blg : bg : 0:0: by :0:0:by)
corresponds to a valid theta null point (where we see o as acting on the 10 non-
zero coordinates), on the same. Note that here we do not require a priori that
the (b}) come from an [i]-adapted basis, nor a rational level-2 theta structure,
just that it encodes the same fourfold as (b;). We will see however during the
proof that this is automatically the case (see Remark H.3).

First, we prove that in the conditions of Theorem H.1, 0 is fixed. We first
begin with a warm-up:

Lemma H.2. Given two different adapted ([i], 7p)-symplectic basis, the theta
coordinate 0 is the same (up to a constant).
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Proof. The coordinate 6y depends on the choice of the Uy, Us, Us, Uy, or rather
the symmetric theta group elements they induce. Denote both choice by Ui(l)
and Ui(Z) respectively. First, because the U; are above the points in X[1 + i] in

both case, we have Ui@) = Ui(l) + T for some T € X|[2].

Now we use the fact that our bases are ([i],7,)-adapted and not only [i]-
adapted. Assume for instance that [i] o7er1(1) = 1(1). Then by definition, either
[ o mp(U1”) = Uf* or [i) o mp (U1”) = ~U{?.

In the first case, U1(2) = 1(1) + T where [i] o m,(T) = T. Since the two-
torsion points are rational, this amount to [i|]T = T, i.e. T € X[1 + i, and
SO U1(2) induces the same theta group element as Ul(l), cf. Remark G.5. In the
second case, a similar computation shows that [1 +i]T = —[2]U; = —T1, so
T — T} € X[1 4+ i]. Because ex(T1,T5) = 1, we also have that U1(2) induces the
same theta group element as Ul(l). The other cases are similar. a

We now handle the case of a general F,-rational [i]-adapted theta structure.

Lemma H.3. Given two different adapted [i]-adapted symplectic basis, whose
associated theta structure is rational, then the theta coordinate 0y is the same
(up to a constant).

Proof. Assume that we have a [i]-adapted symplectic basis that gives a rational
theta structure, induced by a symplectic decomposition X[4] = U; @ U, above
X[2] = K1 & Ks. Let ¢ = (1 +1), and 6; the theta functions associated to this
theta structure. From the conditions of being [i]-adapted, we have Ky = X[1+1]
so that X/Ks ~ X, and ¢(Us) = K;. By Proposition G.5, it follows that if Oy is
a level one theta function associated to the even theta characteristic ¢ induced
by K1 D KQ, we have 00 = @0 o (15

Now assume that we have a second theta structure satisfying the same con-
ditions, induced by X[4] = Uy @ Uj above X[2] = K{ @ K). Let 0. the theta
functions given by this theta structure. As above 6, = 6 0 ¢, where O is a level
one theta function associated to the theta characteristic ¢’ induced by K @ KJ.

First, K} = X[14i] = K». Secondly, if P € K1, then its symmetric lift gp has
to be rational because the theta structure is rational. On the other hand, writing
P = P, + P, with P; € K;, we also know that the symmetric lifts gp, are rational
because the first theta structure is also rational. By Remark G.5, this forces
ea(Pr, Py) = 1. Indeed, if ea(Py, Py) = —1, we would have gp = (£i)gp, gp,, but
since ¢ lives over a degree 2 extension of F, and gp, gp, is rational, gp would not
be rational. Hence ¢(P) = 1 by definition of ¢. So ¢(K{) =1, and ¢(K3) =1 by
definition, which proves that ¢ = ¢’. Hence g, 6} differ by a constant, and so
0o and 6}, too. O

By Lemmas H.2 and H.3, and the way a change of level-4 symplectic basis acts
on the level-2 theta constants (see for instance [Rob23, Appendix B.1], it follows
that the theta null points of two F,-rational [i]-adapted symplectic bases differ
by a permutation of the non zero coordinates b; for i € {1,2,3,4,6,8,9,12,15}
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and some scaling by a fourth root of unity that has to be +1 since /—1 is not
in I,.

Indeed, a general symplectic matrix M = leaves 0y invariant if and

AB
CD
only if C' = 0. Furthermore, we can treat separately the matrix of the form

M = ([({ UQT) with U € Gl4(Z/4Z) which will act by permutation on the
id B
0 id
trix in My(Z/4Z), which will acts by multiplication by some power of i on the
coordinates.
We first check that all sign choices for these b; correspond to a theta null
point on the same fourfold.

coordinates, and the ones of the form M = ( > for B a symmetric ma-

Proposition H.1. Suppose that we have a theta null point (by : by : by : bs :
by :0:06:0:bg:bg:0:0:b12:0:0:bys) induced from a symplectic basis

adapted to [i], and let (In : -+ : Ig) = (b3 : b3 : b3 : b3y : b3 : b2 : b3 : b3 : b3 : b3y)
be its MIKE invariants.

Then given (I : - -+ : Ig), all 9 projective choices of signs for the b; correspond
to a wvalid theta null point.

id B,
0 id
except a 1 on the (4,j), (j,4) positions. Then we have the following action on
theta constants:
Mi1.(bg:b1:bg:bg:bs:0:b6:0:bg:bg:0:0:b12:0:0:b15) =
(bo:—by:by:—b3g:by:0:bg:0:bg:—bg:0:0:b12:0:0:—by5),
Mso.(bo:b1:baibs:bs:0:06:0:bg:bg:0:0:b12:0:0:b15) =
(bo:by:—by:—bg:by:0:—bg:0:bg:bg:0:0:b12:0:0:—bys5),
Ms3.(bg:b1 :bg :bg :by:0:bg:0:bg:bg:0:0:b12:0:0:b15) =
(bo:by:bg:bg:—by:0:—bg:0:bg:bg:0:0:—b12:0:0:—by5),
Mya(bo:by:ba:bs:by:0:06:0:bg:b9g:0:0:b12:0:0:b15) =
(bo:b1:bg b3 :bg:0:b6:0:—=bg:—bg:0:0:—=b12:0:0:—=by5),
Mio.(bg:by:bg:bg:by:0:b6:0:bg:bg:0:0:b12:0:0:b15) =
(bo:by:bo:—b3:by:0:bg:0:bg:bg:0:0:b12:0:0:—by5),
Mig.(bo:b1:ba:bs:bg:0:06:0:b5:b9:0:0:012:0:0:b15) =
(bo:b1:ba:b3:b4:0:b6:0:bg:b9:0:0:b12:0:0:—by5),
Mia(bo:b1:ba:bs:bs:0:b6:0:b3:b9g:0:0:012:0:0:b15) =
(bo:by:ba:b3:bg:0:bg:0:bg:—bg:0:0:b12:0:0:—by5),
Mo g.(bo:b1:ba:bs:bg:0:06:0:b5:b9:0:0:012:0:0:b15) =
(bo:by :ba:b3:bg:0:—bg:0:bg:bg:0:0:b12:0:0:—by5),
Msa.(bo:b1:baibs:bs:0:b6:0:bg:b9g:0:0:012:0:0:b15) =
(bo:by:bo:b3:by:0:bg:0:bg:bg:0:0:—b1g:0:0:—by5).

Proof. Let M;; = < ) where B;; is the symmetric matrix with all zeroes
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We check that in the orbit of the action of these matrices, we obtain the
actions

(bo:—by:by:b3:by:0:b5:0:bg:bg:0:0:b15:0:0:by5),
(bo:b1:—by:bg:by:0:b6:0:bg:b9g:0:0:b12:0:0:b5),
(bo:by:bo:—b3:by:0:bg:0:bg:bg:0:0:b12:0:0:by5),
(bo:by:bg:bg:—by:0:bg:0:bg:bg:0:0:b15:0:0:by5),
(bo:by:bg:b3:by:0:—bg:0:bg:bg:0:0:b15:0:0:by5),
(bo:b1 :bg b3 :bs:0:bg:0:—=bg:bg:0:0:b12:0:0:b5),
(bo:by:bg:b3:by:0:bg:0:bg:—bg:0:0:b12:0:0:by5),
(bo:by:bg:b3:by:0:bg:0:bg:bg:0:0:—b1o:0:0:by5),
(bo:b1 :bo b3 :by:0:bg:0:bg:bg:0:0:b12:0:0:—by5),
hence all 9 projective choices of signs are valid. a

Now we tackle the permutations.
Proposition H.2. There are exactly 72 permutations associated to symplectic

matrices of the form M = ([g UQT) with U € GI(Z/AZ) which leave the set of

[i]-odd coordinates {xs5,x7, 210,211, %13, T14} Tnvariant (i.e. that permute these
coordinates). These 72 permutations are given by the group Smike.

U € Glu(Z/AZ) such that the image of the special theta null point (bg : by :
by : by by 0 :bg:0:bg:bg:0:0:bg:0:0: bys) is still of the
form (b : by 05 by by 0 b 0 b5 by 00,00 by
We look at the associated permutation on the 10 non zero b;, enumerated as
(bo, b1, b2, b3, by, bg, bs, by, b12, b15). Doing this computation in SageMath gives us
the list above of 72 permutations.

Proof. In other words, we consider all symplectic matrices M =

O

Remark H.3. We remark that if the action of M on our [i]-adpated theta null
point gives a theta null point which is also induced by an [i]-adapted symplectic
basis, then by Proposition G.3 the permutation induced by M is certainly in
the list above. A priori the converse is not true, because the reduction of U
modulo 2 may not land in Sp,(Z/2Z) C Gl4(Z/2Z) (i.e., may not correspond to
a symplectic transform of (X[1 + ], e141)). However, one can check that all the
72 permutations above are induced by some other choices of [i]-adapted basis
(which fixes 6p), so this list of permutations is tight. We refer to Appendix H.4
for a more conceptual explanation of this phenomena.

Proof (End of the proof of Theorem /.2). Combining Propositions H.1 and H.2
finishes the proof: first this shows that all choices of signs and permutations
correspond to different theta null points on the same fourfold.
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Secondly, because an ([i], m,)-adapted symplectic basis has to have a theta
null point with 0 coordinates in positions ¢ = 5,7,10,11,13,14 by Proposi-
tion G.3, we can find a permutation in Spike such that the coordinates are the
same, up to an action of some power of 7, which has to be 1 since we have
rational coordinates, still by Proposition G.3. a

H.3 Absolute MIKE invariants and Theorem 4.3

The invariants Imike = (I : -+ : Ig) from Theorem 4.2 are not absolute invari-
ants; they are invariant up to a permutation in Smike. In this part, we prove
Theorem 4.3 which states that Juike = (J1 : -+ : J5) € P(1,2,3,4,5) from Def-
inition 4.3 are absolute invariants that uniquely identify the isomorphism class
of an abelian fourfold of Weil type. The first part of the statement is that two
isomorphic abelian fourfold of Weil type have the same invariants and is easy
to prove; this is done in Lemma H.4. The second part requires more work: we
need to show that we can recover Imike(X) (up to permutation in Smike) from
Jmike(X).

Lemma H.4. Let p =3 (mod 4) and let X be an abelian fourfold of Weil type
defined over Fp,. Further let Jywe(X) = (J1 : --- + J5) € P(1,2,3,4,5) as in
Definition 4.3. Then an isomorphic abelian fourfold of Weil type X' ~ X has
the same invariants Ji, Js, J3, Jg, Js5.

Proof. Recall that Imike = (Lo : -+ : Ig) are invariants up to a permutation in
SMIKE C Sg C Syg. Clearly, Ji = Z?Zl If are invariant under permutations in of
(I1,...,Ig), hence in particular, they are invariant under permutations in Swmike-
Now the statement follows from Theorem 4.2. a

Lemma H.5. Let X be an abelian fourfold of Weil type, equipped with a level-2
structure 6 adapted to the MIKE isogenies. Then the following are true.

1. Let 6(0x) = (ag : -+ - : ay5) be the theta null point. Then
ap =as, az=aye, ,0a3=0a2, as=daip, ar=A0ai4, a1 = as.

2. The image 0(X/{£1}) is contained in the variety V (F1, Fy, F3, Fy, F5, Fg) C
P with

Iy = —xox6 + T224 — T9T15 + T11713

Fy = —x1%7 + 2375 — T8T14 + T10T12

F3 = —xox15 + T3T12 + T5T10 — TeTo (23)
Fy = —x1214 + 22713 + 24211 — T7T8

F5 = —xox9 + 1178 — T6T15 + T7T14

Fs = —wowy1 + 23210 — 24713 + T5T12

Proof. The first part of the statement follows from the explicit description of
the action of [i] on the level-2 coordinates provided in Corollary G.3, and the
fact that the theta null point (0 ) is fixed by the automorphism.
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For the second part, we use that to each even vanishing coordinate of the
level-(2,2) theta null point, one may associate a quadric F' in k[zg,...,z15] so
that the Kummer variety lies in V(F) as per [Gee96, §3.5]. In the following we
make this explicit in our setting.

From the duplication formula (Equation (17)), we obtain that for all P =

(xo e 3715) S X/{il}t
(0110] [(0110]
) -0 11 0- (P) - -0 11 0- (Ox) = —2(%2.734 + Z3T5 — Toxkg — T1X7 + T10T12
+ T11T13 — TgT14 — T9T15)
[(0110] [(0110]
19 _1 11 1_ (P) . 19 _1 11 1_ (Ox) = 2(w7x8 +LE6{E9 — T5T10 — T4X11 — 3712
— To%13 + L1214 + ToZ15)
[1001] [1001]
) 1001] (P)-9 1001] (0x) = —2(z128 — Toxg + T3T10 — T2X11 + T5T12
— 413 + T7T14 — TT15)
[1001] [1001]
) _1 11 1_ (P) - _1 11 1_ (Ox) = —2($7.’E8 — Tgx9 + T5X10 — T4T11 + T3TL12
— ToT13 + L1214 — ToT15)
(1111] (1111]
7.9 _0 11 0_ (P) . 19 _0 11 0_ (Ox) = —2(1’2%4 — I3T5 — TpLg +.’E1£C7 — T10712
+ 211713 + T8T14 — ToT15)
(1111] (1111]
) 1001] (P)-9 1001] (0x) = =2(z128 — ToT9g — T3T10 + T2Z11 — T5T12

+ 24213 + T7T14 — T6T15)

Since level-(2,2) theta constants vanish at these indices by Corollary G.4, it

follows that:

Fi(P) =~
Fy(P) = _3
F3(P) = *%

0110
0110
1111
1111

1001]

1001]

(0110] (P)ﬂgiig (0X>_11119(1)11(1) (P)q?é}}é (0x)
0110 - [0 o 2o [ a0 [ 2] o)
(0110] (P)ﬂ(l)}i(l) (Ox)fiﬁ }(1)(1)} (P)ﬁi(l)(l)i (0x)
(0110] (P)ﬁ(ljii(l) (OX)‘F%ﬁ 1(1)(1)1 (P)ﬁi(l)(l)i (0x)
1001] (P)ﬂig?)} (Ox)—iﬁ 1(1)(1)} (P)q?i(l)(l)i (0x)
[1001] (P>19188} (OX)—i—iﬁ }(1)(1)} (P)ﬁi(l)(l)i (0x),
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are all zero. This completes the proof.
O

Lemma H.6. Let X be an abelian variety of Weil type and Inxe(X) = (Ip :
.-+ Ig) as in Definition 4.2. Then
L +1Iy= 13+ I,
I+ 1y = I3+ I5, (24)
Iy + Iy =I5 + Is,
Ig + Iy = I7 + Ig.
Proof. After a change of variables x — y that transforms the theta coordinates

adapted to the MIKE isogenies into theta coordinates adapted to ([i], 7)) (see
Corollary G.3), the relations from Equation (23) become

=(32) (—yg +v5 — v +Ys + U3 — Yio + Ui — Uha),
Fy=(=32) (—yi +v3 —¥3 + 93 +u5 —yi +uis — uls),
Fy=(=32) (=45 + 3 + 95 — U7 — ¥io + ¥ir + Yl — UT5),
2 2 2 2 2 2 2 2
Fy=(32)-(y1 —v2 — Y5 + ¥ — Y5 + Yio + Y13 — Y1)
(32) - (—vp + o5 +vs — ¥ — Vs + Y3 + Yi2 — ¥is)
(—32) - (—y3 + 5 + v — 3 —yio + Ul + ¥is — ¥is)-

Now, we use the interpretation of the invariants as squares of the theta null point
coordinates corresponding to a theta structure adapted to ([i], 7,) from Lemma
H.1. Evaluating the above equations in the theta null point consequently provides
us with linear equations on the MIKE invariants. And one may check that the
resulting system of equations is equivalent to the one provided in the statement
of the lemma. a

The following lemma provides us with a new interpretation for the group
Swmike: It is precisely the subgroup of S¢ that fixes the relations from Lemma H.6.

Lemma H.7. Let R =Z[ly, ..., Iy] and consider the action of S1p on R induced
by o xx; = 4. fori € {0,...,9} and o € Syo. Further, consider Fy,...Fs € R
as defined in Lemma H.G.

Then an element h € S1g it holds that h € Syke if and only if

V(Fl,...FG) :V(h*Fl,...7h*F6).

Proof. For an element h € Smikg, it follows immediately from Theorem 4.2 and
Lemma H.6 that V(F1,...Fs) = V(hx F1,..., hx F).

The other direction can be verified by checking the inequality of ideals I =
(Fl, . ..F6) * 1 = (h*Fl,. . .,h*Fg) for any h € Sig \ SMIKE - O
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Lemma H.8. Let Jyike = (J1: -+ : J5) with Juike = Jmike(X) for some X of
Weil type. If

0 # —7J} +126J2Jy — 243J2 — 432,03 + 9724,
up to permutation in Sig, we can recover Iyyxe = (Ig: -+ : Ig).

Proof. Absolute invariants for Iy, ..., Iy under the action of Sig are given by

9
Jy=>Y_If fork=1,...,10.
=0

And given Ji,...,J10, one may recover the Iy, ..., Iy up to permutation in Sio.
In the following, we show that J, with k& = 1,...10 can be expressed in terms
of the elements in Jyke. Throughout the proof, it is essential to use the relations
from Lemma H.6.
First, we observe that

9
Jp :Zli:4IO:IO+J1.

=0

This immediately implies that Ji,...,J5 can be expressed in terms of the ele-
ments in Jyke.
Using a computer algebra system, we find that

0=1I5+16200-q-Js +7, withq,r € k[J1,...,J5]. (25)
Concretely,
q=—TJ} +126J2.Jo — 243.J2 — 432.J,J3 + 972,

and
r =69J10 — 3105J5 Jo 4+ 47100.J°.J2 + 117207 J3 — 270000.J;.J3 — 3078007 Jo.J3

— 30690.J8.Jy + 46777523 + 199260075 J2 T3 4+ 522000.J1 T2 + 687150.J; JJ4

+ 5659277 J5 — 273375.J5 — 1895400.1 J3 J3 — 4860000J7 J5.J3 — 331695077 J3 J4

— 2268000.J5 J3.J4 — 9331203 JoJ5 4+ 5832003 J3 + 4276800.J; J5 + 3389850.5.J,

+ 11664000.J1 Jo J3.J4 + 2770200J7 J3 + 874800.J1.J35 J5 + 314928077 J3.J5

— 9622800J2.J4 — 9185400.J5.J7 + 52488005 J3.J5 — 6298560.J, J4.J5 — 3779136.J2.

Consequently, under our assumption that ¢ # 0, we can express Jg in terms of

JMIKE-
For the remaining invariants, Jv,...,Jip, we again use a computer algebra
system to represent them as elements in Q[J1, ..., Jg].** This is sufficient since

we already showed that Js = I§ + Js € Q(Jy,...,Js).
To make this last step more concrete, we sketch the steps taken in the algo-
rithm to find an expression for Jg:

33 More precisely, we obtain expressions in Z [ﬁ, Ji, ..., Jg}.
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— We work over R = Q[Is,I5, 17,15, Iy}, and express Io,I1,12,14,Is €
Q[Is, Is, I, Is, Iy] using the relations from 24.

— We construct all elements 7' = {t = [[J;” | deg(t) = k} C Q[J1, ..., Jx].

— Evaluation in Iy, ..., Iy yields T = {t(lo,...,Iy) | t € M} C R. The ele-
ments in T are homogeneous of degree k.

— Let M be an ordered set of all monomials of degree k of R. And define
the matrix A = (amt)mem,ter; With a,, being the coefficient of m in t.
Similarly, we define the vector y = (Ym)mearr with y,, being the coefficient
of min J, € R.

A solution = of the system A -z = y, corresponds to a representation J €
Q[J1,- .., J6]- O

Using the previous two lemmas, we can show that Juike(X) indeed deter-
mines Iyke(X) up to an element in Suike:

Lemma H.9. Let Jyke = (Jl HEI J5) with Jypke = JMIKE(X) for some X of
Weil type. If

0 # —7J¢ +126J2Jy — 243J2 — 432,03 + 9724,
then we can recover Ipyxe = (Lo : -+ : Ig) up to permutation in Smke.

Proof. By Lemma H.8, we can recover Iykeg up to a permutation in Sig from
Jmike. Moreover, Syike contains precisely the elements in Syo that respect the
relations among the invariants Iy, . . . , Ig. Consequently, the relations can be used
to find the correct values of Iyke, at least generically.

Assume we are given Juike(X) for some X of Weil type. Then we can use
Lemma H.8 to recover Imike up to a permutation in Sig. Let Iz be such a
candidate. Then there exists a permutation o € Sig \ Smike so that I kg =
o * I}y ke satisfies the relations F1,. .., Fy described in Lemma H.6. Now if I{,; e
is generic, then 71y e satisfies the relations as well if and only if 7 € Smike, as
per Lemma H.7. In this case, we are done.

By a non-generic case, we mean a setting where the invariants Iyke satisfy
additional relations so that the relations described in Lemma H.6 hold for 7 %
Imike for some 7 € S1g\ Smike. In order to handle these cases, we performed the
following check for each element 7 € S1o \ Smike:

1. We set R = Z[ly,...,Is] and I = (F1,...,Fs) < R, and compute Jp =
IrN7T*xIR.

2. We set I’ = 7 % Iyke. Note that I’ satisfies the relations if and only if
Ivike € V(Jr).

3. We check that there exists an element o € Smike so that

O'*(Io,...,]g)ZT*(I(),...,IQ) (modJR)

This check was successful for each 7 € Sig. O
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Proof (Proof of Theorem 4.3). Lemma H.4 proves that the invariants in Jyke are
absolute, and Lemma H.9 shows that the invariants Iyke can be recovered from
JmiKe up to a permutation in Syke. The theorem now follows from Theorem 4.2.

O

Remark H.4. We can make Theorem 4.3 even more precise. From the proof of
Lemma H.8, one can deduce the following explicit description of the invariant
algebra:

(Z[1/30)[Io, . .., Io]/(Fy,. .., Fg))"™™€ = Z[1/30][]1, . .., Js] /(G),

where F7, ..., Fg are the linear relations from Lemma H.6 and G is the degree-10
relation described in Equation (25). We remark that [] deg(J;) = 720 = 10-72 =
deg(G) - # Smike as expected.

H.4 A conceptual interpretation of the MIKE modular invariants

There is a more conceptual explanation behind the modular invariants we use.
We first revisit the construction of symmetric level-1 theta functions on a prin-
cipally polarised abelian varieties (A, A) in terms of theta characteristic from
Appendix G.3, using the theory of biextensions and cubical arithmetic.

The polarisation A induces a biextension by : A x A — BG,, (i.e. a derived
symmetric bilinear form) associated to A. Since 2\ : A — AV has kernel A[2],
the biextension 2by is trivial on A[2] x A and on A x A[2]; comparing the two
trivialisations on A[2] x A[2] gives the Weil pairing e » : A[2] x A[2] — po.

A line bundle £ associated to A fixes a cube structure, i.e. a derived quadratic
map qz : A — BG,, whose associated derived bilinear map b is by. Now if £
is symmetric, we can endow it with a X-cube structure [Bre87, § 5], i.e. an
isomorphism [—1]*qs ~ q,. This gives by a structure of alternate biextension
on A[2] x A[2] [Bre87], from which we obtain a (standard) quadratic map g, :
A[2] — pe2 whose associated symmetric bilinear form is es  (e2 x is both alternate
and symmetric over A[2], in the same way that by can be both a symmetric and
alternate biextension over A[2]). This is exactly the theta characteristic g, from
Appendix G.3. Recall that the map £ — g, gives an isomorphism of A[2]-torsors
between the symmetric line bundles associated to A and the theta characteristics
associated to ez x, because g2 = qc¢ + v.

If . is a section of L, its associated effective divisor D is symmetric under
[—1], so [—1]*0, = %0, so O is either even or odd with respect to [—1]. We
have that g (z) = (—1)™ute(P)=multo(D) [N[um66, Proposition 2 p.307], and by
Remark G.7 that 0. is even iff the additive Arf invariant Arf(gz) = 0, in which
case we say we have an even theta characteristic. In dimension g, there are
229=14 2971 even theta characteristics and 22971 —29-! o0dd theta characteristics.

A symplectic decomposition A[2] = K@K, gives an even theta characteristic
go(z1 + x2) = ez x(x1,22), hence a level-1 even theta function 6. Then the
usual construction of level-(2,2) theta functions indexed by A[2], described in
Appendix G.3 can be revisited using cubial arithmetic: it is given by OJ-L4 P
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00(2P +T;) of the pullback of fy by the isogeny [2] with kernel A[2], translated
by suitable cubical lifts Tj of two torsion points T;.

More precisely, we start with a symplectic basis (U;, U/) of the 4-torsion, and
a choice of symmetric level-4 theta group element above each element of this
basis (i.e. a choice of trivialisation of the associated étale pp-torsors). This gives
canonical symmetric cubical points U;, U/, and the level (2, 2)-theta coordinates
are given by 60; ; = 0o([2](P+U; + (jj’) = 0o([2]P +2U; + 2(7;) (Beware that the
“addition” is not commutative in cubical arithmetic, so the order matters.) For
instance, in dimension g = 2, we have 10 even level-(2, 2) theta coordinates and
6 odd ones.

As we saw in Appendix G.3, a similar construction holds to build the other
usual basis of level-n theta functions. For instance, we can also build level-2 theta
coordinates explicitly as follows: let (77, TJ’) be a symplectic basis of the 2-torsion,
and take a choice of symmetric lift above each elements. Let A[2] = K7 @ K> the
associated symplectic decomposition; a choice of symmetric lifts is induced by a
choice of symplectic decomposition A[4] = K1 @ K} above the one of A[2]. Now
consider A; = A/Kj, the totally symmetric line bundle £2 descends, thanks to
the choice of symmetric lifts above the T;, to a symmetric line bundle £ on A;.
If ¢ : A — A; is the associated isogeny, we saw in Proposition G.5 that the
theta characteristic of £ (necessarily an even one), is the one associated to the
symplectic decomposition ¢ (K/) @ Ker ¢; on A;[2]. (A counting argument also
shows that the 29 possible of descent of £2 to a symmetric line bundle on A;
give all theta characteristics of the form K" @ Ker ¢~1) Let 0641 be a section of
M, and 0y = 05" o ¢,. Then 6;(P) = 0o(P + T)).

Now on our fourfolds of Weil type, we can further look at symmetric line
bundles £ invariant under [i]; equivalently at theta characteristics g : A[2] — po
such that [i]*¢ = ¢. An easy computation shows that there are 16 of them,
and that for all of them, ¢(x) = 1 when z € A[l + i]. We can then refine by
considering [i]-theta characteristics ), by imitating the construction of standard
[—1]-theta characteristics: if £ is stable by [i], we fix an isomorphism € : [i]*£ ~ £
normalised at 0, and if x € A[l +i], we let Qz(x) € pg be the scaling factor
of e(z) : (I]*L)(xz) — L(z). (The fact that the Qz(x) € uo rather than uy is
because g (x) =1 when « € A[1 +1i]). Then Q. is a quadratic form on A[l + i
with associated bilinear form e;; x, which is both symmetric and alternate over
A[l +1i] x A[1 +1i], and [i]*0; = £0,, so 0. is either [i]-even or [i]-odd, and
this can be read off the Arf invariant of Qz. We thus obtain 10 [i]-even theta
characteristics and 6 [i]-odd ones.

Finally, a symplectic decomposition A[1 + i] = Ky & K, for e144 )\ gives an
[i]-even theta characteristic Qo, hence a 6y. We could define level-(1 + 1,1 + i)
theta functions indexed by A[l + i] as 9]L2 : P Op((1 +1)P + Tj). Tt turns
out that these are exactly the level-(0,2) theta functions constructed via our [i]-
adapted symplectic decomposition of A[2] given in Definition G.1. This explains
why the change of basis in Corollary G.3 is exactly the same as the change of
basis between level-(2,2) and level-(0, 4) theta functions in dimension 2. We can
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also reinterpret the action by signs and permutations on these coordinates as
different choices of symplectic bases and symmetric lifts for A[1 + i].

Also, we remark that A[(1+ 1)¢] is a Z[i]/(1 + i)®-module of rank 4. Fur-
thermore, given an [i]-adapted basis, then because (1 + i)? = 2i we can
check that (T3, T};T7,T3) is a symplectic basis of (A[(1 + i)%],e(114)2), with
(T1,T5,T5,Ty) = (1 4+ D)T4, (1 + i)Ty; (1 + 1)T7, (1 + i)T3) is a symplectic ba-
sis of (A[(1+1)], e(144)). This explain why the level structure data to define level
(1 +1,1 + i)-theta functions and level-(0,2) theta functions is essentially the
same, when taking into account the action of [i].

And the decomposition A[(1 +1i)] = (T1,Ts) @ (T3, Ty) gives the theta char-
acteristic Qo associated to 0y. We remark that Qo(T) = —1 for T equal to
Tl +T3, T1 +T2 +T3, T4 +T2, T4+T2 +T1, T4 +T3 +T1, T4 +T3 +T2 which corresponds
under the standard numbering associated to this basis to ¢ = 5,7,10,11,13, 14,
or in term of characteristics to the characteristics

01 11 10 10 11 11
EH R S R P
which are exactly the odd (2, 2)-characteristic in dimension g = 2 too.

Now there are 720 symplectic matrices whose permutation action on the odd
theta characteristics gives an isomorphism Sp,(Z/2Z) ~ Se. Also the action on
the 10 even theta characteristics is transitive, so there are 72 matrices preserving
our Qy. The permutation action of these 72 matrices on the 10 even characteristic
gives exactly the group Smike.

From this point of view we can now explain why our invariants behaves like
arithmetic invariants (they are invariants only because we restrict to automor-
phisms defined over F,). It is because the invariants Imike are of level I'(1+1, 2),
while the invariants Juike are of level I'(1,1 + i). This is a similar phenomena
that in dimension 2, the symplectic automorphism induced by v € I'/I'(2,4) is
F,-rational iff v € I'(1,2).

For simplicity, we chose not to use this approach to build the modular in-
variants, and go instead through level-2 theta functions given by [i]-adapted
symplectic decompositions of A[2]. The main reason is that because 1 + i is
not invariant under the Rosatti involution, to develop properly the theory of
level-(1 4 i) theta functions we would need to first develop further the theory of
Hermitian biextensions, building on the work of [Sta24].

I NIKE security

I.1 The CKS security model of a NIKE

The CKS model, introduced by Cash, Kiltz, and Shoup [CKS08], and further
developed by Freire, Hofheiz, Kiltz, and Paterson in [FHKP13], is the following
game-based definition of the security of a NIKE.
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CKS Security. The challenger runs pp < Setup and provides the public parame-
ters pp to A. Furthermore, the challenger samples a random bit b & {0,1}. The
adversary A gets access to the following oracles, which can be queried adaptively
and arbitrarily often:

— REGISTERHONEST: The adversary A provides an identity id € ZD. The
challenger runs KeyGen(pp,id) to generate a key pair (pk,sk), stores the
tuple (honest,id, pk,sk), and returns pk to .A. The oracle does not accept
identities that were previously registered as corrupt.

— REGISTERCORRUPT: The adversary A provides both an identity id € ZD
and a public key pk. The challenger stores the tuple (corrupt,id, pk, L). If A
repeatedly queries the oracle with the same id, only the most recent entry is
stored. The oracle does not accept identities that were previously registered
as honest.

— CORRUPTREVEAL: The adversary A provides two identities idy,ids € ZD,
where one identity is registered as corrupt and the other as honest. If id;
is honest, the challenger runs MIKE.SharedKey(ids, pky,idi,ski) using the
public key pky corresponding to idy and the secret key sk; corresponding to
id;, and outputs the shared key K to .A. Otherwise it proceeds similarly,
running MIKE.SharedKey(idy, pky,ids, ska). If both identities are registered
as corrupt or honest, the challenger outputs L.

— TeEST: The adversary A provides distinct, honestly regis-
tered identities idy,ide € ZID. The challenger computes K, =
MIKE.SharedKey(idy, pky,ida,ska) using the public key pk; correspond-
ing to id; and the secret key sko corresponding to ids. The challenger further
samples a random K1 & SHK and stores (id1,idg, K1). It outputs K}, based
on the chosen bit b. If A has queried the same identities {idy,id2} before in
any order and b = 1, the challenger outputs the previously stored key K.

We say that a NIKE is (¢, Qru, @rc, Qcr, QT, Qu)-secure in the CKS model,
if any quantum polynomial time adversary A against the CKS game,
that makes at most Qry REGISTERHONEST, )rc REGISTERCORRUPT, Qcr
CORRUPTREVEAL, Q1 TEST queries (classically), and Qu queries to the ran-
dom oracle H (potentially in superposition) has advantage

Advitiss (A) == |Pr[b=b] —1/2| <.

CKS-light security. This game has the same oracles as the CKS security game,
but the adversary is limited to calling REGISTERHONEST only twice and TEST
once. The other oracles can be queried arbitrarily often. The definition of a NIKE
being secure in the CKS-light model is the same as for the CKS model (with the
obvious modifications).

CKS vs. CKS-light. The CKS and CKS-light models are polynomially equiva-
lent. More precisely, we have the following theorem.
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Theorem 1.1 ([FHKP13, Th. 1]). For any adversary A against a non-
interactive key exchange scheme NIKE in the CKS model making at most
qg REGISTERHONEST queries and qr distinct TEST queries, there is an
adversary B against NIKE in the CKS-light model with Adv§ien(A) <
(1/2)a}ar Adv iy " (B).

1.2 Proof of Theorem 5.1

We prove Theorem 5.1 by analysing a sequence of games, which in large part
are identical to those of proof of [DHK+22, Thm. 5]; the differences are that we
use CKS-light instead of CKS, and remove the randomisation technique that is
not available in the MIKE setting. Let A be a quantum adversary, and assume
without loss of generality that id; < idy throughout.

Game G1. The first game is the standard CKS-light security game. By definition
|Pr[G = 1] — 1/2] = Advgee " (A).

Game G5. The game precomputes two honest key pairs (pk;,sk;) and stores
them in a set H. On the adversary’s i-th REGISTERHONEST query, the game
returns the public key of H[i] Since the output of KeyGen does not depend on
the input id provided by A, this does not change the distribution of the output
of REGISTERHONEST, hence Pr[Gs' = 1] = Pr[G{' = 1].

Game (G3. In this game, the random oracle H is conceptually partitioned to allow
simulation at a later phase. When the adversary queries H(idy, ids, pky, pks, J),
the game responds as follows

— If (pk;,sk;) € H, (pks_;,*) ¢ H, and J = Juike(sk; - pks_;), it returns
H1(id1, idz, pky, pky) for an internal independent random oracle Hj.

— If both keys are honestly generated (i.e. (pky,ski), (pky,ske) € H), and J =
Jmike(sky - pky), it returns Hs(idy, idz, pkq, pky) for another internal random
oracle Hs.

— Else it returns Hay(idy, ids, pky, pks, J) for another internal random oracle Ha.

These changes are only conceptual, hence Pr[G3 = 1] = Pr[Gy' = 1].

Game G4. In this game, the CORRUPTREVEAL oracle is modified. If only one
of the keys lies in H, the game returns Hq(idy, ids, pky, pks). If both keys lie in
H, the game returns Hg(idy, idg, pky, pky). Since the original CORRUPTREVEAL
oracle computes the shared secret correctly, already in G35 the corresponding
queries would have been forwarded to H; or H3 by H. Hence, directly calling Hy
or Hs is only a conceptual change, and we obtain Pr[G4' = 1] = Pr[G4' = 1].

Game G5. In this game, the TEST oracle is modified to compute K, =
Hs(id1, ida, pky, pky). This is only a conceptual change due to the modifications
to H from G, and hence we obtain Pr[Gg' = 1] = Pr[G7 = 1].
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Game Gg. In this game H is reprogrammed on the singleton set & =
{(*, %, pky, pky, sky - pky) | (pky,ski), (pke,sks) € H}, with a uniformly random
value {0,1}". Recall that S corresponds to the valid TEST query, This repro-
gramming only affects Hs, and we derive the reprogramming through an internal
random oracle HY. From the adversary’s view, Ky and K are identically dis-
tributed, hence we obtain Pr[Gg' = 1] = 1/2.

To bound | Pr[Gg' = 1] — Pr[G&' = 1]|, we use the semi-classical one-way
to hiding (O2H) lemma with the punctured oracle H\S, and the classical event
FIND that is set to 1 if the extractor finds an element of S (see [DHK-+22, App.
B] for details and definitions). Note that the membership test for some input to
be in S can be done using the DDH oracle. Following [DHK+22], we define G
as G2 but with access to H\S, and we obtain

|Pr{Ge = 1] - Pr{G2 = 1]] < 2y/(d+ 1) Pr[Fin : G4

The qGapCDH adversary. Finally, we define the adversary B against qGapCDH
to bound Pr[FIND : G2£!]. Denote the DDH oracle in the qGapCDH problem by O.
On input the challenge (pky, pky), B runs the O2H extractor with A%M\S and
embeds its challenge public keys (pky, pky) as A’s two honest key registrations.
It is able to simulate the oracles Hy, Hz, Hs, and Hj, and the games G5 — G
with standard techniques, exploiting the oracle O for all checks including shared
secrets. When obtaining FIND = 1 it measures the input registers of H\S, which
outputs a set 7. B then searches for (x, x, pkq, pky, J) € T with O(pky, pky, J) =
1, and on an accepting candidate returns the valid solution J. Thus, B wins
when FIND = 1 and we obtain Pr[FIND : G2\] < AdviePPH ().

J On the choice of parameters

This section is devoted to an analysis of MIKE parameters. For MIKE, we mainly
have two choices to make that determine the security level.

The most important one is the choice of our base prime p. Since we use 2¢-
isogenies to compute the key exchange, we ask that p is of the form ¢2f —1 for a
large enough f. The second choice is the length e of our secret dimension-1 2°¢-
isogenies (over F,2). This length also determine the length of the dimension-4
isogenies (over F,) computed during the key exchange. Note that this choice
is constrained by e < f — 2, because of the extra torsion requirement used to
normalise our curves and to compute 2°-isogenies in higher dimension.

In the initial implementation of MIKE, we simply reused SQIsign’s (round
2) primes, using the maximal value possible e & log,(p) for our two isogeny
length e. This fit nicely with our security proof from Section 5. The recent attack
of Wesolowski [Wes26] forced us to reevaluate our parameters and increase the
size of our primes. As we will see in Appendix J.3, our security proof requires
that we fix e = logy(p). On the other hand, because of the increased size of
p, such a value for e is overkill compared to the best known attack to directly
recover a 2°-isogeny. On top of that, there is no clear choice for the value of p,
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because the new attack requires a lot of memory. Depending on whether we allow
unbounded or very large but bounded memory (as in the round 3 submission of
SQIsign), and also whether we take into account the hidden polynomial factors
in the Wesolowski’s attack, estimates for the size of p can vary greatly (e.g. from
300 bits to 384 bits for NIST level I).

For these reasons, in this section, we will suggest “conservative” as well as
more “aggressive” parameters for p, e, which form the basis of RigorousMIKE
and FastMIKE respectively. In RigorousMIKE we make very conservative choices
on the choices of p, and use e = log,(p) for our security proof reduction. For
FastMIKE we make more aggressive choices for the size of our primes (but without
being too aggressive, see Remark J.5), and take e ~ 2/3log,(p). A drawback is
that the security proof does not hold anymore (or rather loses too many bits).

First, we analyze the two known approaches to break MIKE in Appendices J.1
and J.2, which are

— Recovering the F,2-endomorphism ring of E4 (or Eg).
— Directly recovering the secret isogeny ¢4 : Eg — E 4.

Then, in Appendix J.3, we explain the further constraints on our parameters
needed so that our security reduction hold. Lastly, in Appendix J.4 we suggest
some parameters, notably for RigorousMIKE and FastMIKE.

We stress that Wesolowski’s attack is very recent, and once further analysis
is done on how optimised it can be, we will be able to further tune our choices
of primes. As this section will show, MIKE is very flexible in the possible choice
of parameters (even more than SQIsign), and we welcome the community to do
more analysis on the security and performance of different parameters.

J.1 Recovering the endomorphism ring

The complexity of the supersingular endomorphism ring computation was re-
cently improved by Wesolowski in [Wes26] from O(y/p) to p'/3+°() via a MITM
attack. In our initial implementation of MIKE, we were using the same primes
as in SQIsign’s round 2 NIST submission, of size &~ 2\ where A is the security
parameter. To account for Wesolowski’s attack, we need to increase the prime
size.

We note that although the original O(\/ﬁ) attack required (almost) no mem-

. N . . o(1)
ory, Wesolowski’s new attack is a time memory trade off: it takes time (p/w) =5

given enough memory to store w j-invariants simultaneously. Using w = p'/3
gives the p'/3t°(1) time complexity above, and giving a bound w on the number
of j-invariants give a size for p of log,(p) = 2A + logy(w). We refer to [Wes26)
and [AAA+26, Chapter 8] for more details.

Conservative choices for p give the attacker unlimited memory (or rather
w = 2* and ignore the extra hidden polynomial factors in the o(1). This gives
a size of p of roughly 3\ bits. To account for the fact that memory is usually
more expensive than time, in [AAA+26, § 8.2.1.2] suggest to use w = \>/8. More
precisely they allow 280, 2120 and 2169 j-invariants for NIST level I, III and V
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respectively. We remark that storing a j-invariant itself requires 2log,(p) bits of
memory. This gives a size of log,(p) = 21/8 - A for the more aggressive choices.

Taking into account the hidden log factor allows for some leeway. Indeed, the
current best known instantiation of Wesolowski’s MITM attack involves finding
roots of very large modular polynomials. Taking the amortised cost of one root
over F, to be at least log, ¢ field operations (we note this cost is only valid for
roots of small degree, e.g. taking a square root; in general this complexity minors
the actual complexity of Cantor-Zassenhaus, see [AAA+26, Remark 8.2.1]), we
see that for instance a prime p of size 320, with an allowed memory of 250
j-invariants give an estimation of at least /2320/280 x log,(p?) ~ 229 fields
operations over F.

We refer to [AAA+26, § 8.2.1.2] for a more detailed classical and quantum
analysis of these parameters.

J.2 Finding the secret 2°-isogeny.

The best attack to find ¢4 : Ey — FE4 is also a meet in the middle attack,
constructing 2¢/2-isogenies from both Fy and E4 until a collision is found. This
problem was thoroughly studied for the SIDH protocol. We refer to [ACCMR19]
for a nice survey of the classical and quantum cost of the MITM approach. Like
for the endomorphism ring problem (which ultimately also reduces to a MITM
attack), there is a time memory trade off using Van Oorschot and Wiener golden
collisions. Let N = 2° and w the number of j-invariant that are allowed to be
stored simultaneously then the attack needs to produce at least N3/ 4w j-
invariants [ACCMR19, Remark 3].

Using w = 2* gives e = 2\, while the more aggressive choice of w = \%/8 gives
e = 7/4)\. We remark that to have balanced attack costs for both approaches,
allowing w j-invariants, suggest to use log,(p) = 2A + log,(w) and e = 4/3X +
2/3logy(w) = 2/31logy(p).
Remark J.1. Here we need to account for the fact that ultimately our secret
is not the secret isogeny itself, but the rank 2 module it induces. Now on the
starting curve Ey we have an automorphism by [i]. By Section 4.1, our basis
of the 2°-torsion (P,Q) = [277¢](Py, Qo) is sampled such that P is rational
and [iJP = Q. A generator of kernel of the secret isogeny is chosen as T =
P + [24]Q. Tt follow that [i|]T = Q — [z4]P gives the same codomain E4. Also
o(T) = [mp)(T) = P—x4Q, gives the codomain E9, which induces the same Weil
restriction, and same Scholten, hence same rank 2 module, as F 4. It follows that
{xa,—xA,1/24,—1/24} all correspond to the same secret rank 2 unimodular
module. Furthermore we want x4 to be odd so that T is of exact order 2°¢
(for constant time reasons), and for technical reasons in the gluing we want
xa = 3,5 (mod 8). (Because 4 and —x 4 will give the same rank 2 module, in
the implementation we fix 4 = 3 (mod 8).) Taking into account these trivial
conditions, it follows that key generation will only generate 26~% — ¢ different
rank 2 modules. (The € is to take into account “true” collisions, where genuinely
different 2¢-isogenies give the same curve up to the Galois action. These are
extremely rare, both theoretically and as confirmed by our implementation. )
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Remark J.2. Another important remark is that in the complexity estimate the
ignored polynomial factors are much smaller than for the endomorphism ring
computation. This is because the intermediate j-invariants in the MITM are
produced by computing a tree of 2-isogenies, which is much less expensive than
finding roots of very large polynomials. It follows that there is less leeway in
the choice of e. Accounting for Remark J.1, we will use e = 7/4\ + 4 for the
aggressive parameters. Note that for A = 128 this gives e = 228. Following
[ACCMR19], the SIKE spec had for parameters SIKEp434, which used 2216-
isogenies. And although SIKE was ultimately broken, it was not because of the
MITM attack, but rather because of the extra torsion point informations needed
by the protocol! We note that our suggest NIST level 1 e = 228 is larger than
216, so in a sense even our “aggressive” parameters are fairly conservative.

J.3 On the security proof

We note that the above security analysis look at directly recovering the secret
key. This is the analogue of DLOG in a standard DH key-exchange. The security
of MIKE however, relies on the equivalent of CDH. In Theorem 5.2 we give a
security reduction from the EndRing problem to MIKE’s CDH.

However, there are two caveats to this security reduction. The first one is
that it is valid only in the AIM+ model. Most importantly, if p = C2°¢ — 1, it
involves a loss of security of log,(C') bits.

Our previous analysis suggested to use e ~ 2/3log,(p), this means that
log,(C) ~ 1/3logy(p), which essentially makes the security reduction useless
because it loses too many bits.

It means that there are two choices to make with respect to the parameters:

— We fix p = ¢2/ — 1 with ¢ odd and as small as possible. We take the largest
e allowed by our HD isogeny formulas: e = f — 2, so that C' = 4c¢ is small,
and our security reduction is valid. We then want p large enough that the
average EndRing problem has security at least A (in a bounded or unbounded
memory model). We note that the constraint on small ¢ is also present in
SQlsign.

— We relax the condition for our parameters to be in our regime where our
security proof hold. In particular we allow our isogeny length to be smaller
than log,(p). In this case, we make the heuristic assumption that breaking
MIKE’s CDH amount to breaking MIKE’s DLOG, i.e. recovering the secret
rank 2 module (M4, Ha) given (Ey, E4). We remark that by [Rob24b, Theo-
rem 5.5, Theorem 5.22], from (M4, H4) we can efficiently recover End(E4),
and conversely. However, because of our shortish isogeny path, we are no
longer in the average EndRing problem regime. So we make another heuris-
tic assumption that beside the generic endomorphism ring attacks, the best
way to exploit the smaller isogeny Fy — FE 4 is to directly recover it via the
MITM attack.

So in this case we fix p = C2°t2 — 1, with p large enough so that the
average EndRing problem has security at least A\ bits, and e large enough
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that directly solving the 2¢-isogeny path problem between Ey and E4 via a
MITM has also security A. Concretely, by the discussion in Appendix J.2,
this means e ~ 2/3log,(p). This allows to look for any p = c2/ — 1 large
enough, as long as f > e — 2, so ¢ can be as large as p'/3. This gives a lot
more freedom in the choice of p than above, or compared to the SQIsign
primes.

Remark J.8 (The impact of ¢ on performance). For performance, SQIsign has
much more constraints on the cofactor ¢ than MIKE. For instance SQIsign cur-
rently uses p = 3 - 2324 — 1 for level I, which is slightly above 5 words. Using
p = 55-2395 — 1 instead, although it fits in only 5 words, the key generation and
signature is slower, only the verification is faster.

In MIKE’s implementation, ¢ only affects the Hamming weight of the cofactor
clearing (i.e. multiplication by [C] = [¢2/7¢] on an elliptic curve), so its impact
is essentially negligible compared to the rest of the 2¢-isogeny computations (in
dimension 1 for keygen in dimension 4 for the shared secret). Note however that
in the example above, ¢ = 3 only loses 1.6 bits in the security reduction, vs 5.7
bits for ¢ = 55.

Remark J.4 (Supersingularity testing). Our key validation is a supersingularity
test, which is done on the fly in Algorithm 8. More precisely this algorithm
tests that the curve E/F,> has a Fj2-rational basis of 2/ -torsion. From the Hasse
bound, this guarantees that #E(F,2) = (p + 1), hence that E/F,2 is maximal
supersingular, as long as 22/ > 4p, i.e., if p = 2/ — 1, 2/72 > ¢. This will be the
case for all our parameters.

J.4 Proposed MIKE parameters

As the discussion above show, there is a wide range of choice for MIKE parame-
ters: bounded or unbounded memory for adversaries, parameters for which the
security reduction of Section 5 hold or not. We propose several concrete choices.

1. We allow unbounded memory for the adversaries.

This means (ignoring any extra polynomial factors in the existing attacks),
we want log,(p) ~ 3\. We suggest p = 117237 — 1, p = 77256 — 1,
and p = 41 - 278 — 1 for NIST level I, III and V respectively, which have
small ¢ and are calibrated to be under the 64 bits word boundaries. We then
take e = 372,564,756 as large as possible for our security reduction. These
parameters give RigorousMIKE.

An implementer willing to rely on heuristic security instead can take e =
2\ + 4, i.e. e = 260, 388, 516 respectively, since the best known attack with
unbounded memory still give 128, 192 and 256 bits of security.

2. We only allow bounded memory, and take roughly the same prime sizes as in
SQIsign [AAA+26]: logs(p) &~ 325,504,668. We can simply reuse the exact
same primes, for compatibility: p = 3-2324—1,p = 27.2500 -1, p = 17.2664 1,
We then either take e = 322,498, 662 as large as possible, or take e = 7/4\+4
(accounting for the bounded memory), which gives e = 228,340, 452.
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3. We only allow bounded memory, but for the endomorphism ring attack we
modelize the cost of each j-invariant as needing at least log,(p?) field opera-
tions rather than just 1. This gives sizes for p of 317, 484 and 651 bits respec-
tively. We propose p = 633-230% — 1, p = 593.247% — 1 and p = 317-2628 — 1,
which under the model above give 2128, 2191-5 and 2248-5 » field operations
respectively. In terms of performances, the main advantage of these primes
compared to the SQIsign primes above is that the first and third one are
close to their word boundaries.

We then either take e = 306,472, 626 as large as possible, or take e = 7/4\+4
which gives e = 228,340,452. The later choice gives the parameters for
FastMIKE.

Remark J.5 (Even more aggressive parameters). Although FastMIKE is tailored
for performance, we still tried to stay reasonably conservative in our choice of
parameters. On our choice of p, [AAA+26, Appendix P] list choices of primes
“that may still fulfil the NIST security requirements”. This list goes down up to
308 bits, 460 bit and 607 bits for NIST level I, III and V, while our primes for
FastMIKE have 318 bits, 484 bits and 637 bits respectively.

On the choice of e, for NIST level I we use e = 228, while as mentioned above
the SIDH spec had STKEp434 for NIST level I, which used e = 216, and [LWS21]
even suggested e = 191.
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